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1 IT-Architecture and Component 
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1.1 System Main module

Store side


The hardware like servers/cameras/sensors/network facilities/… The main part of it is collecting data and processing the raw data. Make the video/iot/… information shrink to text and be able to transfer via internet to cloud. 

Cloud side


Many micro systems to handle biz logic and info from stores.

Mobile/web port


View side, and user can open their PC/phone to view the orders/reports/…

3rd party payment


Companies to support payment.

Biz partner


Sometimes cloudpick will send orders/reports/…  to customer side

1.2 Main process

The process of getting QR code:

· Register (mobile number & QTP or User name & password)

· Contract with payment company(this step may different via requirements)

· Generate QR code

The entire progress as below, which may be adjusted base on different requirements.
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The process after leaving store:

Cloudpick system will trace users’ movement inside of store. So the moment users’ journey, system already records their shopping card.

When user leaves store, system will summarize their shopping card, submit and pay.
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1.3 Data Flows and Data Objects
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2.1 Customer related data

Data flows: Customers register on the app, and send it to the cloud user information component via the app.
Data objects: Customer registration information

2.2  AI data

Data flows: image learning engine, commodity learning machine. Learn to analyze the bone shape of human action and send commodity information to AI library.
Data objects: The bone shape of human action, the image, color, shape and weight.

2.3  Store data

Data flows: The camera monitors customer and product information, analyzes them to skeleton and products’ model, then sends it to the cloud info collection component.
Data objects: User skeleton, product’s color, weight and shape

2.4  Cloud side software to user platform

Data flows: Send the information of the products that the customer picked up and put down to the shopping cart component and order component to generate the order.
Data objects: Customer information, product information

2.5 User platform to Biz gateway

Data flow: Order calculation information is sent to the payment gateway.
Data Object: Order settlement

2.6 Pay channel

Data flow: The payment gateway sends the order to the payment service provider.
Data Object: Order settlement

2.7 Biz channel

Data flow: Send order information to merchants.
Data objects: Order information, order product information

2 Overall system network architecture
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1. The edge calculator in the store collects edge data.
2. Edge data is sent to the cloud through switches and firewalls in the store.
3. After processing in the cloud, the data is transmitted through the cloud intranet and is stored to the cloud database.
4. If needed, local office staff can access in-store video data after safety verification.
3 AI Algorithm

3.1 Identification of human

Track Customer movements and understand customer behaviors, shopping gestures, activities using sophisticate 3D computer vision, machine learning technologies.

[image: image6.emf]
3.2 Commodity identification
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Computer Vision + Deep Learning + Sensor Fusion

Smart Shelves trigger vision system to start the recognition processes when product changes are detected, which allows our shopping behavior recognition and product identification algorithms to run in real time.
4 In store architecture

4.1 In-store IOT device topology

The ground equipment in the store consists of shelves and gate machines.The shelf floor board is equipped with various sensors matrix as required, such as vibration sensor, gravity sensor, temperature sensor and infrared sensor. These sensors are collected and summarized by data summary board, and then transmitted to the in-store server through internal network for waveform analysis and status analysis,from which useful information is analyzed and sent to the background cloud server. 
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The scanning read head of the store gate entrance channel waits for the user to swipe the QR code to verify their identity. The gate sends identity information to the cloud server for verification, and if the verification passes, the control gate door opens to allow the user to enter. The exit channel does not do identity verification, and the customer releases by directly opening the door.The network topology of the rack and gate machine is as follows:
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4.2 In-store IOT software system

IOT software system runs on the in-store server, which can be divided into five subsystems: Maintenance, Upgrade, Collect/Control, Monitor and Time Sync.
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· Maintenance system implements the graphical interface configuration tool in the terminal, and can add all configuration information of shelves and gate machines to be controlled in server as administrator.
· Time Sync system adopts NTP protocol to synchronize with the time server in the store and realize time synchronization of all IOT devices in the store.

· Collect/Control system is responsible for collecting sensor matrix on the shelf, analyzing the waveform to monitor operation status, and sending event data and sensor status to the background server in real time.

· Upgrade system is responsible for the update and upgrading of the server system.

· Monitor system is responsible for analyzing event data and sensor status, and determining whether to send alarm and error message to the background server.

· Maintenance, Collect/Control, Monitor configure information through DataXchg Space (Sensor Matrix data information, Sensor Matrix status information, system operation status information, etc.). The DataXchg Space technology itself is based on shared memory.
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The Collect/Control system framework is as follows:
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The Collect/Control layer is connected to Data Collector through COMM-TCP/IP to collect all data and status information of the shelf Sensor Matrix. Based on COMM-TCP/IP, Weight Sensor, Vibration Sensor, Thermo Sensor, and Infrared Sensor smoothly denoise the collected data. The upper Device Event Synthesizer, Device Monitor, and DataXchg Interface are further processed through the unified interface Device Data Collect Interface. For example, Device Monitor analyzes whether there are errors and alarms; Device Synthesizer analyzes whether an event is occurring, and puts it in the event queue and finally sends it to the remote server; DataXchg Interface puts the data and status in the DataXchg Space for further processing by other systems. Remote Control is responsible for implementing remote service control, such as calibration, resetting, shielding, power off, restarting, etc., so that you can use APP to operate the store.

4.3 In-store camera matrix
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Use cameras to model stores, and each camera collects video from its own area.
The camera connects to the edge server and saves the original data in the store.
In the store, we will have a local server with high configuration, which can process data in real time and transfer the processed data to azure cloud.
Data transferred to the cloud has the following characteristics:

· No image features. The original image cannot be restored.

· Plain text format, only extracts key features by images, such as the position of the person, the position of the hand, the product, etc.

 

4.4 In-store network equipment

List of network equipment in the store:

Firewall: Cisco ASA5506-K9

POE switch: Cisco WS-C2960X-24PS-L/ Cisco WS-C2960X-48LPS-L 
Switch: Cisco WS-C2960G-24TC-L/ Cisco C2960L-24TS-AP

Note: The actual situation shall be subject to the final contract.
 

Example of in-store network switching topology diagram:
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The Cisco ASA firewall in the store is connected to the Internet (WAN), followed by Cisco POE switches or ordinary switches (the number depends on the size of the store), and the Cisco switches are connected to cameras, smart shelves, servers and other equipment. 

The firewall connects the internal and external networks to divide security domains for protection, collects abnormal logs, isolates the external network, and prevents attacks.

If there is demand, you can purchase additional modules as follows:

1. Next-Generation Intrusion Prevention Systems: Get the visibility, automation, flexibility, and scalability you need to defeat the latest threats.

2. application control: Getting Started with Application Layer Protocol Inspection.

3. Advanced Malware Protection: Discover, track, contain, and block network-based advanced Malware, attacks, and threats 

4. URL filtering: URL filtering denies or allows traffic based on the URL of the destination site. 

5 Cloud Architecture

5.1 Architecture
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Cloudpick has massive functions in cloud side, which is flexible for future requirement. Currently customer can choose the exact functions they need to fulfill their business, which means all other functions could be ignored.

5.2 Micro systems

Cloudpick build the entire system using micro-systems, which means it breaks to many tiny systems and each system will contact with each other by api. 

Here we use dubbo technology for distribution system. 

The main parts of system are list below:

Info Collection：Responsible for receiving data from store devices. 

Info Merge：Combine the data sent from the store devices and connect them according to the customers.

Info Analyze：Analyze the data sent from the store devices. Analyze the goods that the customers picked up or put down relying on the AI library.

Alarm：Notify the abnormal status of the store devices.

Louder/Speaker Control：Control advertising, sound in the store.

Hardware Control：Manage cameras, shelves, gates and other devices in the store.

User Info：Receive and manage customer registration information.

Shopping Cart：Manage customers' shopping carts.

Order：Customer order generation and management.

Transaction：Order settlement.

Purchase：Commodity purchase tracking and management.

Sale：Commodity sales information.

Warehouse：Commodity inventory management.

Big Data：Not applicable.

Payment：Payment gateway, matching payment company.

Merchant：Connect with merchants. Open platform.

Key/Encryption：Manage the key used to encrypt data during data transmission.

Message Broker：Provide services for sending SMS and App push notifications.

Schedule：Command center for scheduled tasks.

Notification：Message queue.

Monitor：System operation status monitoring.

Data Service：Sales reports, marketing reports, etc.

Cloud Service：Manage all services on the cloud platform.

… 

5.3 Middleware

5.3.1 RocketMQ
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Cloudpick uses RocketMQ to ensure distributed consistency across multiple parties, conducts business decoupling and asynchronous processing for complex businesses, making the business highly cohesive and low coupling. Asynchronous enables the system to support higher concurrency.

5.3.2 Redis

Redis is an open source (BSD licensed), in-memory data structure store, used as a database, cache and message broker. It supports data structures such as strings, hashes, lists, sets, sorted sets with range queries, bitmaps, hyperloglogs, geospatial indexes with radius queries and streams. Redis has built-in replication, Lua scripting, LRU eviction, transactions and different levels of on-disk persistence, and provides high availability via Redis Sentinel and automatic partitioning with Redis Cluster.

Cloudpick uses redis in multiple ways, such as using redis as a caching service, using redis to achieve distributed firm, using redis for high performance queues, etc. It effectively improves the performance and stability of the application.

5.3.3 Elasticsearch 

Elasticsearch is a Lucene based search server. It provides a distributed multi-user capabilities of full-text search engine, based on RESTful web interface . Elasticsearch is developed in Java and released as open source under the terms of the Apache license, which is a popular enterprise search engine. Applied in cloud computing, it can achieve real-time search, which is stable, reliable, fast, easy to install and use.

Cloudpick uses Elasticsearch for product search, log collection and more. The response time for product search is down to 15ms, which is faster and more stable than traditional querying relational data, and will not be slowed down by data volumes reaching the tens of millions.

5.3.4 XXL-JOB

XXL-JOB is a lightweight distributed task scheduling framework. It's core design goal is to develop quickly and learn simple, lightweight, and easy to expand. Now, it's already open source, and many companies use it in production environments, real "out-of-the-box".

Cloudpick uses XXL-JOB to manage a large number of scheduled tasks. It provides a WEB page for task management and multithreaded triggers schedule tasks based on the thread pool, which ensures the performance and stability of the system. The task scheduling center and task execution nodes are all deployed in clusters, which support dynamic expansion and failover. It is easy to monitor operation and maintenance as well.

5.3.5 Zookeeper

Zookeeper is a distributed orchestration service that can be used for service discovery, distributed locking, distributed leader elections, configuration management and more.
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A Zookeeper cluster is a highly available cluster based on master-slave replication, where each server assumes one of the following three roles:

· Leader: A Zookeeper cluster will only have one actual working leader at a time. It will initiate and maintain heartbeats with each Follower and Observer. All write operations must be done through the Leader and then the Leader will broadcast the write operations to other servers.

· Follower: A Zookeeper cluster may have multiple Followers at the same time, which will respond to the Leader's heartbeat. The Follower can process and return clients’ read requests directly, and will also forward write requests to the Leader for processing, and is responsible for voting on the request while the Leader is processing the write request.

· Observer: Observer role is similar to Follower, but without voting rights.

5.3.6 ELK

ELK is the abbreviation of three open source software, respectively represents: Elasticsearch, Logstash, Kibana, which are all open source software. FileBeat is a lightweight log collection and processing tool (Agent). Filebeat takes up few resources, which is suitable for collecting logs on each server and then transmitting them to Logstash.

The architecture of ELK is shown in the following diagram：
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This architecture will use FileBeat on the collection side, which is more flexible, consumes fewer resources, and is more scalable. Logstash and Elasticsearch clusters can also be configured to support the monitoring and querying of operations log data for large clustered systems.

5.3.7 Dubbo

Dubbo is a distributed service framework, which dedicated to providing high-performance and transparent RPC remote service invocation solution, as well as SOA service governance solution.
The core components include:

· Remote Communication: Provides abstract encapsulation of multiple NIO frameworks based on long connections, including multiple thread models, serialization, and the "request-response" mode of information exchange.

· Cluster Fault Tolerance: Provides transparent remote procedure calls based on interface methods, including multiprotocol support and other cluster supports such as soft load balancing, fault tolerance, address routing, and dynamic configuration.

· Auto-discovery: It is based on the registry directory service, which enables service consumers to dynamically search for service providers, making addresses transparent and enabling service providers to smoothly increase or decrease the number of machines.

The architecture of dubbo is shown in the following diagram：
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Node Role Description:

Provider: Service provider that exposes services.

Consumer: Service consumer that calls remote services.

Registry: Registry that serves registration and discovery.

Monitor: Monitoring center that counts the call times and invocation times of services.

Container: Service running container. 

6 APP/Merchant platform

6.1 Android

6.1.1 Overall framework

MVP architecture is used to isolate UI interface and data;
The MVP framework consists of 3 parts: View for display, Presenter for logical processing, Model provides data. In the MVP model usually consists of three elements (plus the View interface is four).

· View: responsible for drawing UI elements and interacting with users (embodied as Activity in Android).

· Model: responsible for storing, retrieving and manipulating data (sometimes also implements a Model interface to reduce coupling).

· Presenter: As the intermediate link between View and Model, it handles the responsible logic of user interaction.

· View interface: The interface that needs to be realized by View, through which View interacts with Presenter to reduce coupling and facilitate unit testing.
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Code example (login interface):
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6.1.2 Main technical points

Complex interface display: Many complex interface designs are used in the project, which can not be completed by the components provided by the system. It is realized by the custom components and the view event distribution mechanism, including shop plan, shelf display, etc;
Cache: Memory cache and file cache are used when displaying commodity pictures and temporary data.

6.1.3 Introduction to main open source framework  

6.1.3.1 Network request framework

Okhttp3 is an open source framework of current mainstream network requests, developed by square company, which is used to replace HttpUrlConnection和Apache HttpClient;
Advantages:
· Support HTTP2/SPDY (SPDY is a TCP based transport layer protocol developed by Google to minimize network latency, improve network speed and optimize users’ network experience.)
· Socket automatically selects the best route and supports automatic reconnection. It has an automatically maintained socket connection pool, which reduces the number of handshake, reduces request delays, shares Socket, and reduces the number of requests to the server.
· The cache policy based on Headers reduces duplicate network requests.
· Have interceptors easily process requests and responses (automatically handle GZip compression).

Rxjava is a very popular third-party framework, it combines chain programming style and asynchronous together, asynchronous and concise (logic, code reading and writing). Multi-threaded operation is supported internally. The powerful map and flatmap ensure that no nesting occurs during secondary processing depending on the previous interface data, and separate modules.

Java1.8 and the third-party framework support lambda streaming. It ensures that Rxjava code is more concise in reading.
As the program logic becomes more complex, it still remains concise. It decoupled the operation of each module and keeps single and not nested.

Use okhttp+RxJava to encapsulate a very useful network request framework, support synchronous and asynchronous concurrent requests, support arbitrary switching of threads; combine with rxlifecycle to bind the Activity life cycle.

6.1.3.2 Annotation framework

Butterknife focuses on the View injection framework of Android system.
6.1.3.3 Picture loading framework

Google’s native glide is very powerful. Image loading will be used in many places in the project. It is recommended to organize all the methods of loading images into tools, and then through the class static call method, you can unify management. Through this you can get a line of code, simple code. Easy to read and locate!     

6.1.3.4 Event bus framework

For direct communication of different components such as activity, fragment, service, etc., EventBus framework can be used.

6.1.4 Common third party Library

	Name of third party framework
	Function

	SmartRefreshLayout
	Pull up to load more and pull down to refresh

	XBanner
	Banner frame, supports multi-image display

	JPush
	Push

	zxing
	Code scanning library

	GSON
	JSON conversion library


6.1.5 Data security

6.1.5.1 Code obfuscation

Obfuscation is to reorganize and process the released program, using the processed code to perform the same function as the code before processing, and the obfuscated code is difficult to decompile, even if the decompilation is successful, it is difficult to get the true semantics of the program. The obfuscated program code still follows the original file format and instruction set, and the execution result is the same as before obfuscation, except that the obfuscator changes the names of all variables, functions, and classes in the code into short English letter codes. In the absence of corresponding function names and program comments, even if it is decompiled, it will be difficult to read. At the same time, obfuscation is irreversible. During the obfuscation process, some information that does not affect normal operation will be lost forever. The loss of this information makes the program more difficult to understand.

6.1.5.2 Package signature files

Signature is the identity of the developer, which can prevent transaction repudiation; prevent developers or individuals from confusing and replacing installed programs to ensure that different packages with different signatures are not replaced. Seamless and continuous upgrade of applications is guaranteed, and different applications with different signatures cannot cover the upgrade. It is beneficial to the modular development and deployment of applications and data sharing among programs. If APK uses a key signature, at the time of publication, another key signed file will not be able to install or overwrite the old version, which can prevent the application you have installed from being overwritten or replaced by malicious third party; avoid some third-party SDK, because the signature file causes it to be unavailable.

6.1.5.3 Application reinforcement

The security protection is provided from the aspects of code security, resource file security, data security and runtime environment security.

At the same time, each dimension is divided into different levels. The reinforcement strategy can be customized and deployed according to the actual scenario, and the safety and performance can be perfectly balanced. Through the use of DEX shell, JAVA code decompilation, JAVA instruction virtualization, JAVA character constant encryption and other technologies, DEX files are comprehensively protected. The so file is protected comprehensively by decompilation, tamper proof, anti-theft, virtual machine protection, code compression and other technologies.The resource files and JS files in the application are protected by encryption and tamper.The real-time detection of the application operating environment is carried out to protect the application from running in a safe environment. The local files, databases and configuration used by the application are also encrypted and protected. 
6.2 IOS

6.2.1 Overall architecture
MVC + Viper architecture is adopted.
MVC has been introduced in Android, and it is no longer covered.
VIPER can be the acronym for Views, Interactor, Presenters, Entity, and Routing.The concise architecture divides the logical structure of an application into different responsibility layers.This makes it easier to isolate dependencies (such as databases) and to test interactions at the boundaries between layers:
· View: displays the interface according to the requirements of the presenter and feed back the user input to the display.You can break down into more sub-views and finally synthesize a tree structure.
· Interactor: contains business logic specified by the use case.
· Presenter: contains the relevant view logic for the preparation of the display (what is accepted from the interactionist) and feeds back user input (getting new data from the interactionist).
· Entity: contains the basic model object that the interactionist is using. Naturally, it represents model.
· Routing: contains navigation logic used to describe screen display and display order.
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6.2.2 Main technical points

1. In order to adapt to the development of app customization by different users, use mapping + Runtime technology, use configuration files to control the use of different interface displays and functions, greatly reduce the use of if-else in the project, and facilitate maintenance.
2. According to Runloop characteristics, monitor performance issues such as interface freeze and time-consuming.
3. Use the Runtime feature to encapsulate the framework of catching exceptions and reduce the flash back of app.
4. Encapsulate the cache library through LRU algorithm + memory cache + disk cache, which is used to store some pictures, products, user information, etc.

6.2.3 Introduction to main open source framework  

	Name of third party framework
	function

	AFNetworking
	Network request framework

	PromiseKit
	An event bus library, a technical specification such as promise, realizes event bus. Asynchronous data acquisition, business logic and interface are linked through simple, clear and standardized promise interface. For future dimensions

	Kingfisher
	Picture loading Library

	LBXScan
	Code scanning Library

	SwiftyJSON
	JSON conversion library


 

6.2.4 Application Security
6.2.4.1 The practice of preventing middleman attack by HTTPS on IOS client

The middleman attack scenario involves three roles, client, server, and CA (certificate issuing authority).CA is mainly used to solve the trust problem between client and server, which is equivalent to an endorsement role.CA confirms the identity of client and server by issuing certificate. For specific to IOS client, CA generally issues certificate to server, informing client that the identity of server holding a certificate can be trusted.Who will confirm that what CA says can be trusted?The operating system will have public keys of some well-known CAS, which will be verified by audit when issuing certificates to ensure that the identity of the server is consistent with the declared identity.
6.2.4.2 Certificate security
In order to prevent the attack of middlemen, we need to apply for public key certificate from some authoritative authentication agencies.
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6.2.4.3 IOS signature mechanism
IOS signature mechanism mainly ensures that all apps installed on user mobile phones are allowed by Apple official. If the source code or resource file of app itself is tampered with, the signature value will not be corresponding and cannot be installed. In the actual development process, whether it is real debugging or app release, developers need to go through a series of complex steps to prevent the random installation of app.
 
Using the signature mechanism, the app self signing function code can also be realized in the original project. The resource file, source code and certificate can be signed. When the app starts, if someone changes the resource file, the signature verification will fail, then the app will be called out directly. The aim is to prevent the reverse direction, the relevant code of the function can be passed through C Language, or the entire application implementation code can be obfuscated.
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Mac devices have the ability to generate public and private keys, the usual operation keychain tool keychain access--> certificate assistant--> request certificate from the certificate issuing authority main purpose is to generate Mac public and private keys, and then upload the public key to the Apple background, used to make the certificate. Apple itself can be regarded as an authority, and the private key can be generated in the background of apple, and the public key is available in IOS devices.In the above figure, you can see that the signature on the left corresponds to the verification signature on the right.

 
6.2.4.4 Online app signature mechanism
If the app is downloaded and installed from the Appstore, it will be found that there is no mobileprovision file.The verification process of online app is simple. When the application is uploaded to the apple background, Apple will sign with its own private key. The device for downloading the app contains the apple public key. After the application download is completed, it can be verified directly by the apple public key in the device.The process is as follows:
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· The function of issuing certificate: when the app development test is completed, IOS release certificate is required for online, and IPA packaged with IOS release certificate can be uploaded to app store for approval.

· Push certificate role:

· The p12 file p12 certificate is mainly used for team cooperation. The p12 file can be exported by using the certificate generated in the second step of the above process 5.2 and the local MAC private key of the developer.In this way, other developers can input the password to debug the local real machine after they get p12 file.
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6.3 Merchant platform
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The merchant platform provides daily high-frequency functions such as marketing, purchase, sale, storage and data reports.The whole application is a front-end spa, at the same time, for better user experience, it has done caching and on-demand introduction mechanism.
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1. The user clicks the view layer of the views page to trigger an event. The event handler contains your event logic;
2. The event handler will notify and call action creators;
3. Action creators notify actions
4. A single action is called through the dispatch method
5. Actions and reducers may be corresponding. Data changes and cleaning of each action are handed over to the reducer for processing, triggering the change of global state
6. The change of global state will inform the corresponding container business component
7. After the container business component receives the change (mainly in the form of props), it triggers the change of views layer.
 

The whole process maintains a single data flow direction, which is controllable and logical and easy to manage.
· The main core framework is react.
Using virtual DOM to reduce the direct operation of the real DOM node as far as possible; make the function and page component; maintain one-way data flow.React makes it easy to create interactive UI.Design a concise view for each state of your application. When the data changes, react can effectively update and correctly render components. Writing UI explicitly can make your code more reliable and easy to debug. Create components with their own states, and then make a more complex UI with these components. The component logic uses JavaScriptWrite, not template, so you can easily pass data in your application and separate the state from the dom.
 

· React router to handle front-end routing
It is a powerful routing Library Based on react, which allows you to quickly add views and data streams to the application, while keeping the page and URL synchronized.It has simple API and powerful functions, such as code buffer loading, dynamic route matching, and establishing correct location transition processing.Your first thought should be the URL, not the afterthought.
 

· Ant design is used as basic component library。
The interactive language and visual style extracted from the enterprise level middle and back-end products; high-quality react components out of the box; full link development and design tool system; dozens of international language support; in-depth theme customization capability for every detail.
 

· Data flow of DVA management application
Through reducers, effects and subscriptions, the model is easy to learn and use with plug-in mechanism.The essence of data flow framework is Redux, which follows three principles: a single data source, the state of the entire application is stored in an object tree, and the object tree only exists in the only store; the state is read-only, and the only way to change the state is to trigger action, actionIs a common object used to describe events that have occurred; use pure functions to perform changes. To describe how an action changes the state tree, you need to write reducers.
 

· Webpack handles resource packaging
Essentially, webpack is a static module packaging tool for modern JavaScript applications.When webpack processes an application, it builds a dependency graph internally that maps to each module required by the project and generates one or more bundles.
 

It can split code, support asynchronous module loading, use loader to process various resources, intelligently parse module files, and make use of rich plug-in mechanism.
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1. The first stage initializes the parameters.Start the build, read and merge the configuration parameters, load the plugin, and instantiate the compiler.
2. The second stage of compilation: from the entry, the corresponding loader is called serially for each module to translate the contents of the file, and then find the module that the module depends on and compile it recursively.
3. The third stage output: the compiled modules are combined into chunks, which are converted into files and output to the file system. 

7 System stability

7.1 Monitoring and alarm

Cloudpick has built a health monitoring and alarm system for the store's hardware devices and servers. Each terminal module reports data to the monitoring system in the form of heartbeats and fault reports.The monitoring system analyzes and processes the received data according to the configured health indicators, and finally sends the processing results to the configured recipients via the configured receiving method.

At present, the system supports notifying the processing results to the relevant person in charge through dingtalk, email, SMS and APP notification.
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7.2 Recovery

1、For system problems, it supports the rollback of system programs, which can quickly return the system to the normal running state.

2、For some hardware system problems in the store, you can use the management platform to quickly roll back the software or restart the service remotely to ensure the normal operation of the hardware.
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7.3 Communication encryption

    The communication interfaces provided by Cloudpick are all carried out through the secure https protocol. The necessary communication with third parties supports encryption or signature through RSA\MD5\AES\SHA256 and other forms to ensure the security of data transmission.

7.4 Database encryption

Cloudpick system supports the encryption of database sensitive data, and supports reversible and irreversible encryption methods according to specific business scenarios. For the Database disk encryption requirements, you can purchase resources and necessary development according to the merchant's requirements to encrypt the database server disk.

1. Reversible encryption:

For sensitive information such as user's mobile phone number, email address, name, etc., we adopt reversible encryption. The encryption algorithm supports AES and other forms for encryption. Different encryption keys are assigned to different merchants, and the keys are stored in a separate key library.

2. Irreversible encryption:

For information such as passwords set by users, we adopt irreversible encryption. The encryption algorithm supports MD5\SHA256 and other algorithms for encryption. At the same time, it supports adding salt to enhance the complexity of encryption. Different encryption keys are assigned to different merchants, and the keys are stored in a separate key library.

7.5 Database backup

Automatic backup of database related data can be performed at the merchant's request (which data to backup, how long to backup) and with the merchant's own purchased resources.

7.6 Partial data separation

The Cloudpick system supports physical and logical isolation of part of the data in the database to meet the requirements of merchants for data security.

1. Physical isolation:

If the merchant has special requirements for the physical storage of data, we can implement it through development. The merchant data is stored separately, but the merchant needs to purchase storage resources.

2. Logical isolation:

The Cloudpick system itself has adopted logical isolation for the data storage of different merchants, and stores the data of each merchant in different database tables through different channels allocated by the merchants.
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