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About this guide Utimaco®

1 About this guide

This guide provides information about:

= Deploying a virtual Enterprise Secure Key Manager
= Configuring a virtual Enterprise Secure Key Manager
= Administering security keys

= Administering CA, server, and client certificates

1.1 Intended audience

This guide is intended for system administrators with knowledge of:

= Data security administration

= Network configuration

1.2 Related documentation

The following documents provide related information:

= Enterprise Secure Key Manager v8.50.0 User Guide

= Enterprise Secure Key Manager v8.50.0 Release Notes

1.3 Document conventions and symbols

Table 1. Document conventions and Symbols

Convention Element
Blue text: Run the Setup utility (p. 32) Cross-reference links and Email addresses
Blue, underlined text: https:// Website addresses

www.utimaco.com
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Bold text Keys that are pressed
Text typed into a GUI element, such as a box
GUI elements that are clicked or selected,
such as menu and list items, buttons, tabs,
and check boxes

Italic text Text emphasis

Monospace text File and directory names
System output
Code
Commands, their arguments, and argument
values

Monospace, italic text Code variables
Command variables

Monospace, bold text Emphasized monospace text

Indicates that failure to follow directions could result in bodily harm or death.

changes to security settings.

Provides clarifying information or specific instructions.

o Indicates an action that can have consequences such as deletion of keys or

YA Provides additional information.
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1.4 Utimaco Technical Support

For technical questions, contact Utimaco Technical Support:

* E-mail: support-atalla@utimaco.com’
= Telephone: 800-500-7858 (U.S.A) +1-916-414-0216 (International)

= Website: https://support.utimaco.com/
Before contacting Utimaco, collect the following information:

= Product model names and numbers

= Service Agreement ID number (SAID)/Subscription
= Product serial numbers

= Error messages

= Software version number

= Detailed questions

24-hour emergency support is available to those customers who have valid service
contracts. Use this service for product and system emergencies that occur after normal
working hours or on weekends and U.S. holidays. Questions about product installation and
setup are supported during normal working hours.

For 24-hour emergency support call: 800-500-7858 (U.S.A.), +1-916-414-0216 (International)

1.5 Utimaco websites

For additional information, see the following Utimaco websites: https://www.utimaco.com/

1.6 Documentation feedback

Utimaco welcomes your feedback. To make comments and suggestions about product
documentation, please send an email message to: support-atalla@utimaco.com?

All submissions become the property of Utimaco.

1 mailto:support-atalla@utimaco.com
2 mailto:support-atalla@utimaco.com
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2 Deploying VESKM

2.1 Introduction

Utimaco's virtual Enterprise Secure Key Manager (VESKM) is a versatile, trusted and scalable
virtual key manager that securely manages encryption keys across the enterprise. The
VESKM implements native protocol KMS (Key Management Service) or industry-standard
OASIS KMIP (Key Management Interoperability Protocol) for its client integrations.

The more data you protect, the more dependent you are on encryption keys. True enterprise
key management enables uniform, consistent key protection and policy management across
mixed environments. A virtual key manager can be quickly deployed and integrated with a
remote HSM, providing a secure root of trust for compliance.

This chapter explains how to deploy a virtual ESKM under different hypervisors (VMware via
the vSphere client, HyperV and KVM).

2.1.1 Recommended minimum system configuration

= VVMware vCenter version 6.5 or later

140 GB hard disk space

4GB RAM
= 2vCPU

= Setup Virtual Network Adapter (Hyper V)

/. This configuration supports up to TOOK KMS keys or 25K KMIP keys. To support
"~ L\ more keys, the configuration must be updated by adding more resources (CPU
or RAM).

2.2 Deploy OVF Template using VMware vSphere client

This section details the steps for deploying VESKM OVF Template via VMware vSphere client:

/. The version of vCenter used in the example below is 6.5.
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Please perform the following steps to deploy an OVF template via vSphere web client:

1. Navigate to vSphere web client by entering the IP address (https:// IP address of the
vCenter) and login with administrative credentials.

User name: example@domain.local

B Use Windows session authentication

Figure 1 : Login to vSphere web client

2. Once logged in, click on vCenter > vCenter Servers.

3. Right-click on the vCenter server, highlight All vCenter Actions and click on Deploy
OVF Template.

Document No.: 2021-0048 Document Version: 8.50.0 Page 9 of 70



Deploying VESKM

vm vSphe

Il

P

< (5] 102221782
» [il] UtimaecH

Recent Tasks

Target

[ Actions - Utimaco

¥l Add Host.

%) New Cluster
New Folder r
Distributed Switch *

1) New Virtual Machine.

“:i Deploy OVF Template

Storage .

Edit Default WM Compatibility.
g2 Migrate VMs to Another Net_
Move To .

Rename...

Tags & Custom Attnbutes -

) ACTIONS +
nitor Configure Per
Hosts: 2
Virtual Machines: 140
Clusters: 0
Networks: 4
Datastores: 3

irtual machine CPU usage

Are- Natactnre neana an rhake

Initiator

Figure 2 : Deploy OVF Template

4. If this is the first time you are running the VMware Client Integration Plug-In, a window
will appear. Click Allow.

5. The next window will prompt you to select your OVA file. Click on Browse and select
the vVESKM version 8.50.0 OVA file. Click Next.

Page 10 of 70
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Deploy OVF Template
Select an OVF template

2 Select a name and folder Select an OVF template from remote URL or local file sysiem

3 Select a compute resource

. ) Enter a URL to download and install the OVF package from the Internet, or browse to a
4 Review details

location accessible from your computer, such as a local hard drive, a network share, or a
CD/DVD drive.

Y URL

5 Select storage

6 Ready to complete

® | ocal file

Choose Files | VESKM_8.50.ova

CANCEL NEXT

Figure 3 : Select an OVF Template

6. Now, you will be prompted to select a VMware folder and to name the virtual machine.
Once done, Click Next.

Deploy OVF Templae

+ 1Select an OVF template Select a name and folder

_ Specify a unigue name and target location

3 Select a compute resource

4 Review details Virtual machine name: | veskm_s s0

5 Select storage

€ Ready to complete Select a location for the virtual machine

v [F 10.222.178.253
> [ Utimaco

CANCEL | BACK \

Figure 4 : Select VMware Folder
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7. Select an ESXi host and click Next.

Deploy OVF Template

+ 1 Select an OVF template
+ 2 Select a name and folder
4 Review details
5 Select storage

& Ready to complete

Select a compute resource
Select the destination compute resource for this operation

v [ Utimaco
|\ [& 10222178224
> [A 10222178225

Compatibility

+/ Compatibility checks succeeded.

CANCEL BACK NEXT

Figure 5 : Select the destination

8. The OVF template details will appear in the following window. Verify the details and

click Next.

Deploy OVF Template

+ 15Select an OVF template
+ 2 Select a name and folder
+ 3 Select a compute resource
5 Select storage
6 Select networks

7 Ready to complete

Page 12 of 70

Review details
Verify the template details.

Publisher Utimacao Inc
Dewnload size 14 GB
Size on disk 14 GB (thin provisioned)

140.0 GE {thick provisioned)

CANCEL BACK NEXT

Figure 6 : Review Details
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9. Select both the virtual disk format, and the Datastore for deployment. Click Next.

Deploy OVF Template
" 1Select an OVF template Select storage
+" 2 Select a name and folder Select the storage for the configuration and disk files

+ 3 Select a compute resource

+ 4 Review details

5 Select storage ‘

6 Select networks Select virtual disk format: Thick Provision Lazy Zeroed
7 Ready to complete VM Storage Palicy: Datastore Default w
Name Capacity Provisioned Free Typ
‘ £ datastoret 2175 GB 28322 GB 6657 GB VN =
= MSA-Datastore 1364TB 234478 158 TB VN

4 P -

Compatibility

v Compatibility checks succeeded.

Figure 7 : Select storage

10. Select a network to manage the virtual appliance and click Next.

Deploy OVF Template

+ 1Select an OVF template Select networks

«" 2 Select a name and folder Select a destination network for each source network.

+ 3 Select a compute rescurce

+ 4 Review details Source Network T Drestination Network *

‘ VM Network VM Netwark ot

>

+ 5 Select storage

& Select networks 11tems

7 Ready to complete

IP Allocation Settings
IP allocation: Static - Manual

IP protocal: IPv4

CANCEL BACK NEXT

Figure 8 : Select networks
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11. The Deploy OVF Template window will summarize all options selected for deployment.
Click Finish to begin the deployment of the virtual appliance.

Deploy OVF Template

+ 1Select an OVF template

v 2 Select a name and folder
v 3 Select a compute resource
+ 4 Review details

+ 5 Select storage

v 6 Select networks

7 Ready to complete

Mame

Template name

Download size

Size on disk

Folder

Resource

Storage mapping

All disks

Network mapping

VM Network

VESKM_8.50
vESKM_8.50
2.3GB
140.0 GB
Equinix-vcsa
1723111

1

Datastore: Freenas03.2; Format: Thick provision lazy zeroed

1

VM Network

CANCEL BACK FINISH

Figure 9 : Ready to complete

After the deployment has completed, vESKM can be configured. See Configuring the

VESKM server (p. 8) for more details.

2.3 Deploy ESKM using Hyper V Manager

This section provides steps to deploy ESKM application via Hyper V. manager.

Before deploying the ESKM machine, ensure that the Hyper V Manager is installed on the
windows system and that the zipped ESKM application package has been unzipped and

saved in the correct location.

2.3.1 Enable the Hyper-V machine Settings

1. Right click on the windows button and select “Apps and Features”.

2. Select “Programs and Features’ on the right under related settings.

Page 14 of 70
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3. Select “Turn Window feature on or off".

4. Select .NET Framework 3.5 (includes .NET 2.0 and 3.0) and Hyper-V. Click OK.

Windows Features — O e
Turn Windows features on or off (7]

To turn a feature on, select its check box, To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

| MET Framewaork 3.5 {(includes .MET 2.0 and 3.0) | s
(m] | .METFramework 4.8 Advanced Services
[ | Active Directory Lightweight Directory Services
]  Containers
[] | Data Center Bridging
Il Device Lockdown
(1  Guarded Host
=] Hyper-¥

Hyper-V Management Tools
Hyper-V Platform

Internet Explorer 11

L (ml Internet Informatinn Services e

Cancel

Perform the following steps to deploy ESKM via Hyper V Manager:

1. From the Actions menu in the Hyper V Manager, select Import Virtual Machine.
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§§ Hyper-V Manager
File  Action

L e ANl sl 7

View

Help

E Hyper-V Manager

B DESKTOP-EAPTMBV

Virtual Machines

MName State

B Hypervdbal

CPU Usage
Running 0%

£

Assigned Memory Upt
4096 MB 250

Checkpoints

BE; Automatic Checkpaint - Hyper-v-db81 - (7/26/2022 - 7.02:10 PM)
P Now

Hyper-v-db&1

Created: T/26/2022 10:31:36 AM
Configuration Version: 3.0

Generation: 1

Notes: Mone

Summary Memory  Metworking

Clustered: Mo

Heartbeat: OK (Mo
Applica

Actions

DESKTOP-EAPTMBY a N
E Quick Create...
New »

Import Virtual Machine...

Hyper-V Settings...
Virtual Switch Manager...
Virtual SAN Manager...
Edit Disk...

B B8 O @

Iz &

Inspect Disk...

c X m

| Stop Service
Remove Server
Refresh
View »

ﬂ Help

Hyper-v-db81 -

@ ShutDown...
o

Save

Il Pause 5

Page 16 of 70

Figure 10 : Import Virtual Machine

Document Version: 8.50.0

2. The Import Virtual Machine wizard will appear. Click Next.
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Import Virtual Machine >

Before You Begin

Before You Begin This wizard helps you import a virtual machine from a set of configuration files, It guides you through

Locate Folder resolving configuration problems to prepare the virtual machine for use on this computer.

Select Virtual Machine
Choose Import Type

Summary

[] Do not show this page again

Figure 11 : Before you Begin

3. Now, you will be prompted to select the folder that contains unzipped ESKM
application package. Click Next.
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Import Virtual Machine =

Locate Folder

Before You Begin Spedfy the folder containing the virtual machine to import.

Locate Folder

Folder: | BT e || erowse...

Select Virtual Machine
Choose Import Type

Summary

| < Previous | | Mext = Finish

Figure 12 : Locate Folder

4. In the Select Virtual Machine wizard, the selected virtual machine is displayed. Click
Next.
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Import Virtual Machine *

Select Virtual Machine

Before You Begin Select the virtual machine to impart:

Locate Folder -~
MName Date Created

Select Virtual Machine - - —
vESKM_8.50 3/15/2023 5:22:45 AM

Choose Import Type

Summary

< Previous Finish Cancel

Figure 13 : Select Virtual Machine

5. Choose import type as “Copy the virtual machine (create a new unique ID)" option.
Click Next.
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Impert Virtual Machine hd

Choose Import Type

Before You Begin Choose the type of import to perform:
Locate Folder () Register the virtual machine in-place {use the existing unique ID)
Select Virtual Machine () Restore the virtual machine {use the existing unique ID)

Choose Import Type (®) Copy the virtual machine (create a new unique ID)

Surmmary

< Previous Finish Cancel

Figure 14 : Choose Import Type
6. In the Choose Folders for Virtual Machine Files wizard, select Store the virtual

machine in a different location checkbox to store the individual components of the
virtual machine in a difference locations. Click Next.
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Import Virtual Machine *

Choose Folders for Virtual Machine Files

Before You Begin You can specfy new or existing folders to store the virtual machine files. Otherwise, the wizard
d imports the files to default Hyper-V folders on this computer, or to folders specified in the virtual
Locate Folder machine configuration.

Sl e [] store the virtual machine in a different location

Choose Import Type

Choose Destination

5]
el
=
o
[t}
9
ol
|
||
I}
[,
n‘_
=
O
=]
a
1%
&
-+
=
a
o
=
Iﬂ_
i
=
=
i
T
m
a
A
m

Choose Storage Folders

Summary

m
]
@
T

C:\ProgramDataMicrosoft\Windows\Hyper-v

C:\ProgramData\Microsoft\Windows \Hyper- Browse...

@

Cancel

Figure 15 : Choose Destination

7. Inthe Choose Folders to Store Virtual Hard Disks wizard, select the location where
you want to store virtual hard disks. Click Next.
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Import Virtual Machine *
Choose Folders to Store Virtual Hard Disks
Before You Begin Where do you want to store the imported virtual hard disks for this virtual machine?
Locate Folder

N Tw-1i[s o BIIC : \ProgramData Microsoft\Windows\irtual Hard Disks Browse. ..

Select Virtual Machine
Choose Import Type

Choose Destination

Choose Storage Folders

Summary

< Previous Finish Cancel

Figure 16 : Choose Folders to Store Virtual Hard Disks

8. The Import Virtual Machine window will summarize all options selected for the ESKM
application deployment in Hyper V machine. Click Finish to begin the deployment
of the virtual machine.
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Import Virtual Machine ot

Completing Import Wizard

Before You Begin You are about to perform the following operation.
Locate Folder Description:
Frealis s Virtual Machine: VESKM_8.50
Choose Import Type Irmpart file: C:\sers\Administrator\Desktop WESKMWESKM_8. 50\Wirtual Ma
Choose Destination Impart Type: Copy {generate new ID)
Choose Storage Folders Virtual m.achine configuration folder: C:‘ProgramDaE‘\M?crosoft\\ﬂf?ndou\'sﬂﬂyper—ﬂ
Checkpoint folder: C:'\ProgramData \Microsoft\wWindows \Hyper-v
Smart Paging file store: C:'\ProgramData\Microsoft\Windows\Hyper-v\

Virtual hard disk destination folder:  C:'\ProgramDataMicrosoft\Windows\Wirtual Hard DisksY

< >

To complete the import and close this wizard, dick Finish.

< Previous Mext > Cancel

Figure 17 : Completing Import Wizard

//A’ After the deployment has completed, ESKM can be configured.

o

v
e

2.4 Deploy ESKM using KVM Machine
This section provides steps to deploy ESKM application via KVM Machine.

Before deploying the ESKM machine, ensure that KVM is enabled, Virtualization Manager
components (gemu-kvm, libvirt-daemon, bridge-utils etc.) are installed, and bridge interface is
created on the Linux system. Perform the following steps to deploy ESKM via KVM Machine:

/. ESKMis currently tested with CentOS 8 Stream and Ubuntu.
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2.4.1 Extracting the vESKM disk image

1. Import the public key provided with veskm.qcow?2.gpg signed image.

gpg ——import pub.key

For example:

[user@localhost ~]$ gpg -—1import veskm.pub
gpg:key 06C482B0: public key "build" {imported

gpg:Total number processed: 1

gpg:imported: 1 (RSA: 1)

2. Verify the sanity of the image, providing the key id obtained from step1.
gpg --verify --local-user <key-id> veskm.qcow2.gpg

3. Get the decrypted disk image from the gpg file.
gpg --decrypt --local-user <key-id> veskm.qcow2.gpg > veskm850.qcow2

In the example given above, the key id is 06C482B0, but it will vary and the correct
one must be used in subsequent commands.
2.4.2 Deploying vESKM using Virt Manager Ul

1. Copy the veskm.qcow2 image to your libvirt's default storage path ( /var/lib/libvirt/

images/)

2. Navigate to the Virtual Machine Manager, select File > New Virtual Machine" to get
the New VM window.

3. Select "Import existing disk image" and then click Forward.
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Virtual Machine Manager

Hew VM

m Create a new virtual machine

+ QEMU/KVM

1 |
q -l :::"nn Connection: QEMU/KWVM

Choose howywouwould like to install the operating system
Local install media (150 image or COROM)
Metwork Install (HT TR, HTTPS, or FTP)
Network Boot (PXE)
O import existing disk image

=]
=]

Cancel B: Forward

PPPONR

Figure 18 : Import existing disk image

4. Browse to select vVESKM disk image file and select Operating System as "CentOS 7",
and then click Forward.
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Virtual Machine Manager

New VM

m Create a new virtual machine

g wml

Shutaff Provide the existing storage path:

Jvarflib/libvirc/images/veskm.qcow2 Browse...

Choose the operating system you are installing:

T1 CentOs ¥

Cancel Forward

Figure 19 : Existing Storage Path

5. Specify Memory as 4096, CPUs as 2, and click Forward.
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= irtual Machine Manager ~

WVirtual Machine Manager

New VM

Create a new virtual machine

o

Shutaff Choose Memory and CPU settings:

Memory: | 4056 = [
Up to 32104 MiB available on the host
CPUs: | 2 o s

Up to 8 availzble

Cancel Forward

Figure 20 : CPU Settings

6. Change the "Name" if necessary, select "Customize configuration before install"
checkbox, choose the required Network device, and click Finish.
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Virtual Machine Manager

Hew VM
Create a new virtual machine
~ QEMLIIVM i :

q - :::: aff Ready to begin the installation

Name: | veskm
O5: CentOS57
Install: Import existing 05 image
Memory: 4056 MIB
CPUs: 2
Storage: Svanllib/libvirt/images/veskm .qcow2
[ customize configuration before install
i NEKWOHC selection
Bridge bro: Host device ens160
wirtual netwerk "default’ : NAT
Hest device ens 160: macvtap

specify shared device name

Cancel

Finish

Figure 21 : Customize Configuration

7. The "veskm on QEMU/KVM" window appears.

8. In the left pane, click "Add Hardware". The “Add New Virtual Hardware” window
appears.

9. Select "Controller" and choose Type as "SCSI" and Model as "Virtio-SCSI". Click Finish.
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veskm on QEMU/EVM
Add New Virtual Hardware

B storage Controll
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Figure 22 : Add Controller

10. Inthe left pane, select "VirtlO Disk1", click "Advanced options" and change "Disk bus"
to "SCSI', and click "Apply".

wveskm on QEMU/KVM

Begin Installation “ Cancel Installation

Q Overview Details XML EPU usage
D OS information A _
= Virtual Disk
:_:::“” Q Lt source path: jfvar/lib/libvirt/images/veskm.qgcow?
&= Memory Device type: Virtlo Disk 1

- Boot Options storage size: 140.00 GiB
1 NIC:00:ef:25 Sharcazie

@j Tablet = Advanced options

[: Display Spice Disk bus:  SCS) -

Sound ichd Serial number:

=y Console

Storage format:  geows
Ge Channel gemu-ga 1

(en Channelspice ¥ Performance options
[] videogxe
m} Controller USB O
[ contreller virtio scsio
@ USB Redirector 1
@) ussredirector 2
RNG fdevfurandem

Add Hardware Remove Cancel Apply
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11. Click “Begin Installation” at the top left corner of the window to start the ESKM

deployment.

g Owerview

Q 0% information
3 cpus

== Memory

- Boot Options
1 NIC:Docef2s
[#) Tablet

(] pisplay spice
@ Sound ichd
iy Console

e Channel gert
(e Channelspid
[:J Video QXL | o
[ controlieru,
m} Controller v
g} usBRedirec:

% RNG fdevfur

Add Hardware

§ Begininstallation @) Cancelinstallation

ﬁ UsBRedireg| Creating domain
|

wveskm on QEMU/KVM

Details EPU usage
Virtmal Dik |

source path: fvarflib/libvirt/images/veskm.qcowz
Device type: Wirtlo Disk 1
storage size: 140.00 GiB
Readonly:
shareable:

= Advanced options
Disk bus: | 5CSI -

Creating Virtual Machine
The virtual machine is now being created. Allocation of disk

storage and retrieval of the installation images may take a
few minutes to complete

[

Remove Cancel Apply

Figure 23 : Creating Domain

12. vESKM will complete disk encryption, reboot, and proceed to the 'Firstrun prompt' -
"Are you ready to begin setup?” (y/halt): "

2.4.3 Using CLI to deploy the vESKM from disk image:

o Extract the disk image by following the steps mentioned in Extracting the disk

image (p. 23).

1. Copy the veskm.qcow?2 image to your libvirt's default storage path - /var/lib/libvirt/

images/
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2. Invoke below command providing the disk image path, Network device and other
parameters.
virt-install -—-name=veskm --import --disk=/var/lib/libvirt/images/
veskm.qcow2,bus=scsi --vcpus=2 --ram=4096 --network bridge=br0® --os-

type=Linux --os-variant="centos7.0" --wait 1
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3 Configuring the vESKM server

On initial power-up of the VM, each VESKM server must be configured with specific values
such as time zone, IP address, netmask, gateway, host name, and port number used for the
VESKM Management Console interface.

3.1 Run the Setup utility

To configure the time zone, IP address, netmask, gateway, host name, and port number used
for the vVESKM Management Console interface, the following procedure must be performed
once for each VESKM server. Ensure that the VESKM server is powered off before starting
this procedure.

1.

Power on the VESKM server by right clicking on a VM under the vCenter and navigate
to Power > Power On.

Navigate to the Summary tab and click on the Launch Remote Console to take the
remote control of the VM.

When the startup sequence completes, the VESKM will reboot once and the following
prompt displays on the VM.
Are you ready to begin setup? (y/halt):

Enter y.

Follow the prompts to enter the necessary information:
Press Enter to accept the default.

Admin account password. Be sure to record this value and store it in a safe place. The
Security Officer will use the admin account to configure the vVESKM servers.

o Utimaco has no ability to assist or recover access if administrator credentials

(username, password) are lost.
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* Time zone.
= Date.

= Time. The time is based on a 24—hour clock; there is no a.m. or p.m. designation. For
example, 1:20 p.m. is 13:20:00.

= The static IPv4 address of the vVESKM server. The VESKM server cannot obtain an IP
address from a Dynamic Host Configuration Protocol (DHCP) server.

= Subnet mask.
= Default gateway.

* Hostname, including the domain. For example, veskm.example.com. The screen
displays the information you entered and the message " Is this correct? (y/n) "

If the information displayed is correct, enter vy ; if not, enter n and make the
necessary corrections.

= Enable IPv6. If the VESKM server will be installed in an IPv6 network, enter y to the
prompt and also the confirmation prompt. If the VESKM server will not be installed in
an IPv6 network, or you wish to enable IPv6 later, enter n. If you entered y, you will be
prompted to specify the IPv6 address. If you know the IPv6 address enter y, and then
at the next prompt enter the IPv6 address with prefix in this format.
IPv6 address/prefix . The default prefix is /64.

If you do not know the IPv6 address, enter n . You can enter IPv6 addresses later
using either the vESKM Management Console or Command Line Interface.

Only enable IPv6 if you are certain that the VESKM server is required to operate
on an IPv6b network. Once enabled it cannot be disabled via the VESKM
Management Console or the Command Line Interface.
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Client systems can use IPv4 addresses to connect to the KMS and KMIP
services running on the VESKM system. VESKM supports IPv6 addresses for
clients that use either the KMIP or vESKM XML protocols, and are on the same
subnet as the VESKM server. The following VESKM features, which utilize SCP to
move files, support IPv6 addresses:

* backup, restore, scheduled backup, transfer logs, and software upgrade/
install

In addition, you can also use a server which has an IPv6 address to perform the
following functions:

= remotely administer the VESKM server via the vVESKM Management
Console or the command line interface

= perform network diagnostics (ping and netstat)

If you decide later, after completing the setup process, that you need to enable
IPv6 support, you can use the Command Line Interface command -ipvé

enable, to enable IPv6. You can then use the -ipv6 address command or the
VESKM Management Console interface to specify the IPv6 address.

= Web interface port number.

= Press Enter to complete and save the configuration settings.

At this point, you have given the setup program everything it needs. The VESKM creates SSH
keys and also a self-signed Web Admin server certificate. They are used to authenticate the
VESKM to users making SSH and Web Admin connections to the VESKM.

Creating certificate for Web administration server...
Creating certificate for signing logs...

Creating SSH host keys...

SSH RSA key fingerprint:

2048 SHA256:aTp6A447vp8d0j43FTT5B/aux6V7zddPzNXxZBOC1SE
SSH ECDSA key fingerprint:

521 SHA256:BKO/EfVUKSFpIzVn/WiJ4fS+8CqLyGISawoQAsvmUoM
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SSH ed25519 key fingerprint:

256 SHA256:/hWJIGM+7hzDRWPsyCP6/gKqWR99cgMh9 /TVSWLTFIrs

Webadmin certificate fingerprint (SHA-1):

2048 64:50:e2:01:fb:2a:28:54:1a:3b:30:94:3b:25:b7:ff:97:73:13:70
Initializing key store. This could take several minutes.

Performing KMIP setup

Starting services...

The Web-based Management Console will now be available at this URL:
<https://XXX XXX XXX XXX :9443>

This device has now been configured.Press Enter to continue.
A log-in prompt displays.

To prevent a "'man-in-the-middle" attack when connecting to the vESKM,
Utimaco recommends that you write down these fingerprints and compare them
with what is presented when you connect to the vVESKM via SSH or HTTPS.

3.2 Configuring the first vESKM server in a cluster

If you have more than one VESKM server, Utimaco recommends that they be clustered for
high availability.

All VESKM servers in a cluster must be running the same version of software.

In this section, one VESKM server will be configured first. In Establishing a cluster (p. 50), that
configuration will be transferred to the remaining VESKM servers in the cluster.

If you are replacing a VESKM server or adding a member to an existing cluster, skip to Adding
VESKM servers to the cluster (p. 51).

The configurations in this step are performed from the vVESKM Management Console, which
can be accessed from any web browser with access to the VESKM server using either an
IPv4 or IPv6 IP address.

The IPv4 URL for the VESKM server is:
<https://[<server> IP address>]:<service port number>

The IPv6 URL for the VESKM server is:
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<https://[<server> IPv6 address>]:<service port number>

<service port number> is 9443 by default

3.2.1 Setting up the local Certificate Authority (CA)

The local CA is used to sign and verify the server certificate and may also be used to sign
client certificate requests.

To create and install a local CA:

1. Log in to the vESKM Management Console using the admin username and the
password.

2. Select the Security tab.
3. In Certificates & CAs, click Local CAs.

4. Enter the information required in the Create Local Certificate Authority section of the
window to create your local CA.
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Create Local Certificate Authority Help @

Certificate Authority Name: | ESKMCA |

Country Name:

State or Province Name: | CA

Locality Name: | Campbell

QOrganization Name: | Organization

Organizational Unit Name: |Inf0rmation Security

Common Name: | ESKMLocalCA

Email Address: | infosec@organization.com

Algorithm: |RSA-2048  +

@ Self-signed Root CA

CA Certificate Duration (days): 3850
Maximum User Certificate Duration (days): | 3650

() Intermediate CA Request

Certificate Authority Type:

| Create

Figure 24 : Create Local Certificate Authority

Enter a Certificate Authority Name and Common Name. These may have the
same value, for example, VESKM Local CA.

Enter your organizational information.

Enter the Algorithm. Utimaco recommends using an algorithm with security
strength of at least 128 bits (e.g., ECDSA-P256).

Click Self-signed Root CA and enter the CA Certification Duration and
Maximum User Certificate Duration. These values determine when the
certificate must be renewed and should be set in accordance with your
company's security policies. The default value for both is 3650 days or 10 years.

5. Click Create.

6. If the local CA will be used to sign VESKM client certificate requests, add the CA to the
Trusted CA list.

a.

Document No.:

In Certificates & CAs, click Trusted CA Lists to display the Trusted Certificate
Authority List Profiles.

Click on the Default Profile Name (not the radio button).
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c. Inthe Trusted Certificate Authority List, click Edit.

d. From the list of Available CAs in the right panel, select the CA you created in step
4. For example, VESKM Local CA.

e. Click Add.
f. Click Save.

A

/- Repeat the steps above to create another local CA. For example, you may want
/. \_ tocreate a KMIP Local CA to support the KMIP Certify/Re-certify operations.

! ®
| S

Add a third-party CA certificate
If your client certificates were signed by a third-party CA, you must install the third-party CA
certificate, and then add it to the Trusted CA list.

To install a third-party CA certificate:

1. In Certificates & CAs, click Known CAs to display the Install CA Certificate section.

2. Enter a value for the Certificate Name and paste the CA certificate text in the
Certificate field.

3. Click Install. The CA certificate will be added to the Known CAs list.

To add the third-party CA certificate to the Trusted CAs list:

1. In Certificates & CAs, click Trusted CA Lists to display the Trusted Certificate
Authority List Profiles.

2. Click on the Default Profile Name.
3. Inthe Trusted Certificate Authority List, click Edit.

4. From the list of Available CAs in the right panel, select the third-party CA you require.
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5. Click Add.

6. Click Save.

3.2.2 Creating the vESKM server certificates

VESKM server certificates are used by the client to authenticate the VESKM server during the
TLS/SSL handshake. VESKM supports two types of clients.

= Clients that use the KMS protocol are referred to as KMS clients.

= Clients that use the KMIP protocol are referred to as KMIP-enabled clients.

The KMS clients communicate with the KMS server and KMIP-enabled clients communicate
with the KMIP server.

Clients can also communicate with the vVESKM using REST APIs.

During the execution of the Setup utility a default KMIP Server Certificate is
automatically created. This certificate should only be used for testing purposes,
as it is a self-signed certificate. If your vVESKM system will be communicating
with KMIP-enabled clients, Utimaco highly recommends that you create a new
KMIP server certificate. The name you assign to these server certificates should
clearly indicate their purpose. For example: vESKM KMS Server and VESKM
KMIP Server.

KMIP requires mutual authentication. After configuring the KMIP server, enable
KMIP client certificate authentication. The KMIP client certificate authentication
status is disabled by default.

By default, REST Server uses the system-generated server certificate. Utimaco
highly recommends replacing the default certificate.

If you will be using a third-party CA, and wish to use an existing server certificate, see Import
a third-party server certificate (p. 43).
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To create a VESKM server certificate:

1. Click the Security tab.

2. In Certificates and CAs, select Certificates.

3. Enter the information required in the Create Certificate section of the window to create
the VESKM server certificate.

Create Certificate

Help @

Certificate Name: | ESKMSearverCert |
Country Name:
State or Province Name: | CA
Locality Name: | Campbell

Organization Name:

|0rganization

Organizational Unit Name:

|Iniormation Security

Common Name:

[ESKM

Email Address:

| infosec@organization.com

Subject Alternative Name: | IP:10.222.54.78.1P-2001::78
Algorithm: |RSA-2048
. () Certificate Request - to be signed by external CA
Creation Type: ) .
@ Certificate Signed by Local CA
Local CA: | InterOp_Test (maximum 3646 days) V|

Certificate Purpose:

Server v

E=

a. Enter a Certificate Name and Common Name.

Figure 25 : Create Certificate

b. Enter your Organizational information.

c. Enter/Select the Subject Alternative Name, Algorithm, Creation Type, Local CA,
and Certificate Purpose. Utimaco recommends using an algorithm with security

strength of at least 128 bits (e.g., ECDSA-P256).

4. Click Create.
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5. The Certificate List will include the newly created certificate, its status will be Request
Pending. Click on the certificate name.

Certificate Request Information Help @

Certificate Name: ESKM

Key Size: 2048

_ ESKM Server
e Certificate

0 Utimaco Inc.
OU: Utimaco
L: Campbell
ST CA
C: us
emailaddress: test@utimaco.com

Subject:

DMS: eskm_238.com

Subject Alternative Name:
IP Address: 10.222.178.238

MIIDDzCCAfeCAQLwyZkxIDRAeBgIVEAMTFOVIS00gU2VydnVyIEN1 cnBpZml JYERL
MEUWEWY DVOOEEWwXVAGI tYHHNvIE luYy4xEDRCBgNVBASTEIVO aWlh Y2 3xETAPBgNV
BACTCENhDbXB1ZWx sMOswCQYDVOQIEWIDOTELMAKGRIUEBhMCVVMxHzAdBgkghk1G
Sw0BCQEWEHR1 c3RA M RpbWF by 5ikb2 OwggEiMROECSqGS T 3DQEBAQUA L4 TRDwAW
ggEXRACIBAQCMOl rwBpnhz+r0a3pTquPs240s0CMgmShFPE1YNgh3CCa20RDTSLn
¥feBsI2GtuTHSvl1EBvwErrzE8igsmb4ulF5aJJlsIMFESr InUyGumUr 0d1K1xMYT50T
GFtCPERukzucjU+IBESuY I3 56C1IPUABEVVEE S BwnEP3IMkCad4acVELUTCoONey
TD15WyS0FeqgkulsED0DoSpzTuZFihJImRy SpscnLESUKRSHECUYWITiBw2pHAY1e
1++png/TFlavzVg5GI1,/VEDTwych¥i78gNMNaRFpgckBLEXG, goWe+ T 7WVRegFE Y
1+JMhePyLgGC20uMDY SEQ4+SEDLorgmy:,/ AgMBRAGgMDAUEgkghkiGOwOBCQ4xITEE
MBOGALIUAEQOWMBSCDEVza2 1 IMIM4LmNvhbY cECTt 6y 7 1 ANBgkgh ki G9wlBRAQSFAROC
AQERERTCIzE2uQZ 1gf4+2BCC3ghbVE04EY T £+ 6vvo0QriilFOoqfFXEmr kaUJRIND
aFJUGTEEwDj+/sChLiuGk+1iZ2iiCtgHtOms ZgY TCMAvn SHS gkR60Emg4UH/ ri 6w
rFZE31nZ341Q00bhtkRS+01idol/EyQaU0Y¥N i Yr of¥uusSHaxx4qg+K < SMRCNxLCEL
r¥gzFILVUDvcBaWteMeucnmVBE 3&6WNITIEVLZ4NcicZCwmatLiyvZtTcCAl aaevieHm
2R7] Zlmww IxrUE6sdNZUus+GTMHE 8N gF j 3BK 21 DtW4aHGEY 0 4Hog4RTRoFXKRuGT
LaITARZS=zJyVso85YiG4eklz1Ry==

Figure 26 : Certificate Request Information
+ Key Size refers to the size of the key or elliptic curve associated with this
certificate.

6. In the Certificates & CAs menu, click Local CAs.

7. Click on the CA name you created in Setting up the local Certificate Authority
(CA) (p. 36).

8. Click Sign Request.
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9. Enter the data required in the Sign Certificate Request section of the window.

Sign Certificate Request Help @
Sign with Certificate Authority: | ESKM_CA (maximum 3522 days) ¥ |
& Server
Certificate Purpose: Client

Server and Client

Certificate Duration (days): |3522

Certificate Request:

————— BEGIM CERTIFICATE REQUEST----- -
MIIDDzCCATCCAQAWETkxIDASBGNVBAMTFAVTSaagU2VydmyyIENLcnRpZml j¥X
RIMRUWEWYDVQQKEw=VAG1tYWNVIE luYy4x EDADBENVBASTBIVEaW1hY2ExETAP
BgHVBACTCENhbXB1ZWxsMQswCQYDVOQIEwIDQTELMAKGALIVEBRMCVYMxHZACEE
kghkiG9weBCQEWEHRLc3RAMXNRPDWF jby5ib2ewggEiMABGCSqG5IhIDQEBAQUA
A4TBDwAWEEEKACTBAQCMA Ll ruBpnhz+rQ0A3p7 quPs24@s8CMgqmShFPF1YNgh3C
Ca20RDT5LnKfeBsIBGEUTHSv1BvErrz8jgqsmb4ulF5al 11l sIMFKGr ImUyGumUr
Bd1KlxMYf5e1eFtoPEKukzucjU+IBESUYIZSACIPUABTVVEXEBWnEP3DMkbhCad
acVEbutO0oONQegTD15Wy50Feqku3sEDB0D0%pz 7ULFihIDmRYSps cmLKSUKASWE
CUYWITiBw2pMNAYlcl++png/7FIavzVqSGIl/VPDTwgcAKI78qNMNaRFpgckBbK
XG/qoWc+I7VQegFK Y i+INhePy L gGC26uMDYS EG+SEDLcrgmx/ AgMBAAGEMDAY
BgkqhkiGowBBCQ4xITATMEBGAIUdEQQWMESCDGYza2 1 TMjMALMNvbY cECEEYT ]
ANBgkghki1GSweBAQSFAADCAQEAKATCIz6AU0Z1gT+2BG03ghbVLE4EY 7 f+Evve
@QriilFo9q6FXKmrkalIRSXQaF7UGTBKvEj+/ sChLjuGk+iZ2iiCtgHtOmsZgy 7
TCMAvmMmUSHSgkAGOTmg4UH,/ riéwrFZEBInZ34108bhtkRS+01dgA/ Ky QALUBYNZ] =

Figure 27 : Sign Certificate Request
a. Select the CA name from the Sign with Certificate Authority drop down box.

b. Select Server as the Certificate Purpose.

c. Enter the number of days before the certificate must be renewed based on your
site's security policies. The default value is 3649 days (10 years).

10. Click Sign Request.

11. In the Certificates & CAs menu, click on Certificates.

12. Click on the certificate name created in step 3 of this section.

13. Click Install Certificate.
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14. Click Save. Note that the Certificate status is now Active

Repeat all of the steps above for the KMIP server certificate. You must perform
these steps on each VESKM server after joining the cluster.

3.2.2.1 Import a third-party server certificate

An externally generated public/private key pair can be imported into the vESKM system for
use as a server certificate. The encrypted private key data and the public key certificate must
be present in the third-party server certificate file. For example:

In addition, the password for the private key file must be known.

To import a third-party server certificate:

_

. In Certificates & CAs, click Certificates to display the Import Certificate section.

N

Provide the source location of the certificate file.

w

Enter the Certificate Name and private key password.

»

Click Import Certificate.

3.2.3 Enabling SSL on the Key Management Server

This section covers KMS server configuration only. For KMIP server configuration see
Configuring the KMIP server. Utimaco recommends enabling FIPS compliance before
enabling SSL, see "Enabling and Disabling FIPS Compliance" in the Enterprise Secure Key
Manager 8.50 User Guide. After SSL is enabled on the first vVESKM server it will be
automatically enabled on the other cluster members when they are added to the cluster.
To configure and enable SSL on the KMS server:
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. Select the Device tab.

. In the Device Configuration menu, click KMS Server to display the Key Management
Services Configuration window.

. In the KMS Server Settings section of the window, click Edit. The following warning
may be displayed.

Enabling "Allow Key and Policy Configuration Operations” or "Allow Key Export” will take this device
out of FIPS compliance unless "Use S5L" is enabled

A\ waming:

. Configure the KMS Server Settings.The IP address can be an IPv4 address or IPv6
address, if support for IPv6 has been enabled, see Run the Setup utility (p. 32). If
necessary, change the Port and Connection Timeout values. Utimaco recommends the
default values of 9000 for the Port and 3600 for the Connection Timeout. For Server
Certificate, select the name of the certificate you created in Creating the vVESKM
server certificates (p. 39).

. Be sure to check Allow Key and Policy Configuration Operations and/or Allow Key
Export.

KMS Server Settings Help @
IP: | [All v
Port:
Use SSL: ¢

Server Certificate:
Connection Timeout (sec): 3600

Allow Key and Policy Configuration Operations: [ |

Allow Key Export: ||

Figure 28 : KMS Server Settings
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6. Click Save.

N\ TLS1.0is disabled by default and not allowed when operating in FIPS mode.

/. Thereis no option to enable SSL/TLS for the KMIP server; It is always enabled.

3.2.4 Configuring the KMIP server

Skip this section if your vESKM system will not be communicating with KMIP-enabled
clients.

The KMIP server provides the interface to clients that use the KMIP protocol. Transport Layer
Security (TLS) is required, therefore you must specify the name of the server certificate.

To configure the KMIP server:

1. Select the Device tab.

2. In the Device Configuration menu, click KMIP Server to display the KMIP Server
Configuration window.

3. Inthe KMIP Server Settings section of the window, click Edit.

4. Configure the KMIP Server Settings. The IP address can be an IPv4 address or IPv6
address, if support for IPv6 has been enabled, see Run the Setup utility (p. 32). If
necessary, change the Port and Connection Timeout values. Utimaco recommends the
default values of 5696 for the Port and 3600 for the Connection Timeout. For Server
Certificate, select the name of the certificate you created in Creating the (p. 39) VESKM
server certificates (p. 39).

+ If your VESKM server is operating in FIPS compliant mode, you must specify a
KMIP server certificate that complies with the FIPS requirements.

+ If your VESKM servers are in a cluster and you are selecting a new KMIP server
certificate from the "Server Certificate:" field, you must make sure that all of the
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VESKM servers in the cluster already have a KMIP server certificate installed
with this same name.

« If your vESKM server will support the KMIP Certify or Re-certify operations you
must specify the name of a Local CA that will be used to create the certificate. In
addition, you must set the KMIP user group permissions for these operations to
enabled. For more information on setting KMIP user group permissions, see the
KMIP Permission model description, which is located in section 3 of the
Enterprise Secure Key Manager 8.50.0 User Guide.

KMIP Server Settings Help @

IP: | [All] v |

Port: 696

Server Certificate: | kmip_server ¥

Local CA Certificate for Certify/Re-certify: | [Disabled] v

Iu‘I

Lad
(=} ]
o]

Connection Timeout (sec):

Default number of items returned in Locate:

—
=
=

Maximum number of items returned in Locate:

—
=
=
L=

Figure 29 : KMIP Server Settings

5. Click Save.

+ Changing the KMIP server setting causes the KMIP server to restart.

6. Confirm that the KMIP server is started.

a. Navigate to the Services List section of the Services Configuration page( Device
> Maintenance > Services > KMIP Server).

b. The status of the KMIP server should be Started. If the status is Stopped, select
the KMIP Server, and then click Start.

/. During the execution of the Setup utility a default KMIP Server Certificate is

/ L\ automatically created. This certificate should only be used for testing purposes,
as itis a self-signed certificate. If your vVESKM system will be communicating
with KMIP-enabled clients, Utimaco highly recommends that you create a new
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KMIP server certificate. The name you assign to these server certificates should
clearly indicate their purpose. For example: vESKM KMS Server and VESKM
KMIP Server.

/2 KMIP requires mutual authentication. After configuring the KMIP server, enable
. KMIP client certificate authentication. The KMIP client certificate authentication
status is disabled by default.

To enable KMIP client certificate:

1. Inthe KMIP Server Authentication Settings section of the window, click Edit.

KMIP Server Authentication Settings Help @

Client Certificate Authentication: disable
Trusted CA List Profile:  [Mone]

Figure 30 : KMIP Server Authentication Settings

2. Click enable, select the appropriate Trusted CA list.

3. Click Save.
KMIP Server Authentication Settings Help @
Client Certificate Authentication: ~ 0/°20/®
'® enable

Trusted CA List Profile: | Default

Figure 31 : Enable Client Certificate
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3.2.5 KMIP interoperability settings

Skip this section if your vESKM system will not be communicating with KMIP-enabled
clients.

Some KMIP-enabled clients require a specific configuration on the VESKM. Refer to your
client's documentation for vESKM configuration information. Additional information on the
KMIP Interoperability Settings is provided in Section 6 of the Enterprise Secure Key Manager
8.50 User Guide.

To configure the KMIP Interoperability Settings:

1. Select the Device tab.

2. Inthe Device Configuration menu, click KMIP Server to display the KMIP Server
Configuration window.

3. Click Interoperability.
4. In the KMIP Interoperability Settings section of the window, click Edit.

5. Check the appropriate interoperability settings.
KMIP Interoperability Configuration

KMIP Interoperability Settings Help @

Map non-existent Object Group to x-Object Group

Drop Object Group

Enable use case operation mode

Fix incorrectly encoded attribute index values
Construct template from attributes if needed
Reject request if there are errors in the data
Fresh Auto

Default Round-robin

Ignore empty password credential field

O d00oo0s0=

Figure 32 : KMIP Interoperability Settings
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6. Click Save.

3.2.6 Configuring the REST server

The REST server provides the interface to clients that use REST APIs. Transport Layer
Security (TLS) is required, so you must specify the server certificate.

To configure the REST server:

1. Select the Device tab.

2. In the Device Configuration menu, click REST Server to display the REST Server
Configuration window.

3. Inthe REST Server Settings section of the window, click Edit.

4. Configure the REST Server Settings.

a. Change the Port number, if necessary.
i. Utimaco recommends the default value of 8443 for the Port.

b. For Server Certificate, select the certificate created in Creating the (p. 39) VESKM
server certificates (p. 39).

i. Utimaco strongly recommends replacing the default system-generated
server certificate.

ii. If the vVESKM server is operating in FIPS compliant mode, you must
specify a REST server certificate that complies with the FIPS
requirements.

iii. If the VESKM servers are in a cluster, you must make sure that all vVESKM
servers in the cluster have the same REST server certificate.

5. Select Enable Key and Crypto Operations.

a. Client applications will be able to do cryptographic key management in the
VESKM using REST APIs, only if Key Operations are enabled.

6. Click Save.
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/. Changing the REST Server Settings causes the REST server to restart.

3.3 Establishing a cluster
If you only have one VESKM server, skip this section.

The procedures in this section will establish a cluster configuration on one VESKM server and
then transfer that configuration to the remaining VESKM servers.

= In Creating the cluster (p. 50), the cluster is created on one VESKM server.

= In Adding VESKM servers to the cluster (p. 51), each of the additional vVESKM servers
are added to the cluster.

3.3.1 Creating the cluster

To create the cluster, perform the following steps on one of the VESKM servers to be
clustered:

1. From the vESKM Management Console, click the Device tab.

2. In the Device Configuration menu, click Cluster.

Create Cluster Help @

Local IP: | 10.222 55163 +
Local Cluster Port 1: | S001
Local Cluster Port 2: | 5002

Cluster Password:

Note: Cluster creation can take & while, please click the "Create” button once, and wait for the
" operation to complete.

 Create

Confirm Cluster Password:

Figure 33 : Create Cluster
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3. If required, change the Local IP value. If you have enabled Ethernet#2 you can use its
IP address for clustering.

a. All VESKM servers in a cluster must use an IPv4 address for the cluster.

b. All vVESKM servers in a cluster must be time-synchronized before creating the
cluster.

4. If required, change the Local Cluster Port 1 value. Utimaco recommends using the
default value of 9001.

5. If required, change the Local Cluster Port 2 value. Utimaco recommends using the
default value of 9002.

6. Choose a cluster password and enter it into the Cluster Password field. Enter the
password a second time into the Confirm Cluster Password field.

7. Click the Create button.

8. In the Cluster Settings section of the window, click Download Cluster Key and save
the key to a convenient location, such as your computer's desktop.

The cluster key is a text file and is only required temporarily. It may be deleted from your
computer's desktop after all vVESKM servers have been added to the cluster.

3.3.2 Adding vESKM servers to the cluster

To add VESKM servers to the cluster, perform the following steps on each additional vVESKM
server.
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Join Cluster Help @

Local IP:
Cluster Member IP:
Cluster Member Port 1:
Cluster Member Port 2:
Cluster Key File: Mo file chosen
|

Note: Cluster join can take a while, please click the "Join”, "Confirm” buttons once, and wait for the
" operation to complete.

Cluster Password:

Figure 34 : Join Cluster

Adding multiple VESKM servers to the cluster is a serial process. Add the first
/L \_ VESKM server and then monitor the system log for the status of the
synchronization process. Wait until the “Cluster synchronization succeeded.”
message appears in the system log before attempting to add the next vVESKM
server to the cluster. The amount of time required to complete the
synchronization process is a function of the number of keys in the cluster.

/N If the new VESKM server is a replacement and is configured with the same IP

/ L'\ address as the failed VESKM server, make sure the client does not send any key
generation requests until the new VESKM server has successfully completed the
cluster synchronization process. Alternately, you can stop the KMS and KMIP
servers and then start them once the cluster synchronization process is
complete. Use the system log to monitor the progress of the cluster
synchronization process.

Join the VESKM server to the cluster

1. Select the Device tab.
a. Inthe Device Configuration menu, click on Cluster.

b. Inthe Join Cluster section of the window, select the appropriate Local IP value.
I. All VESKM servers in a cluster must use an IPv4 address for the cluster.
ii. All VESKM servers in a cluster must be time-synchronized before creating
the cluster.
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c. Type the original cluster member's IP into Cluster Member IP.

d. Type the original cluster member's port into Cluster Member Port 1. The default
value of this port is 9001. If this value was changed in Creating the cluster (p. 51),
step 4, use that value.

e. Type the original cluster member’s port into Cluster Member Port 2. The default
value of this port is 9002. If this value was changed in Creating the cluster (p. 51),
step 5, use that value.

f. Click Browse and select the Cluster Key File you saved in Creating the
cluster (p. 51), step 8.

g. Type the cluster password into Cluster Password. This is the password entered
in Creating the cluster (p. 51), step 6.

h. Click Join.

i. Click Confirm to synchronize with the cluster.

."\.
N

If the VESKM server joining the cluster is SSL enabled, this step will cause the
WebAdmin service and the KMS and KMIP servers to restart, resulting in a
temporary connection loss. To restore the connection, refresh the browser.

= After adding all members to the cluster, you can delete the cluster key file from the
desktop.

= After clustering the VESKM servers, follow the steps in Creating the VESKM server
certificates (p. 51) to create and install the server certificates on each VESKM server
that has joined the cluster. Depending on the KMS, KMIP, and REST configuration,
separate server certificates may need to be created for each VESKM server in the
cluster.

Make sure to use the same server certificate name as specified under KMS/
KMIP/REST Server Settings.

= Once the KMIP server certificate is created, restart the KMIP server manually. Navigate
to the Services List section of the Services Configuration page (Device > Maintenance
> Services > KMIP Server).
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= Once the REST server certificate is created, save the same certificate in the REST
Server configuration. Navigate to REST Server section of the Device Configuration
page (Device > REST Server).

3.4 Removing a VESKM server from the cluster

In some situations it may be necessary to remove one or more VESKM servers from a
cluster. Perform the following steps on the VESKM server to remove it from the cluster:

1. Verify the cluster integrity.
a. All vVESKM nodes must show active on cluster setting page.
b. Confirm that there are no replication failure events in any of the logs.

c. Pick a key at random and confirm that it exists on each VESKM node. Or export
all key names and then confirm that they all exist on each VESKM node.
If any of the steps above fail, you must back up each vVESKM node, and restore
the backup onto every VESKM node in the cluster.

2. Stop the KMS and KMIP servers on the VESKM server that is being removed from the
cluster.

a. From the vESKM Management Console, click on Devices, and then Services.
b. Select KMS Server.

c. Click Stop.

d. At the secondary approval screen, click Confirm to stop the KMS Server.

e. Click Refresh to confirm that the KMS server has stopped.

f. To stop the KMIP Server, repeat steps b-e above, specifying KMIP Server.

3. Remove the VESKM server from the cluster.
a. From the vESKM Management Console, click on Devices, and then Cluster.
b. Click Remove from Cluster.

c. At the secondary approval screen, click Confirm to remove the VESKM server
from the cluster.
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Perform the following steps if the VESKM server will be added back to the
cluster. Confirm that the key counts on all vESKM nodes are identical.

4. Add the VESKM server to the cluster. Perform steps 1 through 8 in Adding VESKM
servers to the cluster (p. 51). Do not perform step 9, instead click Cancel.

5. Back up each VESKM server that was not removed from the cluster and restore the
backup onto each VESKM server that was added to the cluster. If no configuration
changes were made, while the vVESKM server was removed from the cluster, backup
and restore just the keys. If configuration changes were made, backup and restore the
keys and the configuration—do not back up the network configuration.

3.5 Cluster behavior

The following table shows the behavior of the cluster at different licensing stages.

Table 2: Cluster Behavior

Joining Node

Trial Version

Trial Version

Trial Version

Licensed

Licensed

Licensed

Document No.: 2021-0048

Clustered Nodes

Trial Version

Licensed

Trial Version + Licensed

Trial Version

Licensed

Trial Version + Licensed

Trial period of the trial versioned cluster
nodes

Minimum of the clustered and joining
node's trial period

No Change

Minimum of the clustered (trial version)
and joining node's trial period

No Change

No Change

No Change
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3.6 Enrolling client devices with the vESKM server

The VESKM server is compatible with many client devices. To establish correct
communication between the VESKM server and the client, you must create a client account,
then configure the client to obtain keys from the VESKM server. KMIP-enabled clients require
KMIP objects to be created or registered. Groups may need to be created and permissions
need to be defined to control access to KMIP objects and operations. Please refer to the
client device's documentation for information on how to correctly configure the client and
the VESKM server.

/> AKMIP-enabled client will by default belong to the default user group and its
objects will by default belong to the default object group. This means that any

~ user who has permission to access the default object group will be able to
access the user's KMIP objects. Set the applicable group permissions when
registering the user to ensure that only authorized KMIP-enabled users are able
to access the KMIP objects.

3.7 Client licenses

A client license is required for each client device or application user enrolled in the VESKM
cluster either as a KMS user or as a KMIP-enabled user. When vESKM servers are clustered,
the number of VESKM servers in the cluster establishes and aggregates the initial default
number of clients that can be enrolled.

This section describes the following processes:

= Obtaining license order information (p. 56)

= Installing a client license pack (p. 58)

3.7.1 Obtaining license order information

If the number of clients to be enrolled exceeds the number of VESKM servers you have
purchased, a warning message will display similar to following.

The number of Licenses in Use exceeds the number of Licenses purchased. Please refer to the terms of your
A Waming: agreement with Utimaco for the relevant software. Contact your Utimaco representative or Utimaco Support
* to obtain additional Licenses. Please provide Utimaco the License Order Information from the System
Information & Upgrade page under the Device tab.
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You must purchase and install a client license pack to allow these additional clients to be
enrolled in the cluster. To order a license pack, contact Utimaco Sales or your reseller for
ordering information and provide them with the License Order Information from the VESKM.

/- Before requesting the client license, user has to get the vVESKM licensed first.

/. License Order Information will not be available for vESKMs running on trial
i N
/ &\ mode.

O

Follow these steps to obtain the License Order Information from the VESKM server.
1. Log in to the vVESKM Management Console using the admin password.
2. Select the Device tab.
3. In Maintenance, click System Information & Upgrade.

4. Enter the information required in the License Order Information section of the window.

License Order Information Help @

Number of Additional Required Licenses: |1{}IUD

Organization Name: |Acme Banking

Location: |1GU Market Street

Email Address: |john@acme.cnm

|
|
MName: |Jnhn carpet |
|
|
|

Phone Number: |1—.'2 12-334-1236

 Display

Figure 35 : License Order Information

5. Click Display.

6. Copy the information (as highlighted below) or click the Download button to store the
License Order Information on your computer.
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License Order Information Help @

Please prowvide all the information displayed below to Utimeco Inc.

Product: Enterprise Secure Key Manager L1
Unit ID: ULIRBSJT&EPO
Scftware Versicon: EBE.50.0 (wESEM 3.50)

Date: 03/11/2023
Time: 02:43:36
Time Zone: Pacific Time

System Uptime: 7 days, 17:27:33

Licenses: 0

Licenses in use: 6

Hunmber of Additional Reguired Licenses: 1000
Total Humber of Required Licenses: 1000

Cluster HNodes: 0

Crganization name: Acme Banking
Hame: John carpet

Location: 100 Market Street
Emzil Address: johnfacme.com
Fhone Humber: 1-212-334-1236

Fingerprint: fef83474dclelbbiclibed38facli4cidddipb4feffBf221532c6741582b8%2al3

Figure 36 : License Order Information

If the VESKM servers are clustered, confirm that the value in the Cluster Nodes field is
correct. If the value is incorrect, one or more VESKM servers in the cluster is not
running the correct software version. To determine which VESKM server should be
upgraded, click the Device Configuration menu, click on Cluster and use the Software
Version column to obtain software version of each VESKM server in the cluster. Once
you have determined which VESKM server needs to be upgraded, follow the steps in
the Appendix A vVESKM software upgrade procedure (p. 66).

7. Provide Utimaco with the License Order Information.

3.7.2 Installing a client license pack

The license pack file will be sent to you in an email, copy this file to a PC, and then perform
the following steps:
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1. Log in to the vESKM Management Console using the admin password you supplied in
Run the Setup utility, step 4.

2. Select the Device tab.
3. In Maintenance, click System Information & Upgrade.

4. In the Software Upgrade/Install section of the window, select Upload from browser,
click Browse and locate the license pack file, and then click Open.

Software Upgrade/Install Help @
Source:  ® Upload from browser  File: Mo file chosen

SCP
Host:

Filename:
Username:

Password:

Note: An upgrade can take a long time and will be followed by a reboot. Please click
* the "Upgrade/Install” button just once, and wait for the operation to complete.

Figure 37 : Software Upgrade/Install

5. Click Upgrade/Install. The license pack will be applied immediately. The VESKM server
will not reboot.

A license pack can be installed at any time, not just during the vESKM server
installation process. When a new license pack is installed, it will override any
previous license pack. License packs are automatically replicated to all vVESKM
servers in a cluster.

3.8 Changing the KMIP server certificate in a vVESKM cluster

In certain situations it may be necessary to change the server certificate on the KMIP server.
To accomplish this task, perform the following steps:
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= On each VESKM server in the cluster execute the instruction sequence listed in
Creating the VESKM server certificates (p. 39). In step 3a specify a new name for the
KMIP server certificate, for example "vESKM KMIP server certificate #2". Be sure you
assign the same name to this KMIP server certificate on all of the VESKM servers in
the cluster.

= On one VESKM server in the cluster execute the instruction sequence listed under “To
configure the KMIP server” in Configuring the KMIP server (p. 45). In step 4, Configure
the KMIP server settings, be sure to specify the name of the new KMIP server
certificate you created in step 1 above.
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4 Licensing

The virtual Enterprise Secure Key Manager (VESKM) server is delivered as a fully functional
trial, valid for 60 days. During this trial period, you will be able to perform all the activities that
can be performed on any licensed VESKM server.

The indication message “This is a trial version!” is displayed on login page, home page and
license information page.
This is a trial version!
Thank you for using the virtual Enterprise Secure Key Manager (VESKIM). This trial will expire in 60 days. For
more information about licensing, please contact your Utimaco representative with vESKIM License Request

located at System Information & Upgrade page under the Device tab.

Mote: After the trial period expires, the vESKIM will not be able to serve any keys.

Figure 38 : Trial Version message

Once the trial period expires, a warning message “Warning: Your free trial has expired!” is
displayed on all the respective pages, indicating that new license packs have to be purchased
to restore all the functionalities.

Figure 39 : Trial period expired warning

4.1 Feature availability post trial period expiry

Post expiry of trial period:

= Users can view their configuration data and take backups

= Users will not be able to do any configuration changes either through Web Admin or
CLI

= All key delivery services (KMS and KMIP) get disabled

= SNMP service gets disabled
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= Replication service gets disabled

4.2 vESKM licenses

To run the VESKM as licensed version, user has to install the license by creating a vVESKM
license request. In order to get VESKM licensed, user has to purchase the vESKM license. For
more information about licensing, contact your Utimaco representative with VESKM License
Request located at System Information & Upgrade page under the Device tab.

This section describes the following processes:

= Creating a VESKM license request (p. 62)

* Installing a VESKM license (p. 63)

4.2.1 Creating a vVESKM license request

VESKM license request section gathers all the required information from the user to create a
new VESKM license.

—_

. Log in to the vVESKM Management Console using the admin password.

2. Select the Device tab.

3. In Maintenance, click System Information & Upgrade.

4. Enter the information required in the vVESKM License Request section of the window.

5. Click the Download button to store the license request on your computer.

6. Contact Utimaco representative and provide the vESKM License Request.
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vESKM License Request Help @

Organization Name * |ACM E

Name * |j0hn

Email Address * |john@acme.cnm

|
|
Location * |1GIU Market strest US |
|
|

Phone Number * |[1-212-234-785

representative or Utimaco Support to purchase the license.

 Download |

E Note: Please download the vESKM license request before your trial period expires and send it to your Utimaco

Figure 40 : License Request

The following table describes the components of the VESKM license request section.

Table 3: Components-vESKM license request section

Components Description

Organization Name Name of the organization requesting VESKM licenses.
Name Name of the person requesting VESKM licenses.
Location City, state, and country where the organization is based.
Email Address Email address of the person requesting VESKM licenses.
Phone Number Phone number of the person requesting VESKM licenses.

4.2.2 Installing a vVESKM license

To install the license:

1. Log in to the vESKM Management Console using the admin password.

2. Select the Device tab.
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3. In Maintenance, click System Information & Upgrade.

4. In the Software Upgrade/Install section of the window, select Upload from browser,
click Browse and locate the license pack file, and then click Open.

5. Click Upgrade/Install. The license will be applied immediately. The vVESKM server will
not reboot.

Software Upgrade/Install Help @

Souree:  ® Upload from browser ~ File: | Choose File | No file chosen
Oscp

Flename: ]
vsemame ||
pasoward [

E Note: An upgrade can take a long time and will be followed by a reboot. Please click the "Upgrade/Install” button just once, and wait for the operation to complete. ‘

[ Upgrade/instal |

Figure 41 : Software Upgrade/Install

The following table describes the components of the Software Upgrade/Install section.
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Table 4: Software Upgrade/Install-components

Component Description
Source Specify the method for copying the software file to the
VESKM.

If you are uploading the file through the browser, select
Upload from browser, then click Browse and locate the file
on the local drive or network.

If you are using SCP to copy the file to the VESKM, select
the appropriate option and enter the following information:

= Host: the source host. IPv4 addresses are supported.
IPv6 addresses are also supported, if IPv6 is enabled.

= Filename: the name of the file on the source host.

= Username: the username of the account on the source
host.

= Password: the password for the user account on the
source host.

The software upgrade and installation mechanism can be used to install new
features, upgrade core software, and apply security patches. You can upgrade or
install software from both the Management Console and the Command Line
Interface. If you are interested in monitoring the status of the upgrade, you
should perform the upgrade from the Command Line Interface.

Software upgrades must be applied to all vVESKMs individually in a cluster.
Software upgrades are not replicated across members of a cluster.

To safeguard VESKMs, only software signed by Utimaco can be installed on the
Virtual Enterprise Secure Key Manager. Changes to multiple components of the
system are bundled together in an encrypted software file provided by the
Technical Support organization at Utimaco.
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5 Appendix A vESKM software upgrade procedure

5.1 Prerequisites

/. Only versions 8.1 and higher are supported for upgrade.

= Perform a complete backup before the software upgrade. For backup instructions,
please refer to the Backup procedures mentioned in section 4 of the Enterprise Secure
Key Manager User Guide.

= Record the total number of keys and KMIP objects present in the VESKM. You can
obtain these values by logging on to the vVESKM Management Console and clicking on
the Security tab. The totals are listed in General section of the Key and Policy
Configuration window.

= Temporarily store the Utimaco provided software upgrade file on your personal
computer.

= Record the VESKM date and time prior to performing the upgrade. You can obtain this
by logging on to the vESKM Management Console and reviewing the System
Summary section under the Home tab.

5.2 Installation instructions

Perform these steps on each VESKM. Do not upgrade more than one VESKM at a time. For
example, complete the software upgrade procedure on the first vESKM before upgrading the
second one.

1. Log on to the vVESKM Management Console as an administrator who has software
upgrade privileges.

2. Navigate to the Services List section (Devices >Services) and stop the KMS and KMIP
servers.
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Services List Help @
Name Status Startup
® KNS Server Started Enabled
I KMIP Server Started Enabled
1 Web Administration Started Enabled
I 55H Administration Started Enabled
| SNMP Agent Stopped Disabled

Figure 42 : Services List

3. Navigate to the Software Upgrade/Install section (Devices >System Information &

Upgrade).

4. Make sure the Upload from browser radio button is enabled, and then click the

Browse... button.

5. Navigate to the vVESKM upgrade file location on your personal computer, for example
VESKM_upgrade, and then click Open. At the vESKM Management Console, the

Software Upgrade/Install section will look like this.

Software Upgrade/Install

Help @

Source:  ® Upload from browser  File: | Choose File | Mo file chosen

. 5CP

Host: |

Filename: |

Username: |

Password: |

Note: An upgrade can take a long time and will be followed by a reboot. Please click
" the "Upgrade/Install” button just once, and wait for the operation to complete.

Figure 43 : Software Upgrade/Install
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6. Click the Upgrade/Install button to install the upgrade. After installing the upgrade, the
VESKM will automatically reboot.

7. Wait 5to 7 minutes, and then log on to the VESKM.

8. View the System Summary section, located in the Home tab, to confirm that the
software version corresponds to the upgraded VESKM version.

9. Navigate to the Services List section (Devices >Services) and confirm that the status
of all the services is Started.

10. Click on the Security tab, and then view the totals listed in the General section of the
Key and Policy Configuration window, as shown below, to confirm that the number of
keys and KMIP objects in the vVESKM has not changed.

General Help @

Saved Query Name:  [All]

Global Summary Statistics
Total keys returned in results: 10

Total keys: 10

ESKM Summary Statistics
Total ESKM keys meeting search criteria:
Total ESKM keys returned in results:
Total ESKM Keys:

KMIP Summary Statistics

Total KMIP keys meeting search criteria:
Total KMIP keys returned in results:
Total KMIP symmetric key objects:
Total KMIP Objects:

F N =Y

L= = R+ ]

Figure 44 : General section

11. The software upgrade process is now complete. If necessary, you can rollback the
software upgrade by executing this CLI command: software rollback
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The CLI must be in configuration mode ( config# ) when executing the
software rollback command.

When the rollback command is executed, keys and configuration data also get
reverted. Any key that is created after the last software update gets deleted.

Perform a backup of keys and configuration data, prior to executing the rollback
command.

o Do not refresh the Management Console page when the upgrade is in progress.

After confirming that the prerequisites have been performed, make a note of the time before
upgrade. Repeat steps 1-9 on each additional vVESKM to be upgraded. After all the vESKMs
have been upgraded, delete the upgrade file from the personal computer.

If the upgraded VESKMs are members of a cluster, perform these additional steps after all
cluster members have been upgraded.

1. Log on to each of the clustered VESKM's Management Console as an administrator.

2. Navigate to the Cluster Configuration section (Device > Cluster).
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Figure 45 : Cluster Members
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3. Click on the radio button of one of the cluster members.

4. Click Refresh List.

/. Make sure that all the vESKMs in the cluster are running the same software
a \_‘ version. If necessary, follow the steps in this appendix to upgrade any VESKM
that is not at the correct software version level.

5.3 Verify vESKM cluster integrity

This step ensures that there are no latent issues on the cluster that would affect the key
integrity. Verify the following to ensure that the VESKM cluster is synchronized:

1. Confirm that the key counts on all vVESKM nodes are identical.
2. All VESKM nodes must be joined to the same cluster.
3. All vVESKM nodes must show active on cluster setting page.

4. Confirm that there are no replication failure events after upgrading all VESKM nodes.

If the VESKM nodes are not synchronized, repair the cluster by backing up keys from each
VESKM node and restore each backup to each vESKM node. It may be sufficient to only
restore keys that were created during the upgrade process. Do not use the Synchronize
function.
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