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TSplus Remote Access v16: Quickstart Guide

Prerequisites:
On the Server:
e OS: Microsoft Windows Versions 7 to 11 or Windows Server 2008R2 to 2022 with at least 2GB of RAM.
o TSplus does not support installation of Remote Access on Windows Home Editions.
o The operating system must be on the C: drive.
¢ Java Runtime Environment. If Javais not already installed, Remote Access will install OpenJDK during setup.
o If using aWindows Server OS, be sure that the TSE/RDS and TSE/RDSLicensing roles are not installed.
¢ Your Remote Access server must have a static private | P address.
o For External access, your server must have a static public IP address or dynamic DNS provider.

On the Client:

OS: Microsoft Windows Versions 7 to 11 are fully supported.

For MacOS you can use any Mac RDP client or the TSplus HTMLS5 client.
For Linux you can use Rdesktop or the TSplus HTML5 client.

Java Runtime Environment.

A PDF reader (example: Foxit Reader or Acrobat DC)

For more detailed prerequisites please see the documentation

Note:

Starting with Remote Access Version 15, the Administration console has changed itslook. A Lite Mode and an Expert
M ode have been introduced. Administrators can toggle between the two interface styles by clicking the button in the
upper-right corner of the Admin Console.

T TSplus - Administration Censole - 15, - X
Expert Mode
2 REMOTE
Peu= Hep  ETENENN -
Configure Domain Name @ Publish & Assign Applications
http:/flocalhost
Customize Web Portal L]
o L - H | O
u
HTTP listening on port 80 Assign users to Assig|_1 users to Adc!yn!_lr
Full Desktop Floating Panel application
HTTPS listening on port 443
@ 2FA - Trial License : 15 days remaining. @ Permanent license activated. Enterprise edition. Unlimited users.
@ TSplus Advanced Security - Protect your server @ End of support date: 2024-12-08

Step 1 : Installation.
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Note:
Thetria version of Remote Accessis the fully-featured Enterprise Edition. It islicensed for up to 5 concurrent users for a

period of 15 days.

Installing TSplus Remote Accessis an easy process. Just download it from our web site, run the Setup-T Splus.exe
program.

Files are decompressed and copied into:

e C:\Program Files\T Splus (32-bit systems)
o C:\Program Files(x86)\T Splus (64-bit systems).

Oncetheinstalation is complete the installer will ask you to reboot.

After the reboot, you will see 2 new icons on your Desktop:

o

The AdminTool is what you need to use Remote Access.

<2,
aliEnT

LIETTErGLHT]

The Portable Client Generator is used to create Remote Access connection clients for your users.

See the documentation for full installation instructions.

Step 2 : Creating users.

After the reboot, the Remote Access Server is amost ready to go. Now well create users. Open the AdminTool to get
started. Then go to the System Tools tab and click on "Users and Groups'. Thiswill take you to the Local Users and
Groups window:
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T2IREMOTE

T1 TSplus - Administratien Console - 15. - 4
REMOTE
PLUS Help English -
R HOME
Services
[ appucaTions
Users and Groups
() PRINTER
Server Properties
© wes
E FARM Windows System Toolkit
& SESSIONS Local Group Policy Editor
t’.'k SYSTEM TOOLS Event Viewer
8 Apvancen
7> ADD-ONS
(@57 LICENSE
Reboot the Server
8 1usrmgr - [Local Users and Groups (Local)\Users] _ O %
File Action View Help
e 2@ 6| B
& Local Users and Groups (Local) || Name Full Name Desc|| Actions
e 5 Admin o .
~| Groups
New User ? * More Actions
User name ‘JUhﬂ |
Full name: ‘ |
Description: ‘ |
Password: |““ |
Confirm password: |""| |

User must change password at next logon
User cannot change password
Password never expires
[] Accourt is disabled

Help Create Close

Each user must have a User Name AND a Password. When creating users, be aware of the box labeled "User must change
password at next logon". If you don't want your users to change their password during the first login, uncheck this box
and check the "Password never expires' or "User cannot change password".
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Step 3 : Select the most suitable client for your needs.

Remote Access is compatible with Windows Remote Desktop Protocol. Any user can connect locally or remotely with a
standard Remote Desktop Connection client (mstsc.exe) or any RDP compatible client. To fully benefit from the
advanced features in Remote Access (RemoteApp, Universal Printer...) you can use a generated client or the Remote
Access Web Portal.

Remote Accessis avery flexible solution and offers multiple ways to open a session:

Classic Remote Desktop Connection (MSTSC.EXE).

Portable T Splus RDP client which will display awindowed environment for your remote connection that you can
minimize in the Windows taskbar.

M S RemoteAPP client which will display application using the native MS RemoteApp.

Windows client over the TSplus Web Portal.

e HTML5 client over the TSplus Web Portal.

These clients give the user the following experience:
With Remote Desktop Connection (mstsc.exe)

e Connection: The connection isavery standard one. The Universal Printer is not supported with this type of
connection.

o Display: Users will seetheir session within a Remote Desktop window. This desktop displays the content of the
user’s desktop folder.
If the administrator has assigned specific applications with the AdminTool, only these applications will be
displayed (no taskbar, no Desktop).

TSplus RDP generated client.

Thisisaunique TSplus solution, it empowers local and remote users to connect using one single dedicated program.

It includes the connection program, the Universal Printing advanced feature, portability with high level of security while
keeping it very simple for the users.

For more information about using the TSplus Client Generator, see this documentation

The T Splus RemoteApp generated Client.

Remote applications will look and behave like alocal application. Instead of a classic Remote Desktop window, you will
be free to switch between your local and remote applications without having to minimize a Remote Desktop window.
For more information about these clients, see this documentation.

Accessing your TSplus Remote Access server from aremote location

To access your Remote Access server from outside of your local network, you will have to create a port forwarding or
port redirection rule of 3389/80/443 ports depending on your preferred connection method. Y ou can change the RDP port
in the Home tab:
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T TSplus - Administration Console - 15.

— x

{n HoME

[ appucaTions
() PRINTER
© wes

B rarm

L SESSIONS
ek SYSTEM TOOLS
8 Apvancen
7> ADD-ONS
(@57 LICENSE

T2 REMOTEACCESS

-

Computer name:
Private IP
Public IP

RDP port

Connections:

[} Session Ma

® ® ® 6

DESKTOP-QVTIFVE
192, =
176. Tl

3389

1

System Audit - No issues foun

TI Tsplus x

Enter a port number
p S

Wersion 15 ® -You are using the latest version

Permanent license activated. Enterprise edition, Unlimited users.

End of support date: 2024-12-08

K Lite Mode
() Help English -

®

http://localhost
B a V]

The built-in HTTP server is listening on port 80

The HTTPS server is listening on port 443

® Read changelog

The 80/443 ports can be changed in the Web Server tab:

T} tsplus - Administration Console

— X

1} HoME

[ appuicamions
(Sh PRINTER
@ wes

B rarm

2, SESSIONS
ek SYSTEM TOOLS
83 Apvanceo
& ADD-ONS

(&3 LICENSE

12 REMOTEACCESS

Web Portal

? ‘Web Portal Design

[7]  web Portal Preferences

E Applications Portal

frans
v'f)':' tsplus Web App

0 wrTes

&

4, Lite Mode
@ Help English -

‘Web Credentials
RemateApp Client
HTMLS Client

HTMLS Top Menu

[_1 Web Server

D Lockout
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T1 tsplus - Administration Console - 4

Lite Mode

PLUS REMOTE Help English -

1t HOME

Default HTTP web server

A built-in HTTP Web Server is provided with tsplus
D APPLICATIONS However, you can use a different one (IIS or Apache for example).

@ Use the built-in HTTP web server
@ PRINTER (O Use a different HTTP web server

‘When using IS or Apache, its HTTP port number must be set to 81,
(Tunneling forwards this 81 port into the public HTTP port 80}

© wes

Change the Web Server raot path

B rarm
You can change the Web Server default root path.
The current Web Server root path is:
& SESSIONS C:\Program Files [x86)\tsplus\Clients\www Select a new Web Server root path

Q SYSTEM TOOLS

@ ADVANCED ‘Web servers options
Change the HTTP/HTTPS port numbers
63, ADD-ONS ‘Will not change IS or Apache port settings
HTTP: |80 =
@ LICENSE HTTPS: (243 =

Save and Restart Web Server

Step 4 : Application Publishing and Application Control.

In the Remote Access AdminTool you can assign application to users or groups.

¢ |If you assign one application to a user, they will only see this application.
¢ You also can assign them the TSplus Taskbar, the Floating Panel or the Application Panel to display multiple

applications.
¢ You can aso publish afull Remote Desktop.

Now availablein Lite M ode from the home tab.

TSplus - Administration Console - 15 - x
P

Expert Mode

PLUS REMOTE Help English -

WEB PORTAL APPLICATIONS

Configure Domain Hame @ s Publish & Assign Applications

hitp:/flocalhost

Customize Web Portal
ustomize Web Porta S p D m E. D

Assign users to Assign users to Add your

HTTP listening on port 80 - 4u
Full Desktop Floating Panel application

HTTPS listening on port 443

SECURITY LICENSE

@ 2FA - Trial License : 15 days remaining. @ Permanent license activated. Enterprise edition. Unlimited users.

@ TSplus Advanced Security - Protect your server @ End of support date: 2024-12-08
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I2[REMOTEACCESS

- X

©L, Expert Mode
TRIREMOTEACCESS Drew  won -

T8 TSplus - Administration Censole - 15.

] TSplus Remote Taskbar User Assignment  — [m] *
- > N N
e -} Add Application /" E Select which users and groups will be able to see and run this 2\/ Assign Application
application:

() All authenticated users felect an Application to Edit or Assign users/fgroups to it

Desktop, Taskbar, Floating Panel and 4®) Specified users and groups

— = Users and Groups
@

Microsoft TSplus Remote  Flo|
Remaote Desktop Taskbar

Published Applications 1

o)

MNotepad

Remoue

| Save ‘ | Cancel

Or go to Expert Mode > Apps tab to add, edit, delete, and assign apps.

— o

TR REMOTEACCESS . %w

Th TSplus - Administration Console

R HomE + Add 5 e - o. - 2 Assign Application
|71 tsplus Remote Taskbar User Assignment ~ — ] *
APPLICATIONS
E Select an A ation to Edit :;L’e‘c‘tc;nt‘r:;h users and groups will be able to see and run this P e | order by: |® Date added -

Desktop, Taskbar, Floating () All authenticated users

(h PRINTER -
E Users and Graups
@ ‘WEB Microsoft tsplus
Remote... Remo... DESKTOP—NQJKW“EdgarI

@ Specified users and groups &)‘ Users

B rarm Published Applications |
. <)
= SESSIONS Naotepad

ek SYSTEM TOOLS

8 Apvance
47p ADD-ONS

Save | Cancel
(@57 LICENSE

In this example, the administrator has decided that the user ‘John" will get the TSplus Taskbar. See this documentation
for more information.

Thank you for using TSplus Remote Access!

© TSplus - www.tsplus.net


/tsplus/assigning-applications-to-users-or-groups

1S R E M OT E TSplus Remote Access - Documentation

TSplus Remote Access Prerequisites

1) Hardware

TSplus Remote Access Server minimum requirements:

Number of users Windows 2008 to 2022 or 7to 11 Pro

I5 or above
3-5 4GB
One CPU 2 GHZ

I5 or above
10 8 GB
OneCPU 2 GHZ

16 GB
25 One CPU
17 or Xeon

32GB

S0andabove | ) cpy - SSD Disk dedicated to the system

Each server (physical or virtual ones) can potentially handle up to 50 concurrent users. For over 50 concurrent sessions, we
recommend using afarm of servers with the Load Balancing feature available in TSplus Remote Access Enterprise Edition.

Note: The exact specifications of your hardware will depend on what kind of resources (CPU/RAM/Disk) your
applications consume.

2) Operating system

Your server must use one of the operating systems below:

e Windows 7 Service Pack 1

e Windows 8/8.1

e Windows 10 Pro

e Windows 11 Pro

Windows Server 2008 R2 Service Pack 1
Windows Server 2012 or 2012 R2
Windows Server 2016

Windows Server 2019

Windows Server 2022

32 and 64 bit operating systems ar e supported.

The required framework is .NET version 4.5.2 for al supported Windows versions.

¢ If you install Remote Access on a Windows Server OS make sure the RDS/Terminal Services and RDS/Terminal
Services Licensing roles are not installed before installing TSplus Remote Access.

© TSplus - www.tsplus.net
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If these roles are currently installed, remove them and reboot.
¢ Windows Home Editions are not supported.
e On Windows Server 2016, 15 sessions maximum are allowed for Remote Desktop access.

¢ Windows Server 2016, 2019, 2022 Essentials Edition is not supported nor recommended for using TSplus
Remote Access.

N.B: TSplus Remote Access LTS 11 supports Windows XP and Windows Server 2003.

3) Network parameters

The Remote Access Server must have a static private |P address:

General

You can get IP settings assigned automatically if your network supports
this capability., Otherwise, you need to ask yvour network administrator
for the appropriate IP settings.

(71 Obtain an IP address automatically
i@ Use the following IP address:

IF address: 192 . 168 .
Subnet mask: 255 , 255 .

Default gateway: 192 | 168 .

Obtain DS server address automatically
i@ Use the following DNS server addresses:

Preferred DMS server; 192 ., 168 .

Alternate DMS server:

[] validate settings upon exit

oK ][ Cancel ]

Remote access (from Wide Area Network - WAN)

¢ A broadband internet connection is recommended as well as a static public |P address. If you do not have a static
IP address, consider using a dynamic DNS service like http://DynDNS.org More information about how to set
this up can be found here.

e The TCP RDP port (by default 3389) must be opened both ways on your firewall.

© TSplus - www.tsplus.net 13
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TSplus Remote Access v16 Installation

Run TSplus Remote Access Setup program and then follow the installation steps.

E‘l"_, Setup

Verified publisher: JWTS SASU
File arigin: Hard drive on this computer

Show more details

T2 REMOTEACCESS

Thank you for downloading TSplus Remote Access

TSplus Remote Access offers a reliable and scalable way to web-enable any of your Windows Applications.
A built-in web server, a secure web portal and a multi-platform HTML5 connection client make Administration
intuitive and User Experience seamless on any device or operating system.

Please make sure all other applications are closed, then click Next to begin installation.

Y ou can then select your language (possible to change it |ater)

Y ou can then select two custom options by checking the corresponding boxes: Recommended or Advanced

© TSplus - www.tsplus.net
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The Advanced option allows you to:

*

*
*
*

Click on Next.

Not install TSplus Advanced Security.

Use custom proxy settings.

Download only the installer, which does not install TSplus.
Change default ports (not recommended).

T2 REMOTEACCESS

Choose a setup type

Language English @

Recommended Advanced

Uses the most common settings. Allows to customize all settings.
Recommended for most users, Recommended for advanced users,

Click on "I accept the agreement”.

IR REMOTEACCESS

License Agreement

TSplus’s license agreement

Software

You should carefully read the following terms and conditions before opening the software package, or if downloaded, before using such
downloaded software, Opening the package or using the software, if downloaded, means you accept these terms and conditions and understand
that they will be legally binding on you and TSplus. If you do not agree with these terms and conditions, or do not want them to be binding on
you, you should promptly return the package unopened for a full refund or delete the downloaded software from any storage medium that it is
stored on.

Ownership

You acknowledge and agree that TSplus [Tlicensor’) is the owner of all rights, title and interest in and to the enclosed disks and/or cdrom and/or
the downloaded TSplus  software, if downloaded, and the computer pragrams contained therein in machine readable object code form as well as
the accompanying user documentation along with all subsequent copies thereof, regardless of the media or form in which they may exist
(collectively the “software’). The software is protected by copyright laws and international treaty provisions, and this license agreement does not
convey to you any interest in or to the software, digital content, or any accompanying printed materials, but only a limited right of use and limited
reproduction which is revocable in accordance with the terms of this license agreement.

License
Grant of license.
Licensor hereby grants and you accept a nonexclusive license to use the software in accordance with the terms of this agreement.

Remote Desktop/Remote Assistance.

The Software contains Remate Desktop and Remote Assistance technologies that enable the Software or applications installed on the TSplus
Computer (hereafter referred to as a Host Device) to be accessed remotely from other Devices, You may use the Software’s Remote Desktop feature
ta access the Host Device from any Device provided you acquire a separate Software license for that Device [for example, you may use any Windows
¥P based laptop to remotely access one TSplus Host Device). When you are using Remote Assistance (or other software which provides similar
functionality for a similar purpose} you may share a Session with other users without any limit on the number of Device connections and without
acquiring additional licenses for the Software. For Microsaft and non-Micrasoft applications, you should consult the license agreement

N

| agree

© TSplus - www.tsplus.net
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Please wait, downloading and installing the program

TS REMOTEACCESS

ENTERPRISE FEATURES

____________________________________

1
]
Reverse Proxy :
1
1

I
]
)
< : Gateway
I
]

Downloading

Please wait, this may take a few minutes.

Then the TSplus logo appears and a window informs you about the completion of the installation.

TS REMOTEACCESS

Y,

Installation Complete
You have successfully installed TSplus Remote Access!

To complete the installation of TSplus, setup must restart your computer.

' Restart now " Restart later

N\
e

To use TSplus, you must reboot your system. Thetrial period deliversafull product for 15 daysand 5 concurrent users.

The steps below only if you check install TSplus Remote Accessin Advanced mode.

© TSplus - www.tsplus.net
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TS REMOTEACCESS

Configuration

¥ Install TSplus Advanced Security
™ Only download setup (do not install)

™ Use custom proxy settings

Web servers are listening on ports 80 and 443 by default. We recommend you to accept our TSplus default installation

settings. According to our experience, most of the production issues are due to Windows security features.

Y ou can still modify these portsif you wish during installation or at any time on the Built-in Web Server Management of

the AdminTool. Just make sure that the defined ports are available and that Javaisinstalled on the server.

TS REMOTEACCESS

TSplus WEB options

> HTTP web server and Universal printer

> HTTPS web server with Tunneling

> Highly secured SSH communication with Tunneling

> RemoteAPP client to start Virtual Application over Internet
> Gateway and Web Portal

> HTMLS client access from iPhone/lpad/Android tablets

CHANGE PORT NUMBERS DISABLE HTTP BUILT-IN WEB SERVER

HTTP: 30  Use the built-in HTTP web server
HTTPS: 443 ' Disable the HTTP web server

Click on "I accept the agreement”.

© TSplus - www.tsplus.net
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TR REMOTEACCESS

License Agreement

TSplus's license agreement

Software

You should carefully read the following terms and conditions befare opening the software package, or if downloaded, befare using such
downloaded software. Opening the package or using the software, if downloaded, means you accept these terms and conditions and understand
that they will be legally binding on you and TSplus. If you do not agree with these terms and conditions, or do not want them to be binding on
you, you should promptly return the package unopened for a full refund or delete the downloaded software fram any storage medium that it is
stored on.

Qwnership

You acknowledge and agree that TSplus [‘licensor] is the owner of all rights, title and interest in and to the enclosed disks and/or cdrom and/or
the downloaded TSplus software, if downloaded, and the computer programs contained therein in machine readable object code form as well as
the accompanying user documentation along with all subsequent copies thereof, regardless of the media or form in which they may exist
(collectively the “software’). The software is protected by copyright laws and international treaty provisions, and this license agreement does not
convey to you any interest in or to the software, digital content, or any accompanying printed materials, but only a limited right of use and limited
reproduction which is revocable in accordance with the terms of this license agreement.

License
Grant of license.
Licensor hereby grants and you accept a nonexclusive license to use the software in accordance with the terms of this agreement.

Remote Desktop/Remote Assistance.

The Software contains Remate Desktop and Remote Assistance technologies that enable the Software or applications installed on the TSplus
Computer [hereafter referred to as a Host Device) to be accessed remotely from ather Devices. You may use the Software’s Remate Desktop feature
to access the Host Device from any Device provided you acquire a separate Software license for that Device (for example, you may use any Windows
XP based laptop to remotely access one TSplus Host Device). When you are using Remate Assistance (or other software which provides similar
functionality for a similar purpase) you may share 3 Session with other users without any limit an the number of Device cannections and without
acquiring additional licenses for the Software. For Microsoft and non-Microsoft applications, you should consult the license agreement

| agree

The progress bar appears and allows you to follow the progress of the process:

T8 REMOTEACCESS

ENTERPRISE FEATURES

Reverse Proxy
Gateway

Installing

Please wait, this may take a few minutes.

e Since TSplus 11.40 version, you will have the choice to install TSplus Advanced Security, our powerful Security

Add-On, inits Ultimate trial version (All Security features free to use for 2 weeks) to your TSplus system:

For more information about this product, see pages about T Splus Advanced Security documentation.

Then the TSplus logo appears and a window informs you about the completion of the installation.

Please make sure you know your Windows user name and passwor d befor e rebooting.

© TSplus - www.tsplus.net
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N

REMOTEACCESS

Y,

Installation Complete

You have successfully installed TSplus Remote Access!

To complete the installation of TSplus, setup must restart your computer.

* Restart now " Restart later

N\
B

To use TSplus, you must reboot your system. Thetrial period deliversafull product for 15 days and 5 concurrent users.
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How to identify your TSplus Edition

On the License Tile under the Serial Number, you can see the type of License you purchased as well as your number of

users next to the number of connections:

TA Tsplus - Administration Console - 15.40. - X
Lite Mode
a2 REMOTE
Help English
it > License
1 HoME
D APPLICATIONS Activate your License
() PRINTER Refresh your License
License Status

@ 'WEB

Permanent license activated, Enterprise edition, 4 users,
B rarm

compurerio: [ MR
2 SESSIONS Computer name: DESKTOP-QVTIFVE

% SYSTEM TOOLS End of support date: 2023-01-26

Editions

() Desktop Edition () Enterprise edition

{-p ADD-ONS @ Mobile Web Edition

83 Apvancep

(@57 LICENSE

TSplus has merged old licenses into one in order to gain more clarity. System and Printer editions have migrated to
Desktop Edition.

The Desktop Edition has the basic features:

TSplus Administrator Tool (AdminTool),

Concurrent connections support,

Application Control per user and/or per groups,

TSplus Remote Taskbar and/or TSplus Floating Panel,

Remote Desktop access,

TSplus Portable Client Generator,

RemoteApp connection client,

Fully compliant with RDP protocol,

Dual Screen support, bi-directional Sound, RemoteFX when compatible with Windows version,
Local and Remote connection support,

Workgroup and Active Directory users support,

Device/Disk redirection.

Virtual Printer, enables you to print from any location, without having to install any specific driver and alows
printer redirection.

The Maobile Edition enables you (in addition to all the System and Printer editions features) to:

o Connect from any web browser with TSplusHTTP Web Server,
o Entirely secured connection from any web browser with TSplus HTTPS Web Server and SSH server,

© TSplus - www.tsplus.net
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HTML pages includes Windows and HTML5 web access clients,

Easily connect from iPhone/iPad and Android devices, also with the TSplus Mobile App,

Customize logon web page with TSplus easy-to-use Webmaster Toolkit,

With TSplus Web Applications Portal, users can access their application list inside their web browser,

Instead of Windows Credentials, TSplus Web Credentials allows users to connect with only an e-mail or apin-
code,

Universal Printer enables you to print from any location, without having to install any specific printer driver,

The Enterprise Edition includes al of the previous features plus these ones:

Support an unlimited number of servers within each TSplus Farm (requires one license per server),
Thousands of users working concurrently on a scalable Load-Balanced architecture,

Single Enterprise Portal to access al your TSplus servers,

Ability to assign one or severa Application Server(s) to users or groups of users,

Load Balancing and Failover support included.

The Possibility to add an extra-layer of security with the TSplus 2FA Add-On.
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Activating Y our TSplus License (Online)

L ocate the Administrator Tool on your desktop :

o

¢ If you cannot find the admin tool shortcut, it should be located in the desktop folder on the administrator account
used to download TSplus. Y ou can aso find the TSplus folder on this path: 'C:\Program Files
(x86)\T Splus\UserDesktop\files.
Double-click onit, then click on the license tab.

Here you can see the status of your TSplus license, as well as your Computer ID and Computer Name:

T TSplus - Administration Console - 15 - x
Expert Mode

a2 REMOTE
Hep TN -

Activate your License
Buy now
Rehost an existing license

Refresh your License
License Status

Trial License : 14 days remaining. 5 users,

Computerio: | wwm |

Computer name: DESKTOP-OVTIFVE

Editions
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Activate your licenses on an online TSplus

server

When you order alicense, connect to our Licensing Portal and enter your Email Address and your Order Number:

Licansing Management App S
Customer Portal - Get vour Licanse
Pisa Type your am
F pe your Crder Mumber specibed in the oider o hon email
Hy ¢ SEWETAl ONoers, Sy ONOET PUm iy
BN =
Download the Customer Portal User Guide for more information about how to useiit.
Y our activation key will be displayed at the top of the dashboard:
Licensing Management App  Home  Oroers Logout
| Your sclivation key is: MAGR-
Application  Numérs de Série | Jours  Utilisateurs  Edition NHumeére de Date Support?  Actlons
Computer Commangds
TSplus F30 - 3 Emerprise 11408 2020-1- _— =
a7 = vor Diéiails
TEplus FB5 - 10 Enlerprise  JWT13 2019-05- _— -
28 . vor Dt
TEpIS P24 25 Entenprise  JWT18 2018-10- B
18 x Dtsts:
TEplus FEE 10 Enferprise  JWT17 201709 &
] b
25 i TH
TEpls P2 - 5 Enfemprise  JWT18 201609 = B
3o 1 vor Ditails

Y ou can then go to the License Tile of the AdminTool, click on the "Activate your License" button, enter this activation

key and click on “Next” .
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us - Administration Console - | —
T5plus - Administration C le-13 X

é%ExperlMode
IRIREMOTEACCESS () v .

L

(@57 | Activate your License
.E Buy now
Rehost an existing license

(:) Refresh your License

License Status

@H Trial License : 14 days remaining. 5 users.

B compuero: [ www ]

[ computer name: DESKTOP-QVTIFVE

Editions

@z License Activation

License Activation

Please enter your Activation Key:

You will find your Activation Key in our order confirmation email
Please contact Support should you require any help activating your license.

Youwill get alist of all the available licenses/supports assigned to this activation key, i.e. all licenses/supports not
activated yet:
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License Activation

Please select the license(s) you want o activate on this computer;
TSplus

[ TSplus Enterprise edition - 5 users
O No Updates/Support
) Update/Support services for TSplus Enterprise edition - 5 users - 3 years

TSplus Advanced Security
[ TSplus Advanced Security Ultimate edition
The licenses listed above are all the licenses currently available for activation on this computer.

If you have purchased multiple units, only one will be displayed in this list for this computer, and you
will be able to activate the other units on other computers.

€ Back MNext ¥

Check one or moreitems and click on the “Next” button. Please note that you can activate several products at the same
time by checking several products/support!

License Activation

Your license has been activated!
« TSplus Enterprise edition - 5 users
= Update/Support services for TSplus Enterprise edition - 5 users - 3 years
+ TSplus Advanced Security Ulimate edition

Thank you for your business!
You can now safely close this window.

All your products/support are now activated (in this example, both T Splus with support and TSplus Advanced Security
have been activated at once).
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License Status

@E Permanent license activated. - Enterprise edition - Unlimited users
@l Computer ID: 2222
D_ Computer name: DESKTOP-F304H4!

D—l End of support date: 5/14/2023

License Status

@3  License Activated - Ultimate Protection edition
E] COMPUTERID 2222

@ Computer name: DESKTOP-F304H41

Refresh your License Data by clicking on the corresponding button at the bottom of the page, it will synchronize
information with our Licensing Portal:

@53 Activate your License

(:) Refresh your License

Licensze ot

License has been synchronized with licensing portal

0K

N.B: You can till download license.lic files on the Licensing Portal for TSplus Legacy Versions. Download the
Customer Portal User Guide for more information about how to useit:
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Activating Y our TSplus License (Offline)

Retrieve your Activation Key

When you order alicense, connect to our Licensing Portal and enter your Email Address and your Order Number:

Licensing Management App

Customer Portal - Get your License

Licmpin B rry st Portal

Ipecite = G
H i) s MADE SEweral Ooers, any CIoET RUm S will

Huppoe

Download the Customer Portal User Guide for more information about how to use it.

Y our activation key will be displayed at the top of the dashboard:

Licensing Management App  Home  Oroers
| Your aclivation key = NAGR-
Application  Numérs de Série | Jours  Utilisateurs  Edition Numére de Date
Computer Commands

TSplus B30 - 3 Entemprise 11408 2020-1-
27

TEplus F&E - 10 Enterprise  JWT 19 201905
25

TEplus P24 - 25 Enfenprise  JWT18 2018-10-
18

TEpls PEE 10 Enfenprise  JWT17 201709
25

TEpls PiEZ - 5 Enfemprise  JWT1E 2016409
30

Suppon?

i§ Vor

= Ve

LOgout

actions

L ocate the Administrator Tool on your desktop
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he

If you cannot find the admin tool shortcut, it should be located in the desktop folder on the administrator account used to

download TSplus. You can aso find the TSplus folder on this path: 'C:\Program Files (x86)\T Splus\UserDesktop\files'.

Double-click on it, then click on the license tab.

Here you can see the status of your TSplus license, as well as your Computer 1D and Computer Name:

TU TSplus - Administration Console - 15

a2 REMOTE

Activate your License
Buy now
Rehost an existing license

Refresh your License
License Status

Trial License : 14 days remaining. 5 users,

Computerp: [ ]

Computer name: DESKTOP-QVTIFVE

Editions

Help

*

Expert Mode

Activate your licenses on an offline TSplus server

Click on the "Activate your License" button. A popup appears and displays a quite long URL address.

Copy this URL on an internet-connected computer browser and access it in order to retrieve alicensefile:
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@z License Activation

License Activation

Copy activation URL |hﬂp5:f"f’licen5eapi dl{iles.comlicensing/activation/start/d 7cbcf S04fbabea 3cf60F 2d 78584259244 7851 228518421 cof Befd BdD

(@53 Activate your license

Enter your Activation Key:

& hpplication de Gestion des Licer 2 =

<« [&] & licenseapidi-files.com/licensing/activation/start/dTcbcfa04fbabealclo0f2dT856429924d78512.. 8

Licensing Management App

License Activation

Please enter your Activation Key:

PN 0 M 0 - K,

You will find your Activation Key in our order confirmation email,
Please contact Support should you reguire any nelp activating your license.

MNext »

Your license is then validated. Download the license file by clicking on the corresponding button:

© TSplus - www.tsplus.net

30



TS

RPLUS

REMOTEACCESS

TSplus Remote Access - Documentation

A% hpplication de Gestion des Licen ¥ =+ - . "
<« C @ licenseapi.di-files.com/licensing/activation,/start/dTcbcfa04fbabealcfo0f2dT856429924d78512.. & o
Licensing Management App
License Activation
Your license has been activated!
+ TSpius ENlerprise edition - 5 Users
* Update/Support services for TSplus Enterprise edition - § users - 3 years
« TSplus Advanced Security Uimate edition
Thank you for your business!
You can now SE.TE'!Y close this window.
Downiload Licensa file for Offine Activation
This license file must then be copied back to the server in order to finish the offline activation process:
Sereenshotn4.7 type unknown
@7 Please locate your licenselic file X
&« v ‘ > ThisPC » Downloads N J Search Downloads el
Organize + MNew folder ==+ [H o
# Quick access " MName Date modified Type Size
I Desktop -+ | &gl jre-8u191-wind... 11/16/20184:35PM  Application 1,846 KB
3 Downloads - "I license_P6B_OF...  8/11/2020 1:02AM  LIC File 1KB
Documents * B Setup-Remote..  5/3/2020 2:02 AM Application 6,003 KB
"' Setup-TSplus-5...  9/10/2020 12214 PM Application 4,197 KB
[&] Pictures - o -
{15 UpdateRelease 9/3/2020 2:28 PM Application 685 KB
[ Desktop v
File name: | license_PEB_OF "|
Open | | Cancel |
A message will confirm that your license was retrieved succesfully:
License Activation >

o License retrieved successfully

oK
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Y ou will then have to select the corresponding licenses / support to activate and a message confirming that all your
products/support are now activated.

N.B: You can still download license.lic files on the Licensing Portal for TSplus Legacy Versions. Download the
Customer Portal User Guide for more information about how to useit:

License Activation

If you are using a recent version of TSplus then license activation is very easy:
« Open TSplus AdminTool
= Click on the "License" tab
= Click on the "Activate your license" button
= Enter your Activation Key: 6BAP-

Legacy License File

If you are using a legacy version of TSplus then you will need a license file to activate your
product.

Please only do this for:
+« TSplus version 12 or lower
« TSplus Long Term Support (LTS) 12
= TSplus Long Term Support (LTS) 11

Serial Number:

P00 000 000
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Rehosting Y our TSplus License

Online Activation
Online Activation is authorized once a month.

On the new server Go to the "License" tab Click on "Rehost an existing license"

T TSplus - Administration Censole - 15,

o2 REMOTE

Activate your License
Buy now
Rehost an existing license

Refresh your License
License Status

Trial License : 14 days remaining. 5 users.

Computer ID: .

Computer name: DESKTOP-QVTIFVE

Editions

x

Expert Mode

English -

Help

Enter your Activation Key:

@3 License Rehost

License Rehosting

Please enter your Activation Key:

XK -HXHKAK XK -HXKK

You will find your Activation Key in our order confirmation email.
Please contact Support should you require any help rehosting your license.

Select the initial Computer you want rehost.
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@3 License Rehost

License Rehosting

Please select the initial Computer you want to rehost from:
==, - DESKTOP-i 18

This is the original Computer, which you want to stop using.
Please contact Support should you require any help rehosting your license.

Confirm rehost

@3 License Rehost

License Rehosting

Are you sure you want to rehost your existing licenses to this new computer?

Please note:
- Rehost can only be done once every 6 months.
- Rehost cannot be reverted and will disable your licenses on the previous computer after a grace

period of 15 days.

4 Back Rehost &

Y our license rehost is finished.

@3 License Rehost

License Rehosting

Your licenses have been rehosted!

You can now safely close this window.

Wait afew moments for your AdminTool to synchronize until the window appears.
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License o

Your permanent license has been successfully activated!
Permanent license activated. Enterprise edition. Unlimited users.

Permanent license activated.

Congratul ations on your license has been successfully activated!

Offline Activation
Offline Activation can aso be done for rehosting licenses.

When the server does not have Internet access, the 'rehost an existing License' button will present the offline rehost page:

@3 License Rehost — X

License Rehost

Copy rehost URL

@ Refresh your license

The processis the same as Offline Activation.
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Activating your support license

The 15 version of TSplus introduced a new and easy way to handle your annual support contract.

The support services include our worldwide Ticket/Email support service, Forum access, license rehosting, FAQ and
tutoria support.

The Update Services include the delivery of Update codes, the right to install and to use any new release, patch and
updates.

We areinvesting every day to enhance TSplus and to fix al known issues. So, we recommend all our customers to keep
their TSplus installation updated. The annual feeis not expensive and is available on our Store Page.

Step One

L ocate the Admin Tool on your desktop :

o

Emin o0

Double-click on it, then click on the license tile.
¢ |If you cannot find the admin tool shortcut, it should be located in the desktop folder on the administrator account
used to download TSplus. Y ou can aso find the TSplus folder on this path: 'C:\Program Files
(X8B)\T Splus\UserDesktop\files.

Click on the License tab Y ou can now see the serial number:

Step Two

Click on the "Activate your license" tile and enter your Activation Key
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TU TSplus - Administration Censole - 15.2 - X

%B(perlh!ode
IR REMOTEACCESS Dber -

@}‘—,I Activate your License

(:) Refresh your License
License Status

@h Permanent license activated. Enterprise edition. Unlimited users.

€| Computer ID: — b

E Computer name: DESKTOP-QVTIFVE

EI_l WARNING: No support plan has been activated for TSplus

Editions
@ System Edition @ Maobile Web Edition
@ Printer Edtion @ Enterprise Edition

Step Three

Then select "Extend Support period”:

@3 License Activation - *

License Activation

Please select the license(s) you want to activate on this computer:
TSplus
] TSplus Enterprise edition - Unlimited number of users

(O No Updates/Support

@® Update/Support services for TSplus Enterprise edition - Unlimited number of users
-3 years

The licenses listed above are all the licenses currently available for activation on this computer.
If you have purchased multiple units, only one will be displayed in this list for this computer, and you
will be able to activate the other units on other computers.
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@3 License Activation

License Activation

Your license has been activated!
- TSplus Enterprise edition - Unlimited number of users

years

Thank you for your business!
You can now safely close this window.

- Update/Support services for TSplus Enterprise edition - Unlimited number of users - 3
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Updating T Splus Remote Access

Our development team is working on adaily-basis to ensure the stability and compatibility of TSplus with the latest

versions of Microsoft Operating Systems and the latest Updates.
We are proud to provide you with new features and enhancements every week.

Thisiswhy it is recommended to keep your server up to date.

By subscribing to our annual Support and Updates Services, you will have access to the latest Updates and bug fixes.

In order to see which TSplus version you have and update it:

¢ You can check the status of your TSplus rel ease on the Home tab of your AdminTool:

1 HoME

[ AppuicaTioNs
(Sh PRINTER

& wes

B rarm

2, SESSIONS
Q\ SYSTEM TOOLS
81 ApvanceD
{7p ADD-ONS

(@57 LICENSE

Tl TSplus - Administration Console - 14.80.11.24

sz REMOTE

L]

Computer name: DESKTOP-OVTIFVE
Private IP 192,
PublicP 176.7%
RDPport 3339 4"

Connedtions: 1

Q Session Manager

System Audit - No issues found on
Version 14.80.11.24 - Version 15.10.12.9

Permanent license activated. Enterprise edition. Unlimited users.

© O|le|o

End of support date: 2024-12-10

English

®

http://flocalhost
= T

The built-in HTTP server is listening on port 80

The HTTPS server is listening on port 443

Read changelog

Help

e You can then click onit. Since TSplus 11.50 version, the AdminTool automatically downloads...:

TA Update Release

Downloading Update Release...

100 %

...and applies the Update Release program when requested:
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Update Release

The download of UpdateRelease.exe program has been completed,
It has been saved in: ChUsers\admintDownloads

Would you like to apply it now?

Yes No

e Since TSplus 11.40 version, you will have the choice to install TSplus Advanced Security, our powerful Security
Add-On, inits Ultimate trial version (All Security features free to use for 2 weeks) to your TSplus system:

Update TSplus Advanced Security

An update is available for TSplus Advanced Security (version 6.0.12.6).
Would you like to apply it now?

You still can download it viathislink: Update Release and apply it manualy.
The Update Release program is designed to keep your current TSplus settings safe.
It is not required to reboot after Update; however we do recommend to do so.

If you have not subscribed yet for TSplus Update/Support services, or if your subscription has expired, you will not be
able to run the Update Release program:

IE‘:I T5plus Update Release program 13,10 — Y

Welcome to TSplus REMOTE
Update Release program 15.10

This program keeps your existing settings and license. it will update your programs.

Prior to continue make sure that all user sessions are terminated.
Only customers under a valid support/Update service are allowed to apply this program.

TSplus: click Mext to continue. Mext = Exit >
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@ T5plus Update Release program 15.10 = >

Update License
Did you get the right to run this Update program?

We are investing every day to enhance and to updating the software.

The right to install and to use any new release is granted by a valid software insurance.
Each Update is requiring the subscription of our annual Update/Support services.

ff not et done, you can subscribe it, or renew it now.

(®) | agree with the above terms and conditions ()| do not agree

Mext = Exit >

In such case, we advise you to place your order on our Store Page.
Y ou will receive back the proper information to download your support.lic file. Activating your Update/Support services
is an easy process described here.

When the update is finished, areboot is required:

&> Update - TSplus version 1310, —

Completing the TSplus Update
Wizard

To complete the update of TSplus, you must restart your
computer, Would you like to restart now?

@ Yes, restart the computer now
(Mo, I wil restart the computer later

For versions prior to v14, just for specific requirements, the TSplus Support team can deliver an Emergency Update code
which will unlock the Update Release program.
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@ TSplus Update Release program 12.60 — X
Welcome to TSplus TSHi S

Update Release program 12.60

The Support/Update service is not subscribed or renewed on this system.
Please subscribe it now or contact us for more information.

In case of emergency, our suppart team can create for you an Update Code.

Emergency Update Cade: ||

TSplus: click Next to continue. Mext = BEit >
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Upgrading your TSplus version

If you want to update your current version of TSplus, in order to add more users or more features, register in your license

portal.

Licenses
Software Serial Number / Days Users Edition Order Number Date Support  Actions upgrade Comments
Computer ID
TSplus Remote - 5 Enterprise 2022-09-13 = = w Upgrade -
Access View Details license @ Edit

Select your choice of upgrade and click on " Buy for™ to continue on our store.

Upgrade license TSplus assigned to computer

License Detail

5 Users Enterprise Edition Update and Support Services
Users Edition
10 System
Desktop
5 10 25 unlimited Mobile Web
@® Enterprise

Price includes Update and Support Services for the remaining period.

< Back

After your purchase, the update will be instant and visible on your license portal.

On your server, click on the " Refresh your license" button in the AdminTool > License tab.
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Securing a TSplus server

Overview

Securing any server is anever-ending story where every expert could add another chapter.

TSplus benefits from and is compatible with existing security infrastructure in a company (Active Directory, GPOs,
HTTPS servers, SSL or SSL telecommunication systems, VPN, access control with or without ID cards, €tc).

For customers who want to easily secure their servers, TSplus offers a set of simple and effective ways to enforce good

levels of security.

Changing the RDP port number and setting up the firewall

With the AdminTool, you can select a different TCP/IP port number for the RDP service to accept connections on. The
default oneis 3389.

Y ou can choose any arbitrary port, assuming that it is not already used on your network and that you set the same port
number on your firewalls and on each TSplus user access programs.

TSplusincludes a unique port forwarding and tunneling capability: regar dlessthe RDP port that has been set,
the RDP will also be available on the HTTP and on the HTTPS port number!

If users want to access your TSplus server outside from your network, you must ensure al incoming connections on the
port chosen are forwarded to the TSplus server. On the Home tab, click on the pencil button next to the "RDP Port":

Lite Mode
sz REMOTE
Help English
i HomE
[ apruicaTioNs Q @
@ PRINTER Computer name: DESKTOP-QUTIFVE http://localhost
Private IP 192,
. =
@ WEB PublicIP 176,
RDPport 3389 The built-in HTTP server is listening on port 80
FARM Connections: 1 The HTTPS server is listening on port 443
E T Tsplus X et
[} Session Ma
2, SESSIONS Enter a part number
B3sa B
% SYSTEM TOOLS @ System Audit - Mo issues foun, Cancel
83 ApvANCED
(&) version1s “You are using the latest version Read changelog
¢ ADD-ONS
@ Permanent license activated. Enterprise edition. Unlimited users.
(@7 LICENSE
() End of support date: 2024-12-08
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Server side security options

The AdminTool allows you to deny access to any user that is not using a T Splus connection program generated by the
administrator. In this case, any user that would attempt to open a session with any Remote Desktop client other than the
TSplus one (assuming he has the correct server address, the port number, avalid logon and a valid password) will be
disconnected automatically.

Theadministrator can decidethat only members of the Remote Desktop User group will be allowed to open a
session.

Theadministrator can decidethat a password is mandatory to open a session.

Through setting the applicable local Group Poalicy, the administrator can specify whether to enforce an encryption level

for all data sent between the client and the remote computer during a Terminal Services session.
If the status is set to Enabled, encryption for all connections to the server is set to the level decided by the administrator.

By default, encryption is set to High.

Theadministrator can also set asarulethat only userswith a T Splus connection client will be able to open a
session.
Any incoming access with a standard RDP or aweb access will be automatically rejected.

Sessions Permissions

Y ou can find multiple advanced security options if you click on the Sessions - Permissions tab:

T TSplus - Administratien Console - e

Lite Mode

sz REMOTE

Help English

1A HoME

Session Management settings
[ appucations

Session Opening Preference

(h PRINTER
© wes
B rarm

Session prelaunch configuration

Open Files on Client Side

o
SESSIONS
= Open URLs on Client Side

K SYSTEM TOOLS

8 Apvancen Hide Disk Drives
47p ADD-ONS Contextual menu
@h LICENSE Permissions

Client Generator
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T TSplus - Administratien Console - 4

Lite Mode

2 REMOTE

Help English

1t HOME

Microsoft Remote Desktop Client Restrictions

@ Allow access from RDP client for everyone
[ AppucaTiONS
O Allow access from RDP client for Admins only

@ PRINTER O Deny access from Microsoft RDP client
|:| Deny access from Qutside (only LAN)
® wes
Server advanced security options
& FARM |:| Limit access to the members of Remote Desktop Users
|:| Encrypts end-to-end communications
& SESSIONS [] Block all incoming access to this server
|:| Disable UAC and enhance Windows access
& SYSTEM TOOLS Allow Windows Key
] Allow only users with, at least, one assigned application
5:‘? ADVANCED Allow CUT/PASTE within a session

¢ap ADD-ONS
‘Web Portal Access Restrictions

@ LicENSE ® Mo Restriction
(©) Web Portal Access is mandatary for everyone
() Web Portal is mandatory, except for Admins

|:| Prohibit the Web Portal for Admins accounts

Allow access from Microsoft RDP client for everyone: Allows every user to connect using mstsc.exe.

Allow access from Microsoft RDP client for Admins only: Allows only Admins to connect using mstsc.exe.
Deny access from Microsoft RDP client: Prevent anyone to be able to connect using mstsc.exe.

Deny access from Outside: It means that only private IPsfrom LAN will be able to open a session.

Limit accessto the members of Remote Desktop users: Thislimit applies only to thislocal group of users
(which you can see by clicking on the Users and Groupsttile.

Encrypts end-to-end communications: High Encrypts client/server communication using 128-bit encryption.
Use this level when the clients accessing the terminal server also support 128-bit encryption.

Block all incoming accessto thisserver: All alive sessionswill remain active, while al incoming connections
attempts will be blocked. Make sure that you can physically access the console of the server if you check this
box. Do not use this option if your server is hosted on a Cloud environment.

Disable UAC and enhance Windows Access: Deactivates the User Accounts Controls, remove all unwanted
security pop-ups from Windows. users limitation (messages) while launching applications.

The" Allow Windows Key" box alow the use of the Windows keys and combinations inside a TSplus session.

o Allow only userswith, at least, one assigned application: User with one application and more are allowed to

open asession.
Allow CUT/PASTE within a session: unchecking this box will disable the CTRL C/CTRL V commands

Web Portal Access Restrictions

No Restriction

Web Portal is mandatory for everyone: users can only connect via the Web Portal.

Web Portal is mandatory, except for Admins: users can only connect via the Web Portal, except Administrators.
Prohibit the Web Portal for Admins accounts: Administrators cannot connect via the Web Portal.

Hiding the server disk drives.

The AdminTool includes atool that enables hiding the server disk drives to prevent users from accessing folders through
My Computer or standard Windows dialog boxes. On the Sessions tab, click on "Hide Disk drives' :
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T} Tsplus - Administration Conscle - -
;[L% REMOTEACCESS - E%r:neuode
Rt HOME

[ AppucaTiONS

(Sp PRINTER
® wes
B rarm

2 SESSIONS
ek SYSTEM TOOLS
8% Apvancen
{7p ADD-ONS

(@57 LICENSE

@ Session Management settings
[7]  session Opening Preference

+ Session prelaunch configuration

D Open Files on Client Side

=2 Open URLs on Client Side

{5)  Hide Disk Drives

=<  Contextual menu

= Permissions

(9 client Generator

Thistool works globally. This means that even the administrator will not have anormal access to drives after the settings

have been applied. On the example below, al drivers have been selected with the "select all" button, which will check all

the boxes corresponding to drives that will be hidden to everybody:

Notes: Thisfunctionality is powerful and does not disable the access to the disk drives. It just prevents the user to

display it.

Tl Hide server drives >
Drisks

A\ N:\ | selecan |

B, (o)

o P, Unselect all

D\ & Reset

En R,

F, 54

G T,

H:, L,

R WY

I, WY

K xh

L ¥,

B, ,

Selected drives will be hidden, unselect to
unhide. a Apply
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Thetool flags the disks drives as hidden, but it also adds the HIDDEN property to the entire root folders and userslist in

Document and Settings.

If the administrator wants to see these files he must:

1. Typethedisk drive letter. For example: D:\ which will take you to the D: drive.
2. Turnon SHOW HIDDEN FILES AND FOLDERS inthe folder view properties.

Administrator Pin Code

The Administrator can secure the Administrator Tool access by setting a pin code which will be asked at every start, on

the Advanced tab of the AdminTool, under the Product Settings:

Ry HOME

[ arppucarions
(Ch PRINTER
& wes

B rarm

2, sEssions
% SYSTEM TOOLS
§83 Apvance
{7» ADD-ONS
(@57 LICENSE

TSs=

Remote Access Management Console

Backup / Restore your Server Parameters

Advanced Settings

"4, Product
1 security
Session

Name Ti TSplus - Edit Setting
Administrator pin code
Use RDS role

AdminTool background col

Administrator pin code

Description:

AdminTool Language

AdminTool will ask for a password if this value is not empty.

Value:

[1234

Cancel

TSplus Advanced Security Ultimate

Since TSplus 11.40 version, you will find a one-of-a-kind Security Add-on Tool, which you can launch on the Add-Ons

tab:
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T TSplus - Administratien Console

Rt HOME
[ AppucaTiONS

PRINTER

B &
z

SESSIONS

SYSTEM TOOLS

ADVANCED

ADD-ONS

@ =B L D

LICENSE

TS REMOTEACCESS

() Help English

L, Lite Mode

o

TSplus Advanced Security - Protect your server

Protect your server from brute-force attacks and foreign intrusions.
Block ransomwares before they destroy your files.
Restrict users access and lock them in a highly secured environment.

Two-Factor Authentication - Confirm your users’ identity

Passwords can be lost, stolen by phishing attacks, and very often they can even be cracked in a matter of minutes,
Twao-Factor Authentication solves this problem simply and effectively, and provides an additional security layer - sending a code to
the user mobile device,

Tsplus Remote Support - Remotely connect to your dlient PCs and provide instant assistance

A secure, web-based screen sharing and remote control salution designed for today's flexible support teams.
Securely connect to remote computers, take control of their mouse, access files and applications, and troubleshoot problems.

TSplus Server Manitoring - Monitor your server

TSplus Server Manitoring helps to optimize software resources and to reduce unnecessary costs.
Give facts and data about server usage (CPU, Memory, |/, Disks).
Track changes, resources usage and events with real-time email alerts.

Which brings powerful features, documented on this page.

W TSplus Advanced Security

i HoMmE
Os EVENT VIEWER

HOMELAND
BRUTEFORCE

IP ADDRESSES
PERMISSIONS
WORKING HOURS

SECURE DESKTOPS

¥ o0 oKX ae

[ enoroints
&) ransomware
8% sermines
(O]

LICENSE

TSplus Advanced Security - Ultimate Protection

Keep threats away from your Windows system.
Prevent, protect and fight cyber attacks.

@ 21 0d 16:52:53 @ Alogon request has been granted for user WIN-A1L00CNOESE\Laura because WIN-A1LODCNOESE\Laura is whitelisted

2oateszsy [

enabled for this user

A connection has been authorized for user WIN-ATLOOCNOESG\Laura from computer because this feature is not

21 0d 16:52:53

for WIN-A1LOOCNOESE\Laura

+¢ Mo session configuration was applied to user's session WIN-A1LOOCNOESE\Laura because the feature is not enabled

21 0ct 16:52:53 }".; Mo session configuration was applied to user's session WIN-A1LOOCNOESE\Laura because the user is whitelisted

QO O

21 Oct 16:52:36 |2| Protection against Ransomware is up and running

@
@
@

English

System audit - No issue found on 10/21/2019 5:0%:36 PM

Version 4.3.10.16 - You are using the latest version

Trial License 10 days - Ultimate Protection edition

The Brute-Force Attacks Defender role on the Web Portal is described on this page.

Two Factor Authentication

Since TSplus 12 Version, you can enable two-factor authentication as an add-on for your TSplus Web Portal.
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Protect your account with 2-step
verification

Display the verilication code using an authentication app

1. Open the authenticator app on your mobile phone
2. Scan the QR code displaved below:

or recelve your verification code via SMS

1. Type your phone number below, -.r;inq the international
phone numbers format (&.9. +14155552671 )¢

2. Click Send SMS button to register your phone number and
receive wour verification coda.

| Receive M5 |

Validate your verilication code

validate |

More information on this amazing new feature can be found on this page.

SSL Certificates

SSL Certificates process is detail on these pages:

- TSplus provides an easy-to-use tool to generate of afree and valid SSL certificate: Free and Easy-to-install SSL
Certificate

-HTTPS & SSL Third Party Certificates.

- Choose your Ciphers Suites to enhance Security.

T Splus access program security options:
The TSplus client generator gives the capability, on its Security tab, to lock the TSplus client to:
o A specific PC name. It means this program will not be able to start from any other PC.

¢ A physical drive serial number (PC HDD or USB stick). Thisisavery easy and powerful way to set ahigh level

of security.
The only way to connect is with a specific client, and this specific client can only start on a specific USB stick or
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PC HDD.

Some of our customers are delivering fingerprint-reading USB sticks to each of their users and each generated
program is locked to the device seria number.

Thisway, they can restrict access to the client's program itself, as well as ensuring it cannot be copied off the
USB stick and used elsewhere.

- R
Windows Client Generator
General Display Remote Deskiop client Local resources  Program  Securty  Load-Balancing
Advanced client security options
[ Lock it on PC name [ Lock it on serial number
| DESKTOP-204350 | [1961331729) |
Time limit: Disable this generated client after some days for exemple 15 days)
Mumber of days from the first use date of this generated client
[] Deny user from =aving credentials Enable 2FA
[] save usemame only
[ Encryption V2
Advanced connection options
[] Use the targsted server as a Remote Deskiop Gateway (RDG) to encrypt data transfer
Flease be sure to use the specified server’s Domain Name instead of its IP address. Also be sure the
server has a valid S5L/TLS certfficate installed.
Cliert location: |C:\Llsers\admin\Deslclop | Browse
Create Client
Cliert name: |John-44.cnnnect |

For more security feature informations, check T Splus Portable Client Generator documentation and our FAQ.
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Long Term Support versions

Customers who have subscribed to TSplus Support & Update Services and are not interested in TSplus | atest features
and improvements can install aTSplus LTS (Long Term Support) version.

TSplus LTS (Long Term Support) version extends the period of software maintenance; it also reduce the frequency of
software updates to reduce the risk, expense, and disruption of software deployment, while promoting the dependability
of the software.

Moreover, TSplus LTS (Long Term Support) does not receive any new features.

TSplus lifecycle

TSplus standard versions are published quite often and the latest rel ease is aways the best solution available to our
customers: all known bugs are fixed and new features are available very often.

A new major TSplusversion isreleased at the start of every year: TSplus 11 in January 2018, TSplus 12 in January 2019
and so on, as shown in the diagram below.

1()\2 1()10 10'11

2 = = >

TSplus LTS 11

TSplus LTS 12
TSplus LTS 14

Starting January 2019, TSplusis also availablein aLong Term Support version, named "LTS". Every new major
version, TSpluswill publish astable LTS version of the previous version which will be supported for 2 years.

Benefitsand Limitations of TSplusLTS

TSplus LTS has several benefits:

o No updates except for security fixes and Windows updates compatibility
¢ No changesin behavior and no changes in features when you update

o Lessrisk when updating between two minor versionsof agiven LTS

e Supported for at least 2 years

TSplus LTS a'so has limitations and constraints:
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o Customer must purchase Support & Update Services (alicense cannot be activate without active Support &
Update Services)

o No new features at all (compared to TSplus standard version which constantly receives alot of updates and new
features)

We recommend our customers to use TSplus standard version to benefit from our state-of-the-art solution.

TSplus LTS Links

TSplus LTS 15 (supported from 2023-01 to 2025-01):

¢ Changelog
e Setup (to install TSplus on anew server)

o UpdateRelease (to update an existing TSplus installation)
e LTS15 Documentation

TSplus LTS 14 (supported from 2021-12 to 2023-12):

e Changelog
o Setup (toinstall TSplus on anew server)

¢ UpdateRelease (to update an existing TSplus installation)
e LTS14 Documentation

TSplus LTS 12 (supported from 2019-12 to 2022-12): End Of Support.

TSplus LTS 11 (supported from 2018-12 to 2021-12): End Of Support.
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Server Management

On the Home tab of the AdminTool, you can see al the needed information about your TSplus server:

T TSplus - Administration Console

TS Remote Access Management Console
At HoME
[ ApruicaTioNs g @
(Sh PRINTER Computer name:  WIN-A1L00CNOESE http:/Alocalhost
Private IP 132,168,
= = B |
© wes PublicIP 78,193,
RDPport 3388 4 The built-in HTTP server is listening on port 80
B rarm Connections: 1 The HTTPS server is listening on port 443
o Q Session Manager
2, SESSIONS
Ek SYSTEM TOOLS () system Audit - No issues Tound on 1/7/2020 4:27:20 P
ADVANCED
@ @ Version 12.60.1.4 - You are using the latest version Read changelog
{7 ADD-ONS
@ License Activated - Enterprise edition - Unlimited users
(@57 LICENSE

End of support date: 7/11/2022

Help
English

Changing the RDP port number and setting up the firewall

With the AdminTool, you can select a different TCP/IP port number for the RDP service to accept connections on. The
default oneis 3389. Y ou can choose any arbitrary port, assuming that it is not already used on your network and that you
set the same port number on your firewalls and on each TSplus user access programs.

TSplusincludes a unique port forwarding and tunneling capability: regardless the RDP port that has been set, the RDP
will also be available on the HTTP and on the HTTPS port number!

If users want to access your TSplus server outside from your network, you must ensure al incoming connections on the
port chosen are forwarded to the TSplus server.
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T8 1Splus - Administration Consol - s
TS REMOTEACCESS e
PLUS (2) Help English -
Rt HoME
[ AppucaTiONS g @
@ PRINTER Computer name: DESKTOP-QVTIFVE http://localhost
Private [P 192,k ]
@ WEB PublicIP 176,557 P o O
RDPport 3389 The built-in HTTP server is listening on port 80
& FARM Connections: 1 m TSplus % The HTTPS server is listening on port 443
[o} Session Ma
2 SESSIONS Enter a part number
B3se =
&, svsTemTooLs @) system Avit - Ho issues foun —
ADVANCED
£§; @ Version 15 & -You are using the latest version (1) Read changelog
{7p ADD-ONS
@ Permanent license activated, Enterprise edition, Unlimited users.
(@57 LICENSE
() End of support date: 20241208
M t of users and sessions
The session manager is located right below the RDP port:
= X

'm TSplus - Administration Console - (0

i

TSELUS

{7t HomE

[ appucaTiONs
(Sh PRINTER

@ wes

B rarm

<]

2, SESSIONS

R, system To0Ls
@ ADVANCED
> ADD-ONS

(@57 LICENSE

Remote Access Management Console

-

Computer name: DESKTOP-SCVIIVH

Private IP 192,166.1.22
PublicIP 78,
RDPport 3389

Connections: 1 (o}

System Audit - Mo issues found on 1/28/2019 11:39:01 AM

Version . You are using the latest version

License Activated - Enterprise edition - 25 users

® ® ® 6

End of support date:

English

®

http://localhost

The built-in HTTP server is listening on port 80

4 o

The HTTPS server is listening on port 443

() Help

You can display your server's task manager, and you have the possibilities to active aremote control, disconnect, logoff

orsend a message to your users.
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-
User Sessions
ID  User Domain Status Session Client Name Client Address
1 Administrator Active Console
2 john Active ROP-Tep#0 ADMIN-PC 192.1681.212
3 julia Mctive RDP-Tcp#l DESKTOP-PRDBQTZ  192.168.1.244
’ Remote Control ] ’ Disconnect ] ’ Logoff ] ’ Send Message... l

Y ou can activate the remote control via a remote session with an admin account on the following Operating Systems:

e Windows Server 2008 R2

e Windows Server 2012 R2

e Windows Server 2016

e Windows Server 2019

e Windows7

e Windows8.1

e Windows 10 pro and above

On Windows XP, 2003, Vista, and 2008 there is no remote control button.

On Windows 2012 and 8 a message appears advising you to update to 2012 R2 or 8.1.

When you activate the remote control for a user's session, this message appears, indicating the keyboard shortcut to end

the session:

Session Manager

-l .,-I keyboard, plus the Chrl key,

(Ctrl + * to end the session)

'0 To end this rermote control session, press the ¥ key on the nurmeric

On the client side, this message appears to accept the remote control:
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admin-PCyAdministrator is requesting to control your session
rernotely,

Do you accept the request?

Y¥es
Y ou can also send a message to your user:
' - X
User Sessions
ID  User Domain Status Session Client Name Client Address
1 Administrator Active Console
2 john Active ROP-Tcp#d ADMIN-PC 192.1681.212

' 1
[#5] Session Manager- Send Message @L‘—"M

Message title:

Message from Administrator

Message:

Hello,

Can you please disconnect your session?

[[Remote ot | [_Dicomeet | [ tooot ] [Send Hessope ]

Message sent on Server Sde
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RPLUS

REMOTEACCESS

¥ Ceskiop folder

| Notepa

B Shared Folder

B test

Hello,

Can you please disconnect your session?

Message appearing on Client Sde

The Users and Groups tab allows you to add/edit or delete users.
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T TSplus - Administratien Console - 15.

X

J2 REMOTEACCESS

Rt HOME
@ Services

[ AppucaTiONS

2% Users and Groups

(Ch PRINTER
© wes QW Server Properties

P

‘Windows System Toolkit

B rarm

2 SESSIONS Local Group Policy Editor

& svstem 0015 Event Viewer

@

8% Apvancen
{7p ADD-ONS

(@57 LICENSE

) Reboot the server

() Help

% Lite Mode

English -

See this documentation for more information.

¢ With the Session Management Settings (GPO) tab, you can set various connection settings for each session and

user:

T TSplus - Administratien Console

- X

TS REMOTEACCESS

() Help

% Lite Mode

English

Rt HOME

]

Session Management settings

[ appucations
m Session Opening Preference

(h PRINTER
© wes

+ Session prelaunch configuration

B rarm
D Open Files on Client Side

O spss
SESSIONS
= G5 Open URLs on Client Side

ek SYSTEM TOOLS

8 Apvance 25 Hide Disk Drives
47p ADD-ONS =< Contextual menu

° Permissions
(@7 LICENSE =

@ Client Generator
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m Session Management and Local Group Policies (GPO) — *

Session Management options

Session Time limit settings

Terminate any disconnected session after &0000 = milliseconds [ never
Maximum time allowed for any user session ] = minutes Mever
Maximum time for any inactive / idle session L = minutes Mewer

|:| All disconnected session will be automatically terminated

User Reconnection options

O Cnly one session per user: The second session will capture the first one
O Only one session per user: The second session will be logoff
@ Multiple session per user: At each logon the user will open a new session

|:| The user must reconnect from the same device

[] on'W10 or 2016 server: To speed up user lagaon, you can disable ‘Per user services’

| Start the Local Group Policies Management Console |

Windows Server 2016 introduced a new "Per user service", which makes services start all processes per users, which
slows the users logons time.
Since TSplus 11.70 release, you can disable per user servicesin order to speed up userslogons.

Services and Properties

¢ The Windows Toolkit is an enhanced control panel, summarizing al the Windows Administration tools.

Tl TSplus - Administration Console - © & - X

TSE0S Remote Access Management Console

Rt HOME
[%]  semices
[ appucations
2% Users and Groups
(Ch PRINTER
@ WEB $$$ Server Properties
& FARM I ek‘ Windows System Toolkit I
2 sessioNs i= Local Group Policy Editor

&, svstem o015 Event Viewer

@

8 Apvance

{7p ADD-ONS

(@57 LICENSE

(:) Reboot the Server
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C\Program Files (x86)\TSplus\UserDesktopifiles\godmode

/A [EH <« Program Files (x86) > TSplus » UserDesktop » files »

Organize «
TSplus
Clients
UserDesktop
files
lego

apilangs

icons

themes
Windows Defender
Windows Mail
Windows Media Player
Windows Multimedia Platform
windows nt
Windows Photo Viewer
Windows Portable Devices

WindowsPowerShell

208 items

MName

~ Administrative Tools (12)

fﬁ-_—"’ Create and format hard disk partitions

fﬁ-_—"’ Defragment and optimize your drives

i’ﬁ-_—“’ Diagnose your computer's memory problems
i’ﬁ-_—“’ Edit group policy

i’ﬁ-_—“’ Free up disk space by deleting unnecessary files
i’ﬁ-_—“’ Manage computer certificates

i’ﬁ-_—“’ Schedule tasks

74 Set up iSCSl initiator

74 Set up ODBC data sources (32-bit)

i’ﬁ-_—“’ Set up ODBC data sources (64-bit)

i’ﬁ-_—“’ View event logs

i’ﬁ-_—“’ View local services

v AutoPlay (3)

@ Change default settings for media or devices

@ Play CDs or other media automatically

@ Start or stop using AutoPlay for all media and devices
~ Backup and Restore (Windows 7} (2)

@ Backup and Restore (Windows 7)

@ Restore data, files, or computer from backup (Windows 7)

L 4

v W @

- You can also launch the "Server Properties” tab to have an overview of the control panel.

Tl TSplus - Administration Console - [ /0700

TSP

Rt HoME
]

[ appucaTioNs

o
=n

(Sh PRINTER

Remote Access Management Console

Services

Users and Groups

@ wes I QW

Server Properties

B rarm

]
2, SESSIONS

& SYSTEM TOOLS

[E]
81 ApvanceD
{77 ADD-ONS
(@57 LICENSE

]

‘Windows System Toolkit

Local Group Policy Editar

Event Viewer

Reboot the Server

- You can see al the services on your server and their status on the Servicestile.
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Tl TSplus - Administration Console -

TSEUS Remote Access Management Console

Rt HoME

I @ Services

[ appucaTioNs

2% Users and Groups

(Sh PRINTER

© wes 080 server Prapetties

E FARM ék Windows System Toolkit
& SESSIONS = Local Group Policy Editar

& svstem 0015 Event Viewer

@

8% ApvanceD

{7p ADD-ONS

(@57 LICENSE

) Reboot the Server

Session Opening Preference

The session opening preference allows you to choose your shell session preference, your logon preferences, the
background color of your sessions, add your own logo and rename it to your liking.

T TSplus - Administration Console

— X

TS REMOTEACCESS

1 HomE

@ Session Management settings

EL, Lite Mode
@ Help English -

[ appucaTiONs

m Session Opening Preference

(Sh PRINTER
4 Session prelaunch configuration
@ we
FARM
3] [ openFiles on client Side
2. SESSIONS
= 5 Open URLs an Client Side

% SYSTEM TOOLS

83 ApvaNCED {S)  Hide Disk Drives
{7 ADD-ONS =< Contextual menu
(@57 LICENSE ‘D_, Permissions

@ Client Generator

By default, on these logon preferences are enabled:

e The"Display progressbar during logon".

¢ "Enable Time Zone Redirection" which enables the client computer to redirect its time zone settings to the
Remote Desktop Services session. If you enable this policy setting, clients that are capable of time zone
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redirection send their time zone information to the server.

T} Session Opening Preference — >

Lagon Preferences
|:| All users have a full Desktop
|:| Display last connected users
Enable Time Zone Redirection

Background Color Preference

Background Logo Preference

Select alogo... Remove logo

Session Name Preference

RDP-Tcp

Save Cancel

You can also set a full Desktop for all your users and get a display the last connected users by ticking the
corresponding boxes. Y ou can customize your users sessions by adding a new Background Color, another logo or none
and use the session name of your choice.

e Since TSplus 11.70 release, you can use T Splus WinXshell as an alternative to the Windows shell.
Following the October 10 Windows Update, administrators allowing their usersto start a Remote Desktop saw
the Windows shell as an issue.
The main problem resides in the session opening/black screen issue when a complete desktop is assigned to
multiple users on Windows 10 and Server 2016.
It provides features and graphical experience smilar to Windows 2016 Windows shell, such as the display of the
2016 Start button and taskbar.
It is especialy useful if you use Windows 10 or Windows 16 Oper ating systems, manage 10 usersor more
and wish to assign them a full desktop.

Backup and restore your server parameters

Y ou can backup or restore your server parameters by clicking on the tile of the same name, on the Advanced tab:
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= e

FL, Lite Mode

English -

Th TSplus - Administration Console -

TS REMOTEACCESS ..

1fAr © Advanced

R HOME
[ appucaTioNs £2)  Backup / Restore your Server Parameters
PRINTER
@ Advanced Settings
© 24 product HName Value
‘WEB
E? Security Administrator pin code Default )
= Session Use RDS role Default (Mo}
& FARM ?L?(km’t A AdminTool Language English
, virtual Printer Contribute to improve product by sending anonymo.., Default [Yes)
= Contextual menu
2 SESSIONS  Logs

T} TSplus - Backup / Restore your Server Parameters b4

ek SYSTEM TOOLS
Backup your Server Parameters

| Backup
8 Apvancen
Restore your Server Parameters
4p ADD-ONS No backup found Restore
(@57 LICENSE

Click on the Backup button to make a backup, which will be dated and added to the list of your restore points:

u T5plus - Backup / Restore your Server Parameters >

EBackup your Server Parameters

EBackup I

Back
Restore your Server Paramet Bt o X

2019-02-07_12-57-36 Restore
Backup completed

The backup file can be found on the C:\Backupparam folder:
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i | = | Local Disk (C)

Home Share View
« ~ i » ThisPC » Local Disk (C) »
B 30 Objects G Name
B Desitop Backupparam
Documents inetpub
* Downloads PerfLogs
¥ TSplus_AdminTool_v12_PREVIEW_1 Program Files
H.l Freebox Server Program Files (x86)
h Music Shared Folder
[&=] Pictures tmp
Users
H Videos Windows
‘i Local Disk () wsession
Backupparam lang
backup-2019-02-07_12-57-36
inetpub
Perflogs
Program Files
Program Files (x86)
Shared Folder ~
Mitems 1 itemn selected

Date modified

2/7/2019 12:57 PM
2/6/2019 5:29 PM
471272018 1:38 AM
11/15/2018 12:08 ...
3/1/2019 2:03 PM
/7720191218 AM
272172019 11:34 PM
11/28/2018 1:13 PM
2/22/201912:47 AM
2/21/201911:36 PM
11/13/2018 816 PM

v @] | Search Local Disk (C3)

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
Cenfiguration sett...

Size

1KB

More information on this documentation.

Reboot your server

The "Reboot the server tab" allows you to reboot your server.

Tl TSplus - Administration Console - © &

TSECUS Remote Access Management Console

Services

Users and Groups

Server Properties

‘Windows System Toolkit

Local Group Policy Editar

Event Viewer

£ vome
B aspucanons =
S e 2
© wes LT
B ram N
2. SessioNs =
& srstemroots B
82 aouance
3 novons
@ UcENsE

B

Reboot the Server
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Session Prelaunch

Access the Session Prelaunch configuration menu from the Sessions > Settings tab of the Admintool, by clicking on the
"Session Prelaunch configuration” tile.

m TSplus - Administration Console - 15.40.3.24 — *

L, Lite Mode
(7) Help English -

TRREMOTEACCESS

ﬁ > Sessions © Session prelaunch configuration

R} HoME

D APPLICATIONS @ Session prelaunch is enabled - dlick to disable + Try prelaunch now

Session prelaunch enables TSplus Administrators to start user sessions at a scheduled time, With prelaunch enabled, users connedt to an
@ PRINTER active session without waiting for it to load on the server,

This feature requires user credentials to be known by TSplus services to open a new session. When enabled, user credentials will be saved
@ WES every time a configured user authenticates through the TSplus Web Portal.

Prelaunch sessions won't work unless the user credentials have been saved and are valid.
B rarm Enabling session prelaunch will automatically apply the following session settings to the chosen users and groups.
Prerequisites

o
2 SESSIONS @ Capture session mode is enabled

ek SYSTEM TODLS () Encugh idle time (>= 2 hours) is allowed for discannected sessions

i:é; ADVANCED @ Disconnected sessions are not automatically terminated

‘EG’ ADD-ONS Users and Groups
User/Group name Always prelaunch Prelaunch before o
2+ Add user or group
@57 LICENSE Users
DESKTOP-13300CE b enjamin No 08:00
Remove
Schedule
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Overview

The session prelaunch feature enables Tsplus Remote Access administrators to configure user sessions to launch before a
scheduled time. Theideaisto prepare and load the session of every configured user ahead of time, so that once a user
connects, they capture their specific session. This can cut connection wait times from minutes to seconds.

Prerequisites

Prelaunch requires multiple prerequisites to be met.

Prerequisites

@ Capture session mode is enabled
@ Enough idle time (== 2 howurs) is allowed for disconnected sessions

@ Disconnection sessions are not automatically terminated

1 - In order to capture a session, captur e session mode must be enabled. This means you won't be able to benefit from
thisfeature if the multi-session configuration is mandatory for your users.

2 - Since the prepared session |oaded ahead of time needs to be present (not logged of) when the user connect and
capturesit, aminimum of 2 hours of idletime for disconnected session must be allowed. Y ou can of course also set
the session settings so that it never logs off a disconnected session.

3 -Since the prepared session is disconnected once loaded to reduce the overall resource usage, the session settings
must be configured not to automatically log off disconnected sessions.

Important note! Each configured user will need to authenticate at least once through the T Splus Web Portal after
the session prelaunch featureis enabled to make the T Splus services able to open the configured user session.

Session Prelaunch compatibilities

Session prelaunch is compatible with HTML5 sessions and generic RDP sessions opened via generated client or mstsc.

It is however not compatible with the Remote App connection or custom RDP connections made for opening a specific
program.
As aresult, connections coming from the TSplus Web Application Portal are not supported.

Enable the feature

To enable the session prelaunch feature, simply click on thetile labeled " Session prelaunch is disabled - click to enable"
near the top of the window.

® Session prelaunch is disabled - click to enable
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If any of the prerequisites aren't met when enabling Session Prelaunch, you will be asked if you want to automatically
configure session settings to meet the prerequisites and use the feature. Note that changing session settings may require a
reboot.

Test the session prelaunch

Once enabled, you will be able to quickly test the feature by clicking on the button "Try prelaunch now" at the top.

Try prelaunch now

In the windows that appears, enter user credentials so that TSplus services can prelaunch the session for this specific
user.

Try prelaunch now — et

Try prelaunching a session for a user.
Pleaze fill out the user credentials.

|ser credertials

Domain | |

|lsemame | |

Password | |

1. Prelaunch

Click on "Prelaunch” to start and load a new session for this user.
Wait until it is fully loaded, and then click on "Connect" to capture the freshly loaded session.

Manage configured users and groups

To add session prelaunch users and groups, simply click on "Add user or group”.
To edit or remove a configured user, select the matching user/group in the configured user/group list, then click on
"Schedul€" to change the "prelaunch before' time, or the "Remove" button to remove the user.
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Users and Groups

User/Group name Always prelaunch Prelaunch before ;_'_ Add user ar group

Users

DESKTOP-I5300CE\benjamin Mo 08:00
Remove

Schedule

After clicking on "Add user or group", you will be asked the user/group name to configure as well as the time before
which the session needs to be loaded, called "prelaunch before" here.

Y ou can also configure this user/group to always have a session prelaunched when connecting instead of having to
scheduleit by selecting "Y es' on the "Always prelaunch” option.

2+ Add user or group — >

C}\ Find user or group in local computer or AD

User/Group name ||

Enter a user/group name or click to add a user/group from AD

Type (O User () Group

Always prelaunch O Yes ® No
If you want this user/group to always have a prelaunched session available

Prelaunch before |ﬂ'[|'3ﬂ'[|' =

Enter the hour before which the session needs to be prelaunched evenaday

Save
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Application Publishing

Overview

TSplus supports 4 different kinds of Application Publishing:

e Microsoft Remote Desktop.
The user will see the full Windows Remote Desktop in the session.

e TSplusTaskbar.

Any application, folder, shortcuts, documents... copied on the user's Desktop folder will be published with the

TSplus Remote Taskbar.
In this case, the user does not have any access to applications other than those decided by the administrator.
Application Control has a much finer grain.

e TheFloating and Application Panels.
All the applications can be published on a mini drop-down list or on afolder which you can customize.

e Assigning one, two, three, or more specific applications to a user/group.
In this case the user will only see their assigned applications when opening a session.

Thereisapriority ruleto remember: The Microsoft Remote Desktop has the highest priority, then the TSplus
Taskbar, then specific applications.

If auser has a specific application assigned and T Splus taskbar or Microsoft Remote Desktop, they will not see the
specific application because they have alower priority.

Managing Applications using the Admin Tool

Y ou will add, edit or remove applications using the AdminTool, by clicking on the " Applications" tab -> "Publish":
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12REMOTE,

(2 REMOTE o
PLUS ) Help English
1t » Applications
{n HomE
Add Application Edit Application Remove Application Assign Application
[ appLicaTIONS
Select an Application to Edit or Assign users/groups to it Display Mode: |DLarge|cons | Order by: |®Dateauded -
(P PRINTER
Desktop, Taskbar, Floating Panel and Application Panel
© we J i ] ) b users
Microsoft TSplus Remote  FloatingPanel Application  Desktop folder
Remote Desktop Taskbar Panel
BEa rarm
Published Applications
o )
SESSIONS
= __J

Motepad
Q& SYSTEM TOOLS

I8 Apvancen
¢ ADD-ONS

(@@ LICENSE

Click on the"Add Application” tilein order to publish an app:

Tl New Application — >

Path/Filename:
|C:\F‘mgram Files (<B86)\Foxit Software Foxit Reader'Foxit Reader exe

O

Start Directory:
|C:\F‘mgram Files (x86)\Foxit Software*\Foxit Reader

0

Display Mame:

| Foxit Reader |

Command line option:
Window State:
Default (Maxdmized if single application on Web/Mobile client)

Folder:
ftopdevel) e @

Save Test Cancel

1. Foxitis published as an example. To publish an application, click on the " Add application” button, then locate
the path of the executable of your application by clicking on browse, then set a name for this application in the
dedicated field.

2. Youmust click onthe" Save" button to store any modification.

3. After declaring a new application, we recommend to use the " Test (start selected)" button to check that the

application isfunctional before assigning it to your users.
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4. You can specify for each application if it will be launched maximized, minimized, assigned to all the usersor
if it will be hidden after launch.

5. You can add acommand line option if you need to add some extra parameters which are usually set in the
shortcut properties of the application.

6. Since TSplus 12.40 version, you can now create a new folder in which you can publish your applications.
(See below for more information) By default, they are published on the top-level folder.

Note: Y ou can change the orders of applications by clicking on the left or right arrows, next to the "Assign Application”

button:

Add Application

Edit Application

Remove Application

Assign Application

Managing Applications Folder using the Admin Tool

Y ou can add, edit or remove Applications Folder on the same dashboard.
First by publishing an application, then by clicking on the "+" button at the bottom-right under the "Folder" selection:

Path/Filename:

Tl New Application

|C:'-.F'n:ugram Files («B6)"\Foxit Software Foxit Reader'Foxit Reader exe

Start Directony:

|C:'-.F‘n:ugram Files (x86)\Foxit Software*\Foxit Reader

Display Mame:

| Foxit Reader

Command line option:

Window 5State:

Folder:
ftopdevel)

Save

Default (Maxdmized if single application on Web/Mobile client)

Test

Cancel

Then enter the name of your new folder:
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T} New Application

Path/Filename:

|C:\F‘mg|—.:|m Files (eB6)"OpenCffice 4 program*scalc.exe

Start Directorny:

|C:\F‘mg|—.:|m Files (86

Display Mame:
|Spreadshee¢s

Command line optid

Window State:

Tl TSplus - New Folder

Falder name:

(Please use only |etters, digits, spaces. dots, hyphens and

underscaores)

|D’Ffice Programs|

oot o
Folder:
top-eve) v [@]
Save Test Cancel
The Folder then appears under your published Applications:
u TSplus - Administration Console - X
TSREMOTEACCESS =

1Rt HoME

[ appucaTiONS
(Sh PRINTER
@ wes

B rarm

o
2, sessions
R svsTem To0Ls

83 ADvANCED

{7p ADD-ONS
(@5 LICENSE

-} Add Application Edit Application

Select an Application to Edit or Assign users/groups to it

Desktop, Taskbar, Floating Panel and Application Panel

5 = = = —
@ =
Microsoft tsplus  FloatingPanel Application  Desktop
Remote Remo... Panel folder
Desktop

Published Applications

Motepad

Programs

Remove Application

Assign Application

Display Mode: |3 Large Icons

~| Orderby: |“D Dateadded

o)
= Users

Double-click oniit to see, edit or remove each published application:
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Add Application Edit Application Remove Application Assign Application

Select an Application to Edit or Assign users/groups to it
Published Applications - Office Programs

I 8 B B

Spreadsheets Writer Presentations

Each time you publish an application, you can select or create the folder in which it will be published:

Databases Settings . W

Path/Filename:
|C:‘xP‘mgmm Files (xB6)"OpenCffice 4'program‘shase exe | =
Start Directorny:
|C:\P‘mg|am Files {<86)"OpenCffice 4'program | =

Display Mame:
|Databases |

Command line option:

Window State:

Default (Maximized if single application on Web/Mabile client) e
Folder:

Y ou can then assign the Folder to users or groups as an application, and publish it, like any application with the T Splus
Remote Taskbar, the The Floating Panel and Application Panel or the Web Portal.

See this documentation for more information on applications assignments.

|mportant remarks

o After installation, the default setting is: Any RDP user will see the complete Microsoft Remote Desktop.

e The TSplus Taskbar publishes al shortcuts copied in the user's Desktop folder. When selecting T Splus Remote
Taskbar, you can request to automatically copy any of the shortcuts available in the All Users Desktop folder
and/or, to automatically create shortcuts from applications assigned to the users with Application Control.

See this video on how to publish applications.
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Assigning Applications to Users or Groups

Overview

Once you have published some applications, you can publish them to one or more users and/or groups.
To do so, double-click on the application you wish to assign or click on the application, then on the "Assign Application”

tile:

The following window will be displayed

Tﬂ, TSplus - Administration Console -

2 REMOTE

{ar HOME

[ Appucanions
[P PRINTER
@ we

BEa rarm

2, SESSIONS
% SYSTEM TOOLS
83 ApvanceD
7> ADD-ONS
(@57 LICENSE

{Ar > Applications

Add Application Edit Application

Select an Application te Fdit or Assign users/graups to it
Desktop, Taskbar, Floating Panel and Application Panel

Q0 o B8 0O

Microsoft ~ TSplus Remote  FloatingPanel  Application
Remote Desktop ~ Taskbar Panel

Published Applications

Hlotepad;

— x

Lite Mode

Help English -

Remove Application Assign Application

Display Mode: | largelcons | Orderby: |0 Date added  ~
D Users

Desktop folder

. It allows you to assign applications to a selected user or group:
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Th TSplus - Administratien Console

— x

Rt HOME

[ AppucATIONS
(Sp PRINTER
® wes

B rarm

2 SESSIONS
ek SYSTEM TOOLS
8% Apvancen
{7p ADD-ONS

(@57 LICENSE

Seiect an Application |

TS REMOTEACCESS

-}~ Add Applicatiy

Sel

Desktop, Taskbar, o

G 1.

| Notepad User Assignment

ect which users and groups will be able to see and run this

application:

All authenticated users
Spedified users and groups

sers and Groups

- [m] X

L, Lite Mode
() Help English -

. Assign Application

[ Large Icons v| Order by: |-® Date added v|

Microsoft 51 [ DESKTOP-NQIKIVT\Edgar

Remote... Rel

Published Applica|

|

Notepad

Add... Remove

Save Cancel

o)
= Users

How to Assign an Application to a user (or a group)

Y ou can either assign an application for al authenticated users or to specified users and groups. If you wish to assign an
application to a specific user or group, just click on "Add", then enter the name of the user or group you wish to assign
the application: On this example, Foxit will be assigned to the Remote Desktop Users Group. Click on 'Ok

TR TSplus - Administration Console

— X

1 HomE

[ AppucaTIONS
(Sh PRINTER
@ wes

B rarm

°
2, sessions
R, svsTem T00LS
@ ADVANCED

> ADD-ONS

(@57 LICENSE

TS REMOTEACCESS

EL, Lite Mode
@ Help English -

£ Assign Application

R I T — - O x
Select Users or Graups X
Seiect an Application ~| Orderby: |9 Date added v

Desktop, Taskbar, | | Select this object type H

= [=| |Users or Groups | Object Types...

L 2, Users

— | From this location:

Microsoft 15
memote. et | |DESKTOPNGIKIVI || Locations...
Published Applica | Enterthe object names to select (examples)

; power users| Check Names
Motepad

Advanced Cancel

Add... Remove

Save Cancel

Then on Save;
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« ] Motepad User Assignment — O >

Select which users and groups will be able to see and run this
application:

() Al authenticated users
@ Specified users and groups

Users and Groups

DESKTOP-MNQIEIVT\Edgar

DESKTOP-MOIKIV T WPower Users

Add... Remove

Save Cancel

Manage applications per Users/Groups in bulk

The Applications - Users submenu allows you to see which applications are assigned per user or per group, by clicking
on the "Select a User/Group" tile, then entering its name:

u T5plus - Administration Console — *
TS L, Lite Mode
w2 REMOTEACCESS @nee  Eain
far HoME £ Selecta User/Group
O apeucations Select a user/group to display and change applications assigned to it Display Mode: | i= List v | Order by: |{9 Date added v
Desktop, Taskbi 2+ Select a User/Group = X }_
(Sh PRINTER DC‘}M" 9
icroso
Select User or Group X

O[Atsplus Ren [] publish
& wes O[T FioatingPd | select this object type:

B0 appiicetio |UEE'“'GWUD | Object Types..

O [ Desktop
B rarm ) From this location

Published Appl | 1o e oP NGk " |

O @ otepa [ | [ Locations

2, SESSIONS
Enter the object name to select (zxamples):
Edgarl Check Names

R SYSTEM TOOLS
8 anvancen e Cancel
{7» ADD-ONS
(@57 LICENSE

On this example, you can see that the Microsoft Remote Dekstop, Notepad, Foxit and OpenOffice where all assigned to
the user "Edgar":
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Lite Mode
sz REMOTE
= Help English
it > Applications Users
1t HoMmE
Select a User/Group Applications assigned to User TSPLUS\utilisateur
[ appLicaTions
Setect a user/group to display and change applications assigned to it Display Mode: | = List | orderby. [@pateacaza -
(Eh PRINTER
Desktop, Taskbar, Floating Panel and Application Panel
Cl Microsoft Remate Desktop Publish
® wes ) BB T5plus Remate Taskbar s
[ EJ FoatingPanel
m FARM \:I O application Panel
[J I pesktop folder
Published Applications
]
SESSIONS
= I Notepad

K SYSTEM TOOLS
8 Aovancen
qap ADD-ONS

(@57 LICENSE

Rules for Microsoft Remote Desktop, T Splus Remote Taskbar,
Floating Panel and Application Panel

¢ You can customize your user's work environment by assigning one application out of these four: Microsoft

Remote Desktop, TSplus Remote TaskBar, Floating Panel and Application Panel.
e If no application is assigned to one user, he will see the Microsoft Remote Desktop which will display the

Desktop folder shortcuts.
o |If one user has several alocations plus the Microsoft Remote Desktop, he will see a remote desktop.

o If auser has severa applications plus the TSplus TaskBar, he will see the TaskBar displaying his Desktop folder'
shortcuts.

For more information on the Remote Taskbar, Floating and Application Panels, see these documentations: Remote
Taskbar, Floating and Application Panels

Running scripts/programs on session opening

o If you want to start a script when the session opens, you must name it LOGON.BAT or LOGON.CMD and copy
this script:
o Inthe Application Data folder of All Usersif this script appliesto all users,
o Inthe Application Data of the user if this script applies to this user.
o |If you want to start a script on the client side when a session is opening, you just have to name a program
STARTUP.EXE and to copy it at the home drive of the user PC (C:\startup.exe).
¢ If you want a program to be started as a service when the TSplus server reboots you have to name this program
STARTUP.EXE and copy it in the folder: C:\Program Files\T Splus\UserDesktop\Files\ .

See this video on how to Assign Applications.
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Assigning Applications to Users with Azure
Active Directory

Overview

To assign an Azure Active Directory user to an application from the AdminTool > Applications > Users :

Select a UserfGroup

Serect g useragraug Lo dispiay and change applicatians assigned ta it

Desktup_ Taskbhar Flnablinn Panel and dnnlicratinn Panesl

Z+Select a User,/Group [_ [CT] x| |

DL_:.‘J'Michsuft

DleSplus Re

O |:|F|-:~atingP Find local or Active Directory W3ers or groups

O Capplicatic

O [Boesktop 1

Published Appl Or type directly the name of an Azure &ctive Directaory usen

- .&.zure.ﬂ«D\TthasMnntalcind
D._._jNDtepad
DE&MyApplic
Select user ar graup

Local or Active Directory users must be selected using the Find Local or Active Directory Users or Groups button. Only
external users can be entered directly into the text box.
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RemoteApp On Client Feature

In the past the generated T Splus Portable client was the usual method for a user to start applications. The 10.50 release
introduces an icon in the notification area which gives to each user the list of all of his Remote Applications. Within
this application list, the user can select the one he wants to start.

Thisisanew way for administrators to deliver remote applications (referred to as “ RemoteApps®) to their users.
Specifically, RemoteApp On Client enables a straightforward publishing process that allows applicationsinstalled
directly on the server to be provided to users, allows RemoteA pp programs to run side-by-side with local programs, and
offers integration with a custom “launcher” application to make it ssmple for usersto find and launch RemoteApp
programs.

The user Application list will also appear in the Start menu under All Programsin afolder called My Remote
Applications. To deploy this new amazing TSplus capability is simple: The Administrator have generated new
connection clients and alowed it with the AdminTool. This guide will explain step by step what will happen when the
administrator will enable this new feature and will deliver to his users a new generated connection client.

Example: The user "Laurd’ is using TSplus to access her remote application. To do so, sheisusing a generated client
named L aur aPor tableClient.exe. When she runs it on her PC she gets the following result:

However, the administrator did provide her a new one, created with the TSplus 10.50 release. She will haveto run it at
least once to benefit from the new RemoteApp On Client feature. When the administrator is adding/removing
application to a user, such change will be set on the server side at the next logon. It means that the current session will
not reflect such modification. The Advanced tab of the AdminTool has an option to enable or to disable this RemoteApp
On Client feature, by default, it is enabled:
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m TSplus - Administration Console -

1 HomE
[ areucamions
PRINTER

WEB

SESSIONS

L B A @
i

SYSTEM TOOLS

ADVANCED

&

qnp ADD-ONS

(@57 LICENSE

Advanced Settings

“ Product

" Lockout

Contextual menu

! Logs

IS IREMOTEACCESS

Backup / Restore your Server Parameters

Name

Desktop for all users
Application Command Line

Remote Application Menu Default (ves)

Remote Application Menu Title
Background Color
Use "All Users” desktop shorcuts

Fallback application path if no assigned application

Disable Notification Center

Disable the daughter process handler
Force logoff if no assigned application
Printer: Reset User Settings on logon
Allow screen saver

Download Target Folder

Upload Target Folder

URL on Client - Enable “tel:" protocol
Use Windows Shell

Force WinXshell

Add a delay when the session is opening
Daugther Process Wait Duration

File Browser

Delete file after transfer

Use WinXshell when required

Default (My Remote Appli...
Default (10841658)
Default (No)

Default (Yes)

Default (Noj

Default (No)

Default (Noj

No

Default (eDESKTOP%)
Default (5eDESKTOP?%)
Default (Noj

Default (Ves)

Default (Noj

Default (0)

Default (2000)

Default (Use Windows Ex.
Default (Noj

Yes o

Y ou can change the menu name as you wish, by clicking on the Remote Application Menu Title below, and adding it on

the value box:

stration Console - 12.

1 HOME

[ AepuicaTioNs
(Sh PRINTER

@ we

B arm

2 sEssioNs
% SYSTEM TOOLS
£33 Aovancen
{> ADD-ONS

(57 LICENSE

TSRLUS

Remote Access Management Console

£-)  Backup /Restore your Server Parameters

Advanced Settings

24, Product
;,. Security

£ Session

Mame Malue
Desktop for all users No
Application Cammand Line Default (Ves)
Remote Application Menu Default (Yes]
| Remote Application Menu Title Default My Remote Applicati.. |
= 0847658)
Tl TSplus - Edit Setting X o)
Remote Application Menu Title
a)
Description: o)
Title to display in Remote Application Menu
feDESKTOP3:)
feDESKTOP3:)
fes)
o)
]
se Windows Explo...
Malue:
|My Remote Applications

What will happen on her PC when she will run once her new generated client: She will see a new icon in the Notification

Areaof her local task bar.

My Remote Applications new icon

Application list menu
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My Remoie Apphcatsons

She will also see anew entry within her Start menu Program list named " My Remote Applications":

&1 Windows DV Maker
55 Windawi Fia 5nd 520
Y Windows Media Center
(3 Windows Media Player
£ Windows Updste

| KPS Viewes

b Beceisane

b AVSIVOL

b Gamel

b Java

b Maintenance

b Mhcresedt Oifice

| My Remote Applications
() FluatingPamel
() MS Access
() M5 Pub

She will now be able to select one of these listed applications and to start it as a RemoteApp. She will not need to use the
provided LauraPortableClient.exe generated client.

For example, if she selects the Floating Panel, she will get this result:
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Technical background behind this new technology.

The new generated client of the 10.50 release is adding several files within C:\Users\%UserName%\RDP6 folder of the
local PC's user profile.

MyRemoteApp.exe and MyRemoteApp.bin are the program codes which are started to create the new icon in the
notification area and the new entry in the All Programs list of the Start button.

MyRemoteApp.ini is afile received from the server. It is providing the details of each application which are assigned to
this user on the server side. It is updated at each new connection to the server. Usually, it takes 30 secondes after each

logon to receive this file from the server. RemoteApp.txt is providing the name of the last generated client started on this
PC.
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RPLUS
[ R T o L A ———
<
Organize « || Open Share with = MNew folder ==
¥ Favorites Marne : Date madified Type

Bl Desktop & bkgsc.bmp 472/ 016 4:16 PM Bitmap image EKB
& Downlsads |& bkgschlue.bmp 4/2/2016 4:16 PM Bitmap image B KB
L, Recent Places & bkgscgreenbmp 47272016 4:16 PM Bitmap image EKE
&% bkgscpink-bmp 4/2/2016 4:16 PM Bitmap image EKB
4 Libranes _ ConnectionClient.bin 10/2/2017 6:52 PM BIM File 568 KB
¥ Documents (3 ConnectionClient.exe 7/7/2017 4:19 PM Application 96 KB
J1 Musgic (3 ConnectionClientold.exe T/7/2017 419 PM Application 96 KB
=] Pictures «  DvoidSansFallbackstf 10/16,/2015 %51 AM  TrueType font file 3,749 KB
B videos &S icolico 4/2/2016 4:16 PM Ican 161 KB
@ icon.ice A/2/2016 4:16 PM lean 54 KB
1% Computer __ laura-PortableClient. bt 10/7/2007 220 PM Tet Document 1KB
?ﬁ. Lecal Disk (C:) Z) libmupdf.dil 11/2/20158:52 AM  Application extens.. 5,061 KB
| MyRemeteApp.bin 10/2/2017 6:52 PM  BINFile 6 KB
€8 Network (%) MyRemoteApp.exe 7/7/2017 419 PM  Application 96 KB
| MyRemotelpp.ini 10/7,/2007 2:28 PM Configuration sett... 2 KB
| PdfFilter.dil 11/2/20158:53 AM  Application extens... 188 KB
S PdfPreview.dil 117272005 8:53 AM Application extens.. 19 KB
__| RemateApp.bt 10/7/2017 3:28PM  Text Document 1KE
‘,} Session.rdp 10772007 3:32 PM Remaote Desktop ... 2KB
@ SimnatrabNE ave 11/2/005852 A Annlicatinn 1 588 KR

v & 4 iterns selected Date modified: 7/7/2017 419 PM - 10/7... Date created: 10/2/2017 1:52 AM - 10/7/2017 3:25 PM

Size: 102 KB
Comments:

If the user has administrator right on his own PC, MyRemoteApp.exe will be started automatically at each reboot and
the Start button will be updated too. Else, the administrator must run once the new generated client *As Administrator"
to enable the new feature. Doing so he will create the proper registry entriesin HKLM. If auser is connecting to only
one server, this new system is perfect. However, if heis using several connection clients to open sessions on different
servers you should keep in mind that the file MyRemoteApp.ini will be updated with the values of the last connection.
It can be confusing for the user and in such deployment case we recommend no to use this new feature.
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Remote Taskbar and Desktops themes

Administrator tools on the server

With the AdminTool, the Administrator can choose between 4 display modes when he assigns applications: The
Microsoft Remote Desktop, The Remote Taskbar, The Floating Panel or The Application Panel. The Remote
Taskbar, Floating and Application Panels are available for any connection method.

TSplus Remote Taskbar

When you assign applications to an user, you can enable the TSplus remote taskbar. The user can launch remote
applications with one click on the TSplus taskbar and still have the full local Desktop available. Y ou can assign the
Remote Taskbar to your users or groups by double-clicking on it or by selecting it, then clicking on the "Assign
Application” tile:

Lite Mode
w2 REMOTE
PLUS Help English
A HomE Add Applicati Ectit A naticat o Assign Application
tsplus Remote Taskbar User Assignment  — u] X
AFPPLICATIONS
D Select an Application to £dit gz\shctc:rt‘r:;r\ users and groups will be able to see and run this beors | orderby: [0 Date adaea -
Desktop, Taskbar, Floating () All authenticated users
(h PRINTER -
d
Lﬁ :'ﬂ (®) Specified users and groups Users
Users and Groups
@ ‘WEB Microsoft tsplus
Remote... Remo... DESKTOP-MQIKIV1\Edgar
B rarm Published Applications
. /I
2, SESSIONS

Notepad

Q SYSTEM TOOLS

8 Apvancen
Add... Remove

{7p ADD-ONS

Save Cancel

(@57 LICENSE

The Administrator can easily decide what will be the default Remote Desktop theme the user will see when opening a
session. Select the TSplus Remote Taskbar, then click on "Edit Application”:
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| Remote Taskbar Settings

Select your preferredTSplusTaskbar theme

@ Use Blue taskbar theme as default
O Use Silver taskbar theme as default
O Use OnTop taskbar theme as default
O Use Desktop theme one as default
O Use Desktop theme two as default
O Use Logon theme as default

Minimize buttons preference
() Justify left

(O) center

() Justify right

MNotification area [Systray) Preference

@ Display the Motification area
D Hide the Motification Area

Security Preference
D Display log off button
(® Hide log off button

Application working area within the selected theme
[ Full screen
|:| Do not overlap the local taskbar

|:| Do not overlap the Blue or Silver bar

O On the screen top
(® Onthe screen bottom

well as the Silver or Blue taskbars.

left side, or in the center).

The administrator can even decide to display it on top of the user screen instead of the default bottom side.
Systray icons can be hidden by ticking the "Hide the Notification Area” circle.
Since TSplus 12.60 version, the Logoff button can now be hidden.

By editing the users menu, the Administrator can add/suppress applications and functionalities. Customization of the

USers menu is easy.

The content of the users menu (located in Program Files/T Splus/UserDesktop/mainmenu.mnu) is modifiable by the

administrator using Notepad:

Only the Administrator can choose the themes for his users.
He can choose to display the maximized applications in full-screen mode or not to overlap the T Splus taskbar as

Minimized buttons position on the taskbar can be changed (on top of the screen, on the bottom, on the right, the
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On the applications tile of the AdminTool the administrator can select 3 different styles of Remote Desktop TSplus

Taskbar.

The user can launch remote applications with one click on the TSplus taskbar and still have the full local Desktop

available.

_Eiie Edit Format View Help

[Lmenu]

[ggoff=%c:\Program Files (x86)\Tsplus‘UserDesktop'files\runlogoff.exe¥%$iconsexit.ico

[menusettings]
tﬁpe=23
5

owicons=1
iconsize=1
itemheight=34
colorl=15395562
color2=13666616
color3=12632256
color4=8289918
fontname=Arial
fontsize=8
fontcolorl=0
fontcolor2=16777215
fontstyle=n

4

Right-side Blue theme taskbar

212 PM
02/19/16
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Right-side Silver theme taskbar

Logoff
Ea‘ Desktop folder
[¥] Excel

G Foxit

| Notepad
Powerpoint

210 PM

a M W 0]
I

On Top taskbar

Back To Top

Thin-client or any RDP based connection program
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With the AdminTool, the Administrator can easily decide what will be the default Remote Desktop theme the user will
see when opening a session. He has the choice between 4 different styles of full screen Remote Desktop. The standard

Microsoft Remote Desktop can also be used if preferred.

Because these TSplus Desktops are full screen desktops, the user's display is entirely filled when a session is opened
from dedicated thin-clients, any RDP based client, or accessed from aweb page or TSplus Remote Desktop clients.

There are benefits over a standard Remote Desktop. It enhances the server security (no START button neither full
control of the Desktop).

Standard Micr osoft Remote Desktop

| TR TSplus - Administration Console

Lite Mode

| PLUS REMOTE Help English

1 HomE _ ) -
Add APPIIGIt| 2 hotepad User Assignment - 0O X fissivAprScstion

Select which users and groups will be able to see and run this
Seiect an Application | application:
() All authenticated users

APPLICATIONS
O B Large lcons v| Order by: |® Date added v|

Desktop, Taskbar,

@ PRINTER = = (®) Spedified users and groups
@ [ Users

Users and Groups

@ ER Microsoft 5] | DESKTOP-NQIKIVT\Edgar
Remote... Ret

B rarm Published Applica

2. SESSIONS ﬂ

= Motepad

e& SYSTEM TOOLS

@ ADVANCED
Add... Remove

{7 ADD-ONS

Save Cancel

@57 LICENSE
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b Session - 192.168,1,244 - Remote Desktop Connection

1219eM |

a e W A
pai 02/19/16

o The user has a complete desktop including Start Button and full control of the desktop
e To assign to complete desktop, just assign the Microsoft Remote Desktop application.

In order to change the Desktop themes, you will have to assign the TSplus Remote Taskbar and choose between the 3
suggested themes:
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H| Remote Taskbar Settings

Select your preferredTSplusTaskbar theme

D Use Blue taskbar theme as default

(:} Use Silver taskbar theme as default
IDI Use OnTop taskbar theme as default

@ Use Desktop theme one as default
O Use Desktop theme two as default
D Use Logon theme as default

Minimize buttons preference
() Justify 1eft

(O) center

() Justify right

MNotification area [Systray) Preference
@ Display the Motification area
() Hide the Notification Area

Security Preference
D Display log off button
(® Hide log off button

Application working area within the selected theme
[ Full screen

|:| Do not overlap the local taskbar

|:| Do not overlap the Blue or Silver bar

Replace logo/wallpaper on the Desktop themes

| Browse... Reset

IDI On the screen top
(® Onthe screen bottom

T Splus Desktop theme one

T Splus Desktop theme two
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T Spluslogon theme

My Remote Applications list

= Desktop folder
4 Excel

G Foxit

] Notepad

0 word

20 February 2016

Customized theme

For each theme, the Administrator can customize it and for example, display the Corporate logo. He can also add his
own Desktop wallpaper by selecting one of the Desktop themes and by clicking on the Replace logo/wall paper button to

select your .jpg file, for example:
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[ Rernote Taskbar Settings — *

Select your preferredTSplusTaskbar theme
Application working area within the selected theme

(") Use Blue taskbar theme as default ] Full screen
() Use Silver taskbar theme as default [] Do not overlap the local taskbar
() Use OnTaop taskbar theme as default [] oo not averlap the Blue or Silver bar
@ Use Desktop theme one as default Replace logo/wallpaper on the Desktop themes
O Use Desktop theme two as default | Frowse... Reset
O Use Logon theme as default

Minimize buttons preference

D Justify left O On the screen top

(O) center (® Onthe screen bottom

() Justify right

MNotification area [Systray) Preference

@ Display the Motification area
D Hide the Motification Area

Security Preference
D Display log off button
@ Hide log off button

¢ You can add your own Desktop wallpaper by selecting one of the Desktop themes and by clicking on the Replace
logo/wallpaper button to select your .jpg file, for example:

APRLCATIONS:
6 8 =

15 June 17
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Foating Panel and Application Panel

Y ou can choose to enable the Floating or the Application Panel for your users or groups.
These two ways of publishing applications are available for any connection method.

Floating Panel

If activated with the assigned applications, you can see on the middle-left of the user screen the mini drop-down list of

applications or floating panel (very much appreciated by TSplus users):

Assign it as an application:

TS

{ar HOME

[ apruicaTiONs
[Sp PRINTER

© wes

B rarm

2, SESSIONS
e& SYSTEM TOOLS
@ ADVANCED
{7p ADD-ONS

(@57 LICENSE

Remate Access Management Console

Add Application Edit Application

Desktop, Taskbar, Floating Panel and Application Panel

Microsoft TSplus Remote FloatingPanel Application
Remote Desktop Taskbar Panel

Published Applications

J) - S

MNotepad Foxit OpenOffice

Remove Application Assign Application

Select an Application to Edit or Assign users/groups to it

Desktop folder

FloatingPanel User Assignment - m] X

Select which users and groups will be able to see and run this
application:

O All authenticated users
@ Specified users and groups

Users and Groups

DESKTOP-SCVIIVH\Remote Desktop Users

Add... Remove

Save Cancel

Select the Floating Panel, then click on the "Edit Application™ tile you to customize the Floating Panel at your

convenience:
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Th TSplus - Administratien Console

TS REMOTEACCESS

.

Rt HOME /' et

=} Add Application
[ AppucATIONS )
Select an Application to Edit or Assign users/gn

Desktop, Taskbar, Floating Panel and App|
;

£ I =

Microsoft tsplus FloatingPanel
Remote... Remo...

(Sp PRINTER
® wes
B rarm

Published Applicaticns 1
.
o)

o
SESSIONS
= Motepad

ek SYSTEM TOOLS
8% Apvancen
{7p ADD-ONS

(@57 LICENSE

[i7] Floating/Application Panel Custemization
Floating Panel preference  Folder Panel preference

lcons size
@ Large size: Display lcons and Application Names
O Small size: Only [cons (no Application Names)

O Do not switch to Small Size (Only lcons) over 8 applications

Customize the Flaating Panel loga
D Do not display the Floating Panel Logo
Select your own lago [.bmp, 122574 pixels)

Browse...

‘With or without Slider on the top right side
(@ Display the Slider
() Hide the Slider

With or without Minimize/Close buttons
O Display Minimize/Close
@) Hide Minimize/Close

‘With or without Log off button
(@ Display log off button
() Hide log off button

Background color:

Choose color...

OxFFFFFF

Text color:

Choose color...

| Remote App

|qur session name is:

|qu are nat allowed to start any Remot,

|Please contact your administrator

|RemoteAppI|catlon:

|To remotely start one application

Reset
|Just click on its icon or click on its butte
|Luguff
[¥ou are connected to:
|Wou|d you like to logoff now?
Reset
Reset
Reset

["] Floating/Application Panel Customization
Floating Panel preference  Folder Panel preference
lcons size
@ Large size: Display lcons and Application Mames
O Small size: Only lcons (no Application Names)

Customize the Floating Panel logo
|:| Do not display the Floating Panel Logo
Select your own logo [(bmp, 122%74 pixels}

Browse...

With or without Slider on the top right side
(® Display the Slider
() Hide the Slider

With or without Minimize/Close buttons
O Display Minimize/Close
(® Hide Minimize/Close

With or without Log off button
@ Display log off button
O Hide log off button

EBackground color:

Choose color..,

OxFFFFFF

Text calor

Choaose color...

O Do not switch to Small Size (Only lcons) over 8 applications

| Remate App

|‘Four session name is:

|‘Fou are not allowed to start any Remote Application so 1|

|F‘Iease contact your administrator

|RemoteAppIications

Resaet |T0 remotely start one application |
|just click on its icon or click on its button |
|Lc-gr&:|ﬁ= |
|‘F0u are connected to: |
|Wou|d you like to logoff now? |

Reset

Reset

Reset

Preview

These various options can allow you to customize the end user's experience.
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Here are the different Floating Panel display options, where you can set ,

o Modify the displayed text,
Choose your preferred size, between Large and small, where you can display only icons,
Add your own Logo,
Customize color for the background and for the text,
Display the slider or not,

Display the Minimize/Close buttons or not,
Display the Logoff icon or not...

Please note that over 8 applications, the Floating Panel automatically switch to small-size. If you still want it to display
the Applications names, select "Do not switch to Small Size (Only Icons) over 8 applications.

The Folder Panel is customizable as well and enablesto display the assigned applications, the user Desktop folder or
one specific folder content in your session with many display options:

Remizis App
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] e
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= Floating/Application Panel Customization

Floating Panel preference Folder Panel preference

Folder Panel
[] Hide title bar

|:| Hide log off button

@ Display only Assigned applications
O Display the user Desktop folder content
O Display one folder specific folder content

Browse...

Panel size
) small
(® Medium
O Large

O Full sereen

Panel position

@ Center

() Top left

() Center aligned left side

Panel Style
® Pop-up style
() Windaows style

Preview

Y ou can change the Folder Panel size, position and style (Pop-up or Windows) at your convenience:

—
I
@
Desktop
folder

FoxitReader  Motepad

Powerpoint

Powerpoint

=)= =

4 &

FoxitReader  MNotepad

Pop-up style

Application Panel

Windows style

The Application Panel gives you the possibility to organize the displayed applications, exactly like on the Web

Application Portal, but by simply assigning it to one user or group:
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The Administrator can customize it by choosing to display the TSplus logo or his own logo, display the line header
below the logo and the footer, change the color or choose to not display any of it at all by unselecting the corresponding
boxes. He can also adjust the number of displayed applications by lines and columns by entering the number of

TA—:--':"=""""' Console

TSEE

Rt HOME

[ apruicaTiONs
(Sh PRINTER
@ wes

B rarm

& SESSIONS
ek SYSTEM TOOLS
83 ADvaNCED
{7p ADD-ONS

(@57 LICENSE

Remote Access Management Console

Add Application Edit Application Remove Application

Assign Application

Select an Application to Edit or Assign users/groups to it

Desktop, Taskbar, Floating Panel and Application Panel

FT % | &pplication Panel User Assignment
Select which users and groups will be able to see and run this

Microsoft T5plus Remote FloatingPanel Application application:

Remote Desktop Taskbar Panel
() All authenticated users
Published Applications (® specified users and groups
7] r Users and Groups
-~
DESKTOP-SCVIIVHUohn

MNotepad Foxit OpenOffice

[m] x

Add... Remove

Cancel

applications displayed per line, as well as the alignment and name of the Application panel.

For example, display six Apps in one column, without logo; or displayed on 2 columns and 3 lines, with the TSplus

logo:

{1t HomE

[ appucaTiONS
(Sh PRINTER
& wes

B rarm

2 SESSIONS
% SYSTEM TOOLS
8% ADvANCED
{77 ADD-ONS

(@5 LICENSE

Tﬂ,’i..s Administration Console

r2 REMOTE/

- x
Lite Mode
Help English -
B Application Panel settings - x
Add Application Edit Application n Application
Display TSplus logo
1 Di
Select an Application to Edit or Assign users/groups to it DtebiibeinseEtomingic gt f© Date added hd
i i Display the footer on the Panel bottom
Desktop, Taskbar, Floating Panel and Application Panel
T%a Display log off button
Change color code
Microsoft tsplus  FloatingPanel Application
Remote... Remo... Panel Choose color.. OxFFFFFF Reset
Published Applications Select your own logo [bmp, 122%74 pixels)
j Browse.., Reset
-
Matepad Number of application(s) displayed "per line’
5 <

Application Panel display area
® Aligned center
(O Aligned left

Title display name

Applications
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Fast and easy File Transfer between the User

and the Server

Overview

TSplus includes a unigue method of transferring files:

o from the local user workstation => to the user Remote Desktop

o from the TSplus server => to the local user Desktop

Because the file transfers are based on a Virtual Channel, it isalot faster than afile copy, and it can be done even

when thelocal user disk drivesare not mapped.

FileTransfer program and Generated Clients

The File Transfer program islocated in your TSplus program folder, under the name "FileTransfer.exe" into the

following path: "UserDesktop\files'

W[ Favorites
Bl Desktop
4 Downloads

= Recent Places

4 Libraries
@ Documents
J’ Music
[ Pictures

B Videos

1M Computer
(5l Local Disk (C:)

l: )_‘/l Application

Organize « Open New folder

m

Mame Date modified Type
k| CUFECTION, PG 47272010 IUID AV JFEL IMage ZRE
|E§5) Documentation.chm 3/10/2017 1013 PM  Compiled HTML ... 11,421 KB
exitico 11/13/2016 9:05 AM  Icon 32KB
& FarmManager.exe 6/12/2018 10:54 PM  Application 338 KB
FarmManager.exe.config 10/11/2016 9:50 AM XML Configuratio... 1KB
571 fileacl.exe 4/2/201610:16 AM  Application 92 KB
|_| FileTransfer.bin 6/12/201810:52 PM  BIM File 698 KB
|G9) FileTransfer.exe 7/7/201710:19 AM  Application 96 KB
floating_panel_16.ico 4/2/201610:16 AM  Icon 2KB
|| floatingpanel.bin 6/12/2018 10:51 PM  BIN File 229 KB
@ floatingpanel.exe 7/7/201710:19 AM  Application 96 KB
|| folder.bin 6/12/201810:53 PM  BIM File 293 KB
| folder.exe 7/7/201710:19 AM  Application 198 KB

FileTransfer.exe Date modified: 7/7/2017 10:19 AM

Size: 95.6 KB

Date created: 3/16/2017 6:42 PM

Transferring files

Transferring filesis very easy.

First, launch the File Transfer (for instance by using TSplus Floating Panel):
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Remote App

TSPLUS

k.
FoxitReader

| / AI Desktop folder

r B,
( 9% File Transfer
e

@ Excel

‘ Logoff

Then navigate to your file using the folders tree:

o server'sfolders and files are on the left part of the window (server side)
o |ocal workstation's folders and files are on the right part of the window (client side)

. - X
File Transfer
Serverside:  C:\Users\admin'\Deskiop Clent side: C:\Users\Public\Pictures\Sample: Pictures
-l Desktop -] product o
k- L john
- Ju julia
k-4 Public

+o | Documents

. Downloads
. Music
. Pictures

BENY Sample Pictures,

[n]

[#- |, Recorded TV
Name Size Modified Name Size Modffied
[CEER P 2,66 MB 2015/01/28 17.05:02 &= Chrysanthemum.jpg 85878KB  2009/07/14 05:52:25
|__| AdminTool Ink 1.22KB 2015/01/28 14:42:48 [&=] Desert jpg 82611KB  2009/07/14 05:52:25
|_| Portable Client Generator Ink 128 KB 2015/01/28 14:42:48 =] Hydrangeas jpg 58133KB  2009/07/14 05:52:25
[i=] Jellyfish jpg 75752KB  2009/07/14 05:52:25
=] Koala jpg T6253KB  2009/07/14 05:52:25
&= Lighthouse jog 54812KB  2008/07/14 05:52:25
[=] Penguins jpg 759.6 KB 2009/07/14 05:52:25
=] Tulips jpg 60634 KB 2009/07/14 05:52:25

Finally, right click on the file that you want to transfer to the other side, and click on "Send to server” (or "Send to
client"):
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= Pickures
-7 Sample Pictures
- Recorded Ty

l:l Yideos
Name | Size | Modified |
-]

Chpzanthemntin g QM VR 207 A4 07 323
| Desert.jpg | Sendtoserver |ia/n714 073231
.ﬂ Hydrangeas.jpg Renarne 907414 07320
.ﬂ Jellpfizh.jpg Remoyve /0714 0732
,ﬂ F.oala.jpg LR A 2009407414 07:32:30
.ﬂ Lighthouze.jpg B4812 KB 2009/0714 07323
.f] Penguins.jpg ThA 6 KR 2003/0714 07323
.ﬂ Tulipz.jpg BOE.34 KB 20090714 073231

File Transfer works from the local workstation to the server, as well as the other way around (from the server to the
local workstation).

Note: When using the file transfer utility from an HTML5 session, you will be able to transfer your files from server to
client only. Please prefer the HTML5 Top Menu method, where you can upload files to the server, download to client
and manage your file transfer listing.
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Secured Folder Sharing - Folder.exe

The Folder application will securely display the content of afolder that you will make available for your users.
First, create afolder on your server with Applications or documents that you want to share.
Open an explorer.exe and locate the folder.exe application in C:\Program Files\tsplus\UserDesktop\files:

| |i'| = | Application Tools files - O X
Home Share View Manage 0
« v A < Program Files (x86) » TSplus » UserDesktop » files v @ Search files »
~
TSplus A Name Date modified Type Size ™
. |= oocumentation 11D/ 201 1113 AV 1EXT UOCUMENT
Clients -
] exit v ICO File
UserDeskt o
seriesktop “& FarmManager Application
files IJ FarmManager.exe.config COMFIG File
ico [ fileacl Application
icons IJ FileTransfer.bin BIM File
themes @ FileTransfer Application
Windows Defender | | floatingpanel.bin BIM File
Windows Mail @floatingpanel Application
| | folder.bin BIM File
Windows Media Player PR
! folder Application
Windows Multimedia Platform @ folder_go |CO File
windows nt IJ FreeCertificateManager.bin BIM File
Windows Photo Viewer m FreeCertificateManager Application
Windows Portable Devices || FullDesktop.bin BIN File
WindowsPowerShell @ FullDesktop Application
ProgramData | | GatewayReverseProxySetup.bin BIM File
m GatewayReverseProxySetup Application
R -
ecovery & group_16 IO File
tmp @ group_refresh 1O File
Users IJ groups.dll Application extens...
Windows IJ groups_xB4.dll Application extens...
Wsession IJ hidedrives.bin EBIM File W
© PN Pirra M s %
218items 1 item selected 197 KB =

Create a shortcut of thisfile. Edit the properties of this shortcut by right clicking on it.
Then modify the target path of the shortcut by entering the path of your applications folder on the "Target” line, after
the original target path, for example:

"C:\Program Files\tsplus\UserDesktop\files\folder.exe" "C:\Shared Folder"
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» | folder - Shortcut Properties *
Security Details Previous Versions
General Shortcut Compatibility

=5
[l folder - Shortcut
[I8

-

Target type: Application

Target location: files

Target: |UserDesktup‘~files‘~fnlder.a:e" "C:AShared Fulder"||

Start in: |"C:‘\F‘mgram Files &Eﬁ}\TSplus\UserDesktup\ﬁles|

Shortout key: | Mone |

Bun: | Momal window W |

Comment: | |

| Open File Location | | Change lcon... | | Advanced... |
[ ok ]| cancal || ooy

When you open the folder.exe shortcut, it should look like this (with your own documents and applications):

@ C\Shared Folder

Qﬁﬂg@mﬁe@

Foxit Reader OpenOffice PowerPoint  RDS-Knight-D... TSplus TSplus-for-Wi... TSplus-User-G...

© TSplus - www.tsplus.net 105



= REMOTE

TSplus Remote Access - Documentation

This shortcut can be copied to a user's profile desktop folder or you can publish the folder.exe for auser asan
application. If you do the latest, you will have to indicate the path of your folder in the Command Line option section:

n

{ HomE

[ aprucaTions
(Sh PRINTER
@ we

B rarm

2, SESSIONS
ey\ SYSTEM TOOLS
83 ADvANCED
{7 ADD-ONS

(©7 LICENSE

sz REMOTE

Lite Mode

Help English

Assign Application

Select| pathyFilename:

Add Anniicat Edit Annlicati e et
TI Mew Application —

~ | Orderby: |9 Date added ~

Des| |C “Program Files (x86)tsplus’\UserDesktop*files\folder exe

|[ Start Directory:

|C: "Program Files (x86)'tsplus’\UserDesktop\files

Mice
Rem Display Name:

[Documerts

Pubj
Command line option:

4 [c2\Shared Folder

Mot window State:

Default (Maximized if single application on Web/Mobile client)
Folder:

fropdevel)

Users

There is an aternative way of sharing a Folder of documents.

Publishing a shared folder as a unique application :

Add anew application. In the display name type in the name of the shared folder or any name you want. Click on the
browse button located on the right side of the "Path/Filename" field and locate C:\Windows\explorer.exe. The start
directory will befilled in automatically with the path of explorer.exe. In the Command line option field, type in the path
of the shared folder, it can be alocal folder or a network shared folder using a UNC path (example : \data\shared fol der)
Fill in the field below with your shared folder information:
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Tl New Application

Path/Filename:

|C:\\Winduws\e:plurer.e:e

Start Directory:

|C:\"\Winduws

Display Mame:

|Winduw5 Explarer

Command line option:

|C:\Shared Folder

Window State:
Default (Maximized f single application on Web/Mobile client)

Save Test

Cancel

Then click on "Save'.

Click on the "Users" tab. Select your user and check the TSplus Remote Taskbar and Shared Folder boxes:

[ appucaTions Seiect @ user/group to display and change applications assigned to it

Desktop, Taskbar, Floating Panel and Application Panel

(Sh PRINTER "
o3 o] o]
o WEB Microsoft FloatingPanel Application
Remote... Panel
B rarm Published Applications
O -;J] I J_A,l
2, SESSIONS i
Motepad Shared

Folder

&, svsTem T00LS
83 ADvANCED
{7 ADD-ONS

(©7 LICENSE

T} TSplus - Administration Console - x
TS L Lite Mode
sz REMOTEACCESS

@ Help English -
{ HomE 9, Select a User/Group assigned to User DESKTOP-NQIKIV1\Edgar

Display Mode: | Large Icons | Orderby: |“D Dateadded
O [ Publish

Desktop
folder

Here is the result, when you open a session with an rdp client, you will see the TSplus taskbar with the shared folder

application:
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Y ou can aso do this with the floating panel. Open an admin tool and click on the "Assign application” tab. Check the

E.

PO File

{ ;U' | I v jehn » By Documents - | by ” Srarch My Documents
Organize = G open ~ Shane with « E«mail My folder i
3 - ’ =
T Favoritss Hame Date modified
B Desktop | =] BYOD: TH/2004 B:11 AM
# Downlosds 8 Taplus-UserGuide GRS 142 AM
2 Recent Places B TSplus-white-paper G20/ 2005 1:40 AM
=i Libraries
| Docurnents
J: Mlusic
= Pictures
B videcs
& Computer
g Metwork
Fl m
BYOH  Diate rmoddiect TS0 611 AM Date created: 62142014 100 PM

Sire 486 KB

Floating Panel and the Shared Folder boxes.

Hereisthe result:

0l &

Type

POF File
POF File
POF File

29 Seplember
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[==Er=]
rl_t * john kb My Docurnents - |4}[| Search My Documents P|

Organize Include in library ~ Share with = Mew folder i= « [ ﬂ

=
):r Favor Marme Date modified T:,.'p:

Bl Desktop &) BYoD T/4/2014 G:11 AW PDF File
| Downloads O Taplus-UserGuide 9/My2151:42 AN PDF File
“El Recent Places 18] TSplus-white-paper W20/ 2015140 AM  POF File

Za Libraries

| Decumerts
o' Music

&) Pictures
B videos

% Computer

€ Network

A ] b

i‘ 3 items
_i.
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Open Fileson Client Side

Overview

Thisfeatureis apowerful one. It allows to open documents located on the server on the client side depending onitsfile
extension.

For instance, you can open a Micr osoft Office Word document without having Office installed on your server.
The .docx (or .xIsx) document is automatically uploaded on the user side where the local Office will be used to open it.

If you are hosting your application on a Cloud server and if your application is generating an Excel, Access or Word
document, this feature prevents to care about Office licenses on the server.

Configuring a File Type to open on the client side

Thetile "Open Fileson Client Side" islocated in the " Sessions - Settings' tab of the AdminTool. Click on it to display
the configuration window:

Tﬂ, TSplus - Administration Console — x

Lite Mode

a0z REMOTE

Help English

{ar HomE

Session Management settings
[ aprucaTions

Session Opening Preference

(Sh PRINTER
© wes

B rarm
Open Files on Client Side

Session prelaunch configuration

2, SESSIONS o
pen URLs on Client Side

é\ SYSTEM TOOLS

8% ApvanceD Hide Disk Drives
> ADD-ONS Contextual menu
@3 LICENSE Permissions

Client Generator
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T Files Types te open on user side — >
.d
ot Add a new File Type
Jdoo
ppt

Remowve this File Type
xls

Add Office Files Types

Femowve Office Files Types

The button "Add anew File Type" alows you to add an extension (such as ".docx" for Microsoft Office Word 2007-
2010) to the list.

All thefileshaving an extension in thislist will then be opened on client side, provided that you use one of
Terminal Service Plus connection clients:

e Any generated Terminal Service Plus Client (RemoteApp or RDP)
¢ Any Windows connection from the Terminal Service Plus Web Portal
e Any HTML5 connection from Terminal Service Plus Web Portal

Warning: this feature is not supported for:

e Any RDP client (mstsc for example)

Troubleshooting

If you have configured afile type to open on client side, and it is not working (i.e. the fileis still opened onits own
computer), then we advise you to check the "Open With" list in Windows context-menu:

e right-click on thefile.

o click on the "Open With" menu item.

o if thereis more than one application in thislist, click on "Choose default program™ and select
"OpenOnClient.exe".

This Termina Service Plus great tool appliesits configuration to all users using the computer, however please keep in
mind the following rules:

o Windows allows each user to change this default opening program with another program of its choice.
e Using HTML5 connection client, the file will be downloaded and managed by the local browser. Some browsers
treat some file types in specific ways, so browser's settings should also be checked twice.

These rules explain most of the issues when using the Open On Client feature, that is why we advise you to start by
checking the default program:
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o for thelogged user on the server
¢ for the user on the client
o for the browser on the client (when using HTML5)
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Open URLson Client Side

Overview

Thisfeatureis apowerful one. It allowsto open on the client side every websites links and websites shortcuts |ocated
on the server.

For instance, you can open YouTube videos directly on the client, thus saving lots of bandwidth and CPU power
on your server.

The web address (URL) is automatically transferred on the user side where the local default browser will be used to
openit.

Enabling this Feature on a server

The "Open URLs on Client Side" tileislocated in the " Sessions - Settings" tab of the AdminTool. Click on it to display
the configuration window:

T TSplus - Administration Console - x

Lite Mode

sz REMOTE

Help English

{ar HOME

Session Management settings
[ appucaTiONS

Session Opening Preference

() PRINTER
@ we

B rarm
Open Files on Client Side

Session prelaunch configuration

]
2, SESSIONS
Open URLs on Client Side

E& SYSTEM TOOLS

83 ADvANCED Hide Disk Drives
> ADD-ONS Contextual menu
@3 LICENSE Permissions

Client Generator
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T! Opening URLs on userside  — >
Select protocols to open on user side:
[ ] http [ ] https [ ] tel []sms [ ] mailto
Define URLs to open on user side:
Add
Remowve
URL On Client is currently disabled @
Apply

Http and https protocols boxes are not ticked by default.
Y ou can also activate tel, sms and mailto protocols by ticking the corresponding boxes.
Then click on the " Apply" button, which allows you to activate this feature for al users on the server.

In order to fully enable this feature, every user will have to restart its session (logoff then login) before they can use this
feature.

All theweb links and shortcutswill then be opened on client side, provided that you use one of Terminal Service
Plus connection clients:

e Any generated Terminal Service Plus Client (RemoteApp or RDP)
¢ Any Windows connection from the Terminal Service Plus Web Portal

Warning: this feature is not supported for:

e Any RDP client (mstsc for example).
e Any HTMLS5 connection from Terminal Service Plus Web Portal.

Windows 8 and 8.1

Starting with Windows 8, Microsoft has forbidden automatic change of user's default browser.
Thisiswhy, once the feature is activated on the server, every user will have to choose 'Url On Client' when asked for a
default browser.
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How do you want to open this type of link (hitp)?

gm Default Host Application

Internet Explorer

F Url On Client
(=1

ﬂ Look for an app in the Store

Thiswindow will only be displayed the first time a user opens aweb link. Unfortunately, thisis Microsoft Windows
policy and we are not aware of any workaround.
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TSplus Virtual Printer

The TSplus virtual printer is anew alternative to classic remote desktop printing solutions, which can be unreliable,
hardware dependent and difficult to manage. The virtual printer’ s unique compression algorithm improves the transit
speed of remote print jobs by minimizing data transfer while maintaining image quality.

Note: The TSplusHTML5 client is not supported and it requires the TSplus Universal Printer.

Benefits

Single-user and multi-user environment support.
Zero configuration is required.

Works with any virtual machines.

Mixed 32 and 64-bit environment.

Pre Requisites

TSplus virtual printer OS compatibility list, in 32 and 64-bit::

Windows Vista

Windows 7

Windows 8

Windows 8.1

Windows 10

Windows 11

Windows Server 2008

¢ Windows Server 2008 R2
e Windows Server 2012

¢ Windows Server 2012 R2
e Windows Server 2016

e Windows Server 2019

e Windows Server 2022

The TSplus Virtual Printer is compatible with:

The TSplus generated client

The TSplus RemoteApp client

The TSplus RemoteApp plug-in when using the Web Portal
The Microsoft Remote Desktop client

It is not compatible with:

e The TSplusHTMLS5 client
¢ Hard Coded Thin-client devices where the client side setup cannot be installed.

Two Parts

© TSplus - www.tsplus.net 116


/tsplus/universal-printer

TSplus Remote Access - Documentation

| REMOTLE

The TSplus Virtual Printer is made up of two components:

e A server side component that comes installed on TSplus Remote Access.
o A Desktop component that isinstalled on the end-user’ s Windows Workstation.

Both setups are available directly in the server side in the “ C:\Program Files (x86)\T Splus\UserDesktop\files\addons’
folder and named “ Setup-Virtual Printer-Server.exe” and “ Setup-Virtual Printer-Client.exe’:

il I addons =] 3
~) Rég —am—
'(?‘\ Jv\ . = Ordinateur = Disque lacal (C:) ~ Program Files (x86) ~ TSplus ~ UserDesktop ~ files ~ addans = |23 [ rechsrcher dans : addons £l
~lIr = —
Organiser ¥  Inclure dans |a bibliothéque = Partager avec »  Houveau dossier = o+ [ @
He
Microseft SDKs =l hom - Modifié e |Type |Ta|||e | |
ar Microsoft Silvatlight - ‘ N
= latest . 28/04/2020 16:47 Fichier LOG 1K
o Microsoft SQL Server kst fene o e °
Microsoft Yisual Studio = latest_vp_msi.log 28/04/2020 16:48 Fichier LOG 120Ko
B Microsoft HET Ly Setup-VirtualPrinter-Client. exe 04/05/2020 17:01 application 9205 Ko

Mozilla Mainkenance Service

{5 Setup-VirtualPrinker-Server exe

04/05/2020 17:01

Application

14 724 Ko

IM3Build

o huGet
- paAdmin 4
RDS-Tools
Reference Assemblies
=y RoboSoftd
Pe Tplus
Clients
G jawa
De UniversalPrinter
UserDesktap
b Filss
fai Jego
Jleqo - Backup svant MAJ lego ex
_lego
o addons
apilangs
Sal ico =l

4 élément(s)

A1 B&enmé dac Fanctinnnalibés

The Client setup is also available from your TSplus web server, using the link below:

"yourtsplusserveriporpublicdomain”/addons/ Setup-Virtua Printer-Client.exe

Y ou can also perform asilent install of the Client viaa command line, by executing the setup with the following
parameters:

[ SUPPRESSMSCGBOXES / VERYSI LENT / SI LENT / no_ui

Getting started

TSplus virtual printer is automatically installed during the first TSplusinstallation, and directly available during the
trial period.

Once TSplusisinstalled, you will need to install the “Virtual Printer Client” on user’s computer.

When you connect remotely to your TSPlus server using either Microsoft RDP client (mstsc), T Splus gener ated
client or Web Portal RemoteApp plug-in, you will be able to print from your remote session to your local printer
using the “Virtual Printer” printer. By default, the local printer selected is the local default printer.

Y ou have 2 ways to change the local printer mapped to the “Virtual Printer” printer based on your situation:

1.If you are using the full desktop, then you can select which local printer to be used by using the virtual printer icon in
the systray:
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Send To COneNote 2016

OneMote
Microsoft XPS Document Writer

Microsoft Print to PDF
Fax

» Canon T56100 series
=

A G T i) ,::;}1 FRA

2.If you don't have access to the full desktop, you will need to use the “Virtual Printer Tool” named
“VirtualPrinterTool.exe” located in “ C:\Program Files (x86)\T Splus\UserDesktop\files’. Note: you can either assign the
application to the user, or make it run automatically on logon through the Virtual Printer advanced settings:

=0 Virtual Printer Tool - Select your default local print.,. — *
5. Canon T561700 series ~
0. Send To OneMaote 2016
1. OneNaote

2. Microgoft XP5 Documernt Writer
3. Microgoft Prirt ta PDF

4 Fax

5. Canon TS6100 seres

Configuration

To access to the TSplus Virtual Printer control panel, please navigate through the AdminTool: Printer > Virtual Printer
Manager
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T TSplus - Administration Console - 13.50.5.10

x

TSELUS
1t HOME

[ appLicaTIONS
(Ep PRINTER

& wes
B rarm

2 SESSIONS
Q\ SYSTEM TOOLS
83 aovancen
{> ADD-ONS
(©5F LICENSE

@ Help

R > Printer

Universal Printer

sal Printer - Ghostscript PDF - is installed

@ e univ

@ The Universal Printer is Ready

® The Universal Printer is not set as Default printer. Click here to set as default printer.

% Universal Printer Manager

Virtual Printer

(D virtual Printer is insta
@ You
@ firtual Printer is thi

% Virtual Printer Manager

n of Virtual Printer

sing latest vi

ault printer

% Lite Mode

English
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Advanced printing option: Universal Printer

The TSplus Universal Printer allows you to print documents from any PC or mobile device.
See the video tutoria to print with the Universal Printer.

Universal Printer Manager

Since the release of TSplus version 12, the Universal Printer Manager has its own tab:

T TSplus - Administration Console

TS

1 HOME

[ appucaTions
[Sp PRINTER

© wes

B rarm

2, SESSIONS
Q‘ SYSTEM TOOLS
8% Apvancen
¢ap ADD-ONS

(@57 LICENSE

Remote Access Management Console

() The Universal Printer - Ghostscript PDF - s installed
@ The Universal Printer is Ready

@ The Universal Printer is set as Default printer

Universal Printer Manager

Install Universal Printer (CUSTPDF)

Install Universal Printer (Ghostscript]

Remave the Universal Printer

Setit as Default Printer

View Printer

Paper size

PostScript Custom Page Size

Portrait

Universal Printer properties

~ D Reset User Settings on logon

The Universal Printer Manager gathers al the required tools to install, uninstall, display and handle the Universal

Printer options.

This tool enables administrators to help users with dynamic printing requirements.

Information can be found at the top concerning the current universal printer status: Y ou can check if the newest version,
which uses GhostScript, isinstalled. Y ou can seeif the printer isready. And you can verify that the printer is set to

default.

The Buttons below alow you to:

¢ Install the Universal Printer (which uses CUSTPDF), which isthe old printer, before TSplusversion 9.
¢ Install the New Universal Printer (which uses Ghostscript), which is more stable with more printing format

support.

e Removethe Universal Printer.
e Set it asdefault printer.

e View Printer: Opens awindow where you can see the status of your printing documents, pause, resume or

cancel the print job.. Y ou can also set your printing preferences and properties.

e Universal Printer Properties. Opens this window, where you can see all the printing properties. After the
Genera Tab, there are tabs for sharing, ports, advanced, color management, security and device settings.
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a@a Universal Printer Properties >

General  Sharing Pors  Advanced Color Management  Securty Device Settings

::% Universal Printer

Location:

Comment:

Model: CUSTPDF Writer

Features

Color Yes Paper available:

Double-sided: Mo Letter
Staple: Mo
Speed: 400 ppm

Maximum resclution: 4000 dpi

Preferences... Print Test Page

QK Cancel Apply

- Below, you can set the Paper sizefor printing from A4 to any kind of printing for mat. (See Customize page
format printing for the PostScript Custom Page Size).
- You can also choose between 2 printing formats. Portrait and L andscape.

Paper size

A4 e |:| Reset User Settings on logon

The" Reset User Settings on Logon" box alows to force the default format of the Universal Printer to the one
selected in the AdminTool into each user's new session . If thisbox is not ticked, during its first session, the user will
have the format selected by the AdminTool as default format, but if he chooses another default format, then it is the one
which will be kept for its next session.

Printing with the Universal Printer

When selecting this printer, the document to print is automatically converted into a PDF file:
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: CUSTPOF Wik
: CPWPLSET

] Pt 1 e
Copess
WA mbercloope: |1
O Fages ME w:l:l

3 3 Collaln
Sebeciion 1= 'L_-z’ |

T

for Windows

Jr Windaws agalicatians
7 from Internet. Without
Iy make wour Windows
| IDP, Srrartphone, MaC
st simple and alordable

solution that eliminates the complaxity of other alternatives such as RDS

{\Windows Terrnvinal Server) or Citrix Servers.

With TSplus, your Windows applications are hosted on @ secwre central
TSplws system. Local and remote wsers running UMGE, Lime, Rac 0% X,
Windgws and any mobile device simply connect using the Web Portal on
ary web browser. The application then appears on your device just as if it
wid running lacally, And thanks 1o gur high-gerformance HTMLS client,

TS pluws provides a fast and effident access

TEolus Web Parra!

DRSO w

This PDF file isautomatically pushed to the local PDF Reader of the user's workstation.

Each print job is opened as soon asiit is ready on the user's local disk, without waiting for the previous Acrobat preview
to be closed. The printing process starts only once the PDF is fully created on the client' side, which guarantees the
print job starting without delay.
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=y Print
General

Select Printer

E@.}Micrnsnft HPS Docurment Writerd:

5 Universal Printer

€

Status: Ready
Location;

Commenk:

Fage Range
(Al
Selection Curment Fage

Fagez:

>
[ IPrinttafile | Preferences
Find Printer...
Mumber of copies: |1 =
Collate

) 22 g3

Cancel Apply

Y ou can choose from 3 printing options on the Local Resources tab of the Portable Client generator:

Windows Client Generator

General Display Femote Desktop client  Local resources

Local devices
, Disks all
i Printers
Sound
COM ports
Smart cards
UUSE devices

RemoteFX LSE devices
Flay remote sound:

(® Locally
Universal printer option

Action:
. () Preview with the local PDF Reader

() Print on default printer - local driver included

(®) Select the local printer - local driver included

Client location: |C:\User5\admin\Desl~:lop |

Client name: |Jchn-44.cnnnect |

Program Securty Load-Balancing

i) Remotely (I No

Printer scaling:
() Use original page sizes
() Fit pages to printable area

(®) Shrink pages to printable area (f necessary);

Browse
Create Client

© TSplus - www.tsplus.net

123


/tsplus/portable-client-generator

1S RE MOTE y ey TSplus Remote Access - Documentation

o Local PDF Reader preview: the document will be pushed and the local Acrobat Reader will open with the
generated PDF file. The user can print it, or save acopy on hislocal disk drive.

e Print on the user'sdefault printer: the document will be automatically pushed to the default user's printer (the
local printing driver isincluded into the TSplus connection client). Key value : This option isto be used for
people who have alot of printing to do per day and use the same printer for this purpose.

e Select alocal printer: The user can select one of hislocal printer (the local printing driver isincluded into the
TSplus connection client).

If you do not have a PDF Reader installed on your machine, we recommend the use of Foxit Reader.

o If youwishto print on the default local printer with the system defined PDF reader instead of Sumatra, you
can turn the setting "defaultsystem™ on, on the generated client parameters, as explained on this documentation.

Customize page format printing

If you want to have a specific page format and your printer is not compatible with printer redirection, you can set the
Universal Printer page format by opening the Devices and Printers menu of the Control Panel. Right click on the
Universal Printer, then on Printer Properties::

% Devices and Printers
« v &g ;11 » Control Panel » Hardware and Sound » Devices and Printers w O Search Devices and Printers p:l

Add a device Add a printer Seewhat's printing Print server properties Remaove device = - o

(-g

Freebox Server

~ Printers {5)

_ s

a

See what's printing
Fott Reader POF Microscft Print Microscft 395 Universal Printe :
Printer 16 POF Decurnent Writer ~" Set a5 default printer
e Printing pref
~ Unspecified (3) SEDS RS SERES
Printer properties
Create shortcut
) Remove device
— —_— — Troubleshoat
Intel{R) BISTAL  5AS Controller  USB RootHub Broperties
Gigabit Metwark (LS 3.0
Connection £
Universal printer  State: @ Defauit Status 0 documentis) in queue
'@': Madek:  CUSTPDF Writer
el Category: Printer
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=

General  Sharing Fors

@ Universal Printer Properties

Advanced Color Management Securty  Device Settings

Universal Printer

Location:

Comment:

Model:

Features
Color Yes

CUSTPDF Writer

Paper available:

Double-sided: Mo Letter
Staple: Mo
Speed: 400 ppm
Maximum resclution: 4000 dpi
Preferences... Print Test Page
OK || Cancel Apply

ped

Click on Preferences, then on Advanced:
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Go to Ghostscript PDF Advanced Document Settings/ Paper Output / Paper size / PostScript Custom Page. Finally,
click on Edit Customized Page Size and enter your preferred settings. Thisis especially helpful with receipt and label

printers.

@ Universal Printer Printing Preferences
Layout  Paper/Cuality

Qrientation:
Partrait W

Page Format

Pages per Sheet 1 e

oK

Cancel

Apply
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@_ﬂ-__:-\-_:-\-ﬂ;:':-:': _— e
Layodl |)STPDF Writer Advanced Options X
Orie
— |[mmm CUSTPDF Writer Advanced Document Settings
=57 Paper/Output
Pal """ | PostScript Custom Page Size -
o Copy Count: 1 Copy
Pa .
[—]@ Graphic
PostScript Custom Page Size Definition ? >
Custom Page Size Dimensions Uit
Width: [210.06 | (25.40. 5080.00) O lnch
. (@) Milimeter
Height: -25?_1]4} (25.40, 5080.00)
N (O Point
Paper Feed Direction: Long Edge First »
Paper Type: Cut Sheet (® Foll Feed
Offsets Relative to Paper Feed Direction
Perpendicular Direction: (0.0, 5080.00)
Parallel Direction: {0.00, 5080.00) I]
Cancel Restore Defaults ’
— —

]9 Cancel

Sumatra default page scaling setting (noscale/shrink/fit) can now be set in Client Generator and remoteapp2.js
filefor remoteApp connection from Web Portal

Y ou can specify from the Client generator which page scaling you want to be selected by default (None/Fit/Shrink),
when printing using the universal printer. The default value of this setting is “Use original page sizes”.

Y ou can also change this setting for remoteA pp connection using the web portal, by changing the value of the variable
remoteapp2_pagescaling in “remoteapp2.js’ file located in “ C:\Program Files (x86)\T Splus\Clients\www\software”.

* ‘noscale’ valueisfor “Use original page sizes’ « ‘shrink’ valueisfor “ Shrink pages to printable area (if necessary)” «
‘“fit’ valueisfor “Fit pagesto printable area”

var remoteapp2_pagescaling = 'noscal€’;
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Windows Client Generator

General Display Remote Desktop client Local resources

Local devices
' Disks
i Printers
Sound
COM ports
Smart cards
LUSB devices

RemoteFX LSB devices
Flay remote sound:

all

(@) Locally
Universal printer option

Action:
. () Preview with the local PDF Reader

(") Print on defautt printer - local diver included

(®) Select the local printer - local driver included

Client location: |C:\Users\admin\Desl~:lop |

Client name: |John-44.cnnned |

Program Securty Load-Balancing

() Remately I No

Printer scaling:
() Use original page sizes

() Fit pages to printable area

(®)iShrink pages to printable area (f necessaryk

Browse
Create Client

Note: If you are using these settings, please make sure that you are using, on your workstation, Connection Client

version >= 14.30.0.71.
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Printing with Standard RDP Printer-M apping
Feature

Thisis commonly used by Remote Desktop users and is equivalent to what you would have with Microsoft Terminal
Services.

If you plan to use exotic printers, be sure to check the box for printersin the local resources tab of the client generator.
See the video tutorial to print with Standard RDP Printer-Mapping Feature.

Windows Client Generator

General | Dizplay | Remote Dezkiop client | Seamless client | Local rezources | Program | Securty | Load-Balancing

Local devices

L’ Dighs

=
| Sound
[ COM ports
[] Smart cards
[] USE devices

Universal printer option

- () Preview with the local PDF Reader
() Prirt on default printer - local driver included

@ Select the local printer - local driver included

Client name: john connect Create Client

Most of the time it will require that you install the same version of the printer drivers on both the client and the server
in order to work properly.

Thismeans that if your server is Windows 2008 64 bit and your client computers are running Windows XP 32 hit, you
will need to install the 32 bit XP Printer Drivers on the server.

Click on the Start Menu, then on Devices and Printers. Click on any printer to display the Print server properties button
at the top of the window:
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(=)

‘ ‘ > @ + Control Panel » Hardware and Sound » Devices and Printers - Search Devices and Printers
Add a device Add a printer See what's printing I Print server properties I Remove device

4 Devices (3) Shows the properties for this print ]

5 x

ADMIN-PC Generic Non-PnP
Meonitor

4 Printers and Faxes (5)

Y - - -

HP Photosmart Microsoft XPS Send To Unwersal Printer
3100 series on Document Writer OneMote 2010
192168.1.5%:4

Universal Printer  Model: CUSTPDF Writer
Category: Printer
Status: 0 document(s) in queue

Oncein the Print Server Properties, click on the Driver tab to manually add your client driver. (In this case, we are

installing the Windows XP 32 bit driver)
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Forms | Ports | Drivers |Sv.=:1::1_|rit;.r I Mvanced|

ADMIN-PC
!

Installed printer drivers:

Mame

CUSTPDF Writer

Foxit Reader PDF Printer Driver
Ghostscript PDF

KOMICA MINOLTA mcd650 XPS
KOMICA MINOLTA ppdb50 KPS
Microsoft XP5 Document Writer
M5 Publisher Color Printer

M5 Publisher Imagesetter
Remuote Desktop Easy Print

Send To Microsoft OneMote 20...

Processor

HP Color Laserlet 2700 Series P... 3

Type

Type 3 - User Mode
Type 3 - User Mode
Type 3 - User Mode
Type 3 - User Mode
Type 3 - User Mode
Type 3 - User Mode
Type 3 - User Mode
Type 3 - User Mode
Type 3 - User Mode
Type 3 - User Mode
Type 3 - User Mode

e | Tl Kd_ 0

Properties

Y ou can also directly install your printer drivers using information and drivers from the Printer Manufacturer Website.

¢ It isrecommended to check your hardware manual for an installation procedure in aterminal server
environment.

e If you are using USB printers, make sure you updated the RDP protocol of your client computer to RDP version
6 or above to ensure maximum compatibility with redirected printers.

For the best results, it is recommended not to use USB printers. Compatibility and reliability are improved when using
COM or LPT printers.

Some exotic printers, such as label or receipt printers, may not be suitable to be redirected in a TSplus session, you
should always check with your hardware manufacturer for compatibility and installation proceduresin an RDS or
terminal server environment, which isvery close to TSplusin this case.
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Portable Client Generator

Overview

TSplus creates by default anicon for the Portable Client Generator:

<2,

alicny
LENEraion

It can also be accessed in the Sessions tab of the AdminTool:

8]

{it HomE

[ appLicaTioNs
(Eh PRINTER
@ wes

B rarm

2, SESSIONS
Q‘ SYSTEM TOOLS
3 ADVANCED
& ADD-ONS

(@57 LICENSE

a2 REMOTE

1A » Sessions

Session Management settings
Session Opening Preference

Session prelaunch configuration

Open Files on Client Side

Open URLs on Client Side

Hide Disk Drives
Contextual menu

Permissions

Client Generator

Lite Mode

Help English

_ - —

It enables you to create 2 types of connection clients which can be copied to the users Desktop or onto a USB stick for

portable use.

-
Windows Client Generator
Genersl Display Remote Desktop client  Local resources  Program  Security  Load-Balancing
Advanced client security options
Q?J [ Lock  on PC name [ Lock it on serial number
L8 [peskToP-204950 | [1961331728] ]
Time limit: Disable this generated cliert after some days for exemple 15 days)
Number of days from the first use date of this generated et
[ Deny user from saving credentials Enable 2FA
[[] Save usemame orly
[ Encryption V2
Advanced connection options
[[] Use the targeted server as a Remote Desktop Gateway (RDG)to encrypt data transfer
Please be sure to use the specified server's Domain Name instead of its IP address. Also be sure the
server has a valid SSL/TLS certificate installed
Client location: C:\Users'admin\Desktop Browse
Create Cliert

Note: Connection Clients are not compatible with Mac computers.

Since TSplus 11.40 release, the client generator has been redesigned to be numerically signed and to avoid
false/positive antiviruses reactions.
Instead of a".exe" program, the new Client Generator is creating aflat encrypted file with the extension ".connect”:
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john.connect

Pre-requisite on Client Side

On client side, each user will have to run a signed program named " Setup-ConnectionClient.exe” as a pre-requisite.

This program is available on your server, in the TSplus program folder: TSplus\Clients\WindowsClient:

Organize » Open Mew folder == » [ @
B Desktop “  Mame Date modi... Type Size
& Downloads . i
- ) ico 6/15/2017 ...  File folder
= Recent Places i . i
|| ClientGenerator.bin 7/30/2018 ... BIN File 639 KB
. @ ClientGenerator.exe 7/7/20171...  Application 96 KB
o Libraries . = - —
@ b : |% Setup-ConnectionClient.exe 1/30/2018 ... Application 9,389 KB|
ocuments
@ SVCr.Exe 7/3/20171...  Application 947 KB
J’ Music
[E Pictures
B2 Videos

1M Computer
(&l Local Disk (C:)

- 4

mn

| Setup-ConnectionClient.exe Date modified: 7/30/2018 7:35 PM

y¢) Application Size: 916 MB

Date created: 7/31/2018 7:55 PM

or on the TSplus\Clients\www folder:

ConnectionClient

<« T5plus » Clients » www » ConnectionClient

€ o ovn
~
v Clients L Name
> webserver & Setup-ConnectionClient
» WindowsClient
e WWW
cgi-bin

ConnectionClient

1item

v D

Date modified

6/23/201910:03 AM  Application

Search ConnectionClient

Type Size

[m} =

6,040 KB

or by downloading it.

Detailed Overview

Click on a tab to go to the corresponding information:

Portable @lient Generaton

© TSplus - www.tsplus.net

133


https://dl-files.com/Setup-ConnectionClient.exe

1S R E M OT E TSplus Remote Access - Documentation

Main window - General Settings

When you launch the client generator, the first tab displayed is the general tab, Here you will find al of the essentia
connection settings that you need to get you started.

e Server Address: Enter the | P address of the server you would like the client to connect to.
e Port Number: Enter the server port number. The default is 3389.

e Username and Password: If you enter a username and password, the client program will not ask the user to
retypeit at each session.
To reset thislogon/password saving, you must create and edit a shortcut of the Remote Desktop Client and add
the -reset on switch at the end of the target field.

Credentials

¢ If you don't want to save credentials, enter "nosavecredential” in the logon field of the Portable Client Generator.
¢ If you don't want to display the logon window with the user name, password and domain name, simply enter
"nopassword" on the password field.

If you want to enable autologon, enter * SSO in the username field, the client program will just ask for username
and password during the very first connection. It will save thisinformation on the user's workstation so that the
user doesn't have to identify himself ever again.

If you want the current local user's name to be displayed as alogon for the session, enter **, or
%USERNAME% in the logon field.

e Domain name: Enter adomain name if any.

Preferred Display M ode: Y ou can choose your preferred Display Mode from the following options:

o The Classic Remote Desktop, displaying your remote session environment.

o The Microsoft RemoteApp connection client, to display your remote applications as if they were installed
locally. It has a better graphic performance over minimized applications.

o Network speed: Y ou can choose between two options depending on your network speed:

o Disable background display & graphic animations for low speed networks.
o Enable background display and graphic animations for fiber optic or fast network.
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o Client location: Define the location of your generated client.

¢ Client name: Y ou can name your client as you wish.

Display

Windows Client Generator

General Display Remote Desktop client Local resources  Program  Securty  Load-Balancing

Graphical settings

5 () 1% bits color resalution

(®) 16 bitz color resolution
() 24 bits color resolution
() 32 bits color resolution

[] Dual-screen []span [] Enable shorteut keys

These settings apply to all kind of connection client:
- Remote Desktop client
- RemoteApp client

Client location: |C:\Users‘\admin\Desktop | Browse

Create Client

Cliert name: .|C|hr1—4-4.cnr1nec:t |

On this tab, you can change the color and the session screen resolution.

Y ou can also adapt your session for dual-screens, with or without span. The span option allows you to stretch your
session across both screens.

You can allow the use of the TAB key in the session.

Remote Desktop Client features

On this tab, you can choose which resolution you want to enable for the user:
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Windows Client Generator

General Display PRemote Desktop client  Local resources  Program  Securty  Load-Balancing

Remote Desktop
!, () 800x 600 (11366« 768
(1024 x 768 () 1600« 500
(1280 720 (11600 1024
(11280 1024 (11920« 1080

() User screen size
(®) Full screen

Smart re-sizing of the Remote Desktop

[] The Remote Desktop will nat hide the local taskbar

These settings are only valid for the Remote Desktop client
To select the Remote Desktop client you must use the General tab.

Client location: |C:\Users\admin\Desl{lop | Browse

Client name: |John-44.cnnned |

Create Client

Y ou can check the boxes to enable smart-sizing of the Remote Desktop, and if you want the Remote Desktop not to

hide or overlap the local taskbar.

Local Resources
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-
Windows Client Generator
General Display Remote Desktop client Local resources  Program  Securty  Load-Balancing
Local devices
Disks all
g_ Printers
Sound
COM ports
Smart cards
LUSB devices
RemateFX LUSB devices
Flay remote sound: (®) Locally () Remotely () No
Universal printer option
Action: Printer scaling:
- () Preview with the local PDF Reader () Use original page sizes

(") Print on defautt printer - local diver included () Fit pages to printable area
(®) Select the local printer - local driver included (®) Shrink pages to printable area (f necessary

Client location: |C:'-.Users'-—au:|min'-.Desktnp | Browse

Create Client
Client name: |Jnhn~¢4.cunnect |

Thelocal resources tab gathers al the devices that you may redirect in your remote session.

The editable field next to the disks box allows to specify which disks are available in the remote session. Y ou just have
to separate each letter of disk (C :, E: ...) by acomma. When the disks box isticked and no disk is specified, all the
disks are included in the remote session.

Printers correspond to LPT ports, and COM Ports correspond to Serial Ports. Since TSplus 11.50 version, these local
devices are selected by default.

Below, you can choose your option for printing, with the universal printer:

e Local PDF Reader preview: The document will be rendered as a PDF and the local Acrobat Reader will open
thefile. The user can print it, or save a copy on hislocal disk drive.

e Print on the user'sdefault printer: the document will be automatically pushed to the user's default printer (the
local print driver isincluded in the TSplus connection client).

e Select alocal printer: The user can select one of hislocal printers (the local print driver isincluded in the
TSplus connection client).

If you do not have a PDF Reader installed on your machine, we recommend the use of Foxit Reader. See our video
tutorial on how to print.

Program
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-
Windows Client Generator
General Display Remote Desktop client Local resources  Frogram  Security  Load-Balancing
Startup program ?
e W& recommand to use the AdminTool
to assign Application(s)to users or to groups.
However, you can specify here after one application to be started at logon.
Path/Filename |C:'-.F‘ragram Files {x86)\Foxit Software"Foxit Reader'Foxit Updater exe | Browse
Start Directary |C:'-.F‘ragram Files (<86)\Foxit Software'\Foxit Readed] |
Command line option | |
Client location: |C:'-.Users'-—au:|min'-.Desktnp | Browse
Create Client
Client name: |Jnhn~¢4.cunnect |

Y ou can set a startup application via the Portable Client Generator, and specify its path, directory and parameters, since
the 11.30 release.
However, we recommend you to use the AdminTool to assign the desired applications.

Security

TSplus offers two extralayers of physical security to keep your users connections safe.
The connection can be locked to the ID of a USB key, locked to a computer name, or you can use both layers of
security simultaneously.

Advanced client security option

o |f locked to a USB key, the user can initiate a connection from any qualifying windows computer by inserting
the USB key and using the connection program placed there by the administrator.

o |f locked to a computer name, the user can only successfully connect from the computer whose name has been
registered with the server for that user's portable client connection. If both security options are used, the user is
limited to connecting from their specific device and only if the correct pre-configured USB key isin place.

In order to lock a connection client onto a USB key you can do so by copying the client generator located in :
C:\Program Files (x86)\T Splus\Clients\WindowsClient

Now double click on the client generator and check the lock on serial number box located on the security tab. Onceit is
done, you can delete the client generator from the USB key.

The newly generated connection client will be placed on the desktop, don't forget to copy it back to the USB key! You
can delete the client generator that you copied on the USB key afterwards.
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-
Windows Client Generator
General Display Remote Desktop client Local resources  Program  Securty  Load-Balancing
Advanced client security options
%J [ Lock it on PC name [] Lock it on serial number
“E |DESKTOP-204350 | [1961331729) |
Time limit: Dizable this generated client after some days for exemple 15 days)
Mumber of days from the first use date of this generated client
[] Deny user from saving credentials Enable 2FA
[ save usemame anly
[ Encryption W2
Advanced connection options
[] Use the tangsted server as a Remote Deskiop Gateway (RDG) to encrypt data transfer
Flease be sure to use the specified server’s Domain Name instead of its IP address. Also be sure the
server has a valid S5L/TLS certfficate installed.
Client location: |C:'-.Users'-—au:|min'-.Desktnp | Browse
Create Client
Client name: |Jnhn~¢4.cunnect |

¢ You can define the time limit from the first use date of a generated client by entering the value on the time limit
box. (which is by default set to "no limit").
¢ Boxes below enable you to:
o Not display the ability to save credentials for a generated client.

= Save username only.
= Use Encryption V2.

Support for two-factor authentication

The client generator supports two-factor authentication since version 15.30.3.15. Two-factor authentication support
also requires a M obile Web edition or greater.

Please refer to Two-factor Authentication documentation page for more information on how to configure and enable
two-factor autnentication for users and groups on your T Splus Remote Access installation.

Please note the following additional requirements to enable two-factor authentication for a generated client:

¢ Connection Client validates the authentication code against the Web Portal using the HTTPS port. Therefore,
Web portal must be up-and-running and reachable through its HTTPS port from the client machine.

o If the HTTPS port of the Web portal is modified, then the generated clients enabled for two-factor authentication
must be generated again. Previously generated clients will fail to validate any two-factor authentication.

Since version 15.30.3.15, any previously generated client and any new client generated without 2FA support enabled
will behave the same as before. |f a user enabled for two-factor authentication attemptsto login using a client
gener ated without explicit 2FA support, the login will be denied as two-factor authentication is not possible and
therefore will fail.
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To add support for two-factor authentication, check the Enable 2FA checkbox before generating your client file. Asa
result, two-factor authentication will be validated when connecting to the Remote Access application server. If two-
factor authentication is enabled on the application server and the connecting user is not configured, then the connection

will be denied.

- A
Windows Client Generator
General Display Femote Desktop client Local resources  Program  Securty  |oad-Balancing
Advanced client securty options
%J [ Lock it on PC name [ Lock it on serial number
| DESKTOP-204950 | [ 1961331728 |
Time limit: Disable this generated client after some days for exemple 15 days)
Mumber of days from the first use date of this generated client
[ Deny user from saving credentials [=En
[] 5ave usemame only
[ Encryption W2
Advanced connection options
[] Use the targeted server as a Remote Desktop Gateway (RDG) to encrypt data transfer
Flease be sure to use the specified server’s Domain Name instead of its |P address. Also be sure the
server has a valid SSL/TLS certificate installed.
Client location: |C:'-.Users'-au:|min'-.Desktnp | Browse
Create Client
Client name: |JD|‘|I'|—-4-4.CDI‘|I‘|ECT |

Be mindful that adding 2FA support to a generated client later is not supported. For example, adding 2FA support
through command line against the generated .connect file is not supported.

Once a user has configured his account in an authenticator app, he or she will be able to connect using its password and
the code provided by its authenticator app or by SMS.

#4 2FA authentication >

Please enter your authentication code.

Concel

Advanced connection option

If the targeted server possesses a specific and accessible domain name, aswell asavalid SSL/TLS certificate installed,
you can enable the "Use the targeted server as a Remote Desktop Gateway (RDG) to encrypt data transfer”.

This option makes the RDP data transfer during the connection encrypted using TL S encapsulation, making it a suitable
alternative to any VPN in term of data encryption.
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In order to enable Windows SSO authentication for generated clients:
Update T Splus Remote Access to the latest version on a server joined to the domain.
Generate a client from the Client Generator, checking the "Enable Single Sign-On (SSO)" box in the " Security" tab.

Connect from a machine joined to the domain using the generated client.

-—
Windows Client Generator
General Display Remote Deskiop client Local resources  Program  Security  |oad-Balancing
Advanced client security options
-1 [ Lock it on PC name [ Lock it on serial number
WINDEVZI03IEVAL 3195516779
Time limit: Disable this generated client after some days for exemple 15 days)
M fimit Mumber of days from the first use date of this generated client
(] Deny user from saving credentials [ Enable 2FA
(] Save usemame only
(] Encryption W2 Enable Windows Single Sign-on {S50)
Advanced connection options
[] Use the targeted server as a Remate Desktop Gateway (RDG) to encrypt data transfer
Please be sure to use the specified server’s Domain Mame instead of its |P address. Also be sure the
server has a valid S5L/TLS cerificate installed.
Client location: C:iUsers'UserDesktop Browse
Create Client
Cliert name: Client-25.connect

Configuring Group Policy for Windows Single Sign-On (SSO) via
Remote Desktop Client

From the domain controller: 1. Open the Group Policy Management Console. 2. Right-click on the Organizationa Unit
(OU) where the Group Policy Object (GPO) should be applied and select "Create a GPO in this domain, and Link it
here...". 3. Name the GPO (e.g., SSORDSMY SERVER) and click "OK". 4. Right-click on the created policy and select
"Edit". 5. Navigate to the following location: "Computer Configuration / Policies/ Administrative Templates/ System/
Credentials Delegation." 6. Double-click on "Allow delegating default credentials' to open the settings. 7. Enable the
setting and click "Show..." 8. In the Value field, enter the server(s) in the format TERMSRV/serverfullyqualified
domain_name and click "OK". 9. Click "Apply" and "OK" to close the window. From the client machine: 10. Update
group policies by running the following command as an administrator: gpupdate /force.

Use mstsc instead to connect to the RD Gateway
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Y ou can also use this feature through mstsc configuration without using a generated client if the prerequisites

mentionned above are met.

To do so, go to the advanced tab first, then on the "Connect from anywhere" section click on "Settings" and configure

the Remote Desktop Gateway by :

Ticking the "Use these RD Gateway server settings' option
Replacing the server name with the targeted server domain name (without https://)
Selecting the Logon method "Allow me to select later”

Unticking the "Bypass RD Gateway server for local addresses' option
Ticking the "Use my RD Gateway credentials for the remote computer" option
Clicking "OK" to save these settings

Server authentication

ﬁ Remote Desktop Connection

| Remote Desktop
»¢) Connection

General Display Local Resources Experience

Server authentication verifies th
intended remote computer. The
required to connect is determing
policy.

i server authentication fails:

Wam me

Connect from anywhere
Configure settings to connect th
Gateway when | am working rer

"\f_. Hide Options

Then go to the "Genera" tab, and :

Ea RD Gateway Server Settings

| Remote Desktop
»¢) Connection

Connection settings

() Automatically detect RD Gateway server settings

(®) Use these RD Gateway server settings:

Server name:

| <argeted_server_domain_name

Logon method:

[ ] Bypass RD Gateway server for local addresses

Allow me to select later ~

() Do not use an RD Gateway server

Logon settings

Uzer name: Mone specified

“You wil be asked for credentials when you connect to thiz RD

Gateway server.

I Use my RD Gateway credentials for the remote computerl

¢ Replace the computer name with "127.0.0.2:3389", and change the port “3389" if you are using a different one
¢ Replace the username with the username you want to connect with (important: specifying the domain is

mandatory)
e Clicke on "Connect"
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& Remote Desktop Connection —

| Remote Desktop
»¢ Connection

Displa'_.r Local Resources  Experence  Advanced

Logon settings
Ela-hl Enter the name of the remote computer.
e

127.0.0.2:3389 v

You will be asked for credentials when you connect.

Allow me to save credentials

Connection settings

Save the cument connection settings to an ROP file or open a
* saved connection.

Save Save fs... Open...

(= Hide Options Help

L oad-Balancing

Y ou can also enable the Load Balancing to connect to one server of your farm.

Do not check the "Use Load-Balancing” box if you did not activate the L oad-Balancing feature on your server.
Y ou will need to enter the Gateway Web port, which should be the same as the default web port used on all the servers

of your farm.
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Windows Client Generator

General Display Remote Deskiop client Local resources  Program  Security
Enable Load-Balancing 7

[] Use Load-Balancing Gateway Web port number

When "Use Load-Balancing'is checked, it enables using the Gateway
with Load-Balancing to connect to an Application Server of the fam.

Prior using this advanced feature, please read our documentation

Cliert location: |C:\Users\admin'\[lesl{lcp | Browse

Client name: |J0hn-44.cnnnect |

Remote Desktop Client

The Remote Desktop client client has been copied on your Desktop

Client narme: john.connect

Client Customization is possible. See the corresponding documentation on how to modify the client'sicon and edit or

deleteits parameters.

L ogs for Connection Client

Y ou can enable the logs for Connection Client on the client side by adding the following registry key:

[HKEYLOCALMACHINE\SOFTWARE\Digital River\ConnectionClient] " Debug" =" true"

Thelogs are located in C:\Users\RDP6\logs directory if installation is per user or in C:\Program Files

(x86)\Connection Client\RDP6\logs directory if installation isfor all users.
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TSplus Client Setup program

Installl

On client side, each user will haveto run a signed program named " Setup-ConnectionClient.exe” asapre-
requisite.

This program is available on your server, in the TSplus program folder: C:\Program Files

(x86)\T Splus\Clients\WindowsClient:

. % Tsplus » Clients » WindowsClient » - | | Search WindowsClient Jo
Organize « Open Mew folder == » [ @
BE Desktop *  Mame Date modi... Type Size
4 Downloads X . - .
. l ico 6/15/2017 ...  File folder
= Recent Places . i _ . T
|| ClientGenerator.bin 1/30/2018 ...  BIN File 639 KB
. @ ClientGenerator.exe 1/7/20171...  Application 96 KB
= Libraries = " " R
3 |% Setup-ConnectionClient.exe 7/30/2018 ... Application 9,389 KB
@ Documents - - " N —
. @ SVCT.EXE 7/3/20171...  Application 947 KB
J‘ Music
[&= Pictures
B2 Videos
1M Computer
(il Local Disk (C3)
~ |4 m
| Setup-ConnectionClient.exe Date modified: 7/30/2018 7:35 PM Date created: 7/31/2018 7:55 PM
»¢) Application Size: 916 MB

It isaso available in C:\Program Files (x86)\T Splus\Clients\www\ConnectionClient, so your users can just run the
program once on your web server address: http://xxxxxxxxxxx/ConnectionClient/Setup-ConnectionClient.exe

ConnectionClient - O
« S <« TSplus » Clients » www » ConnectionClient v | O Search ConnectionClient »
~
v Clients ~ MName Date modified Type Size
’ webserver & Setup-ConnectionClient 6/25/201910:03 AM  Application 6,040 KB
> WindowsClient
v WWW
cgi-hin
ConnectionClient v
1 item f=z| =

or by downloading it.

Install for all users

Y ou can now install the Connection Client for al users. This means that once installed, any user on the computer will
benefit from it, and will be able to connect in remoteA pp mode from the Web Portal, as well as with a generated
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.connect client file.

Select Setup Install Mode >

k’) Select install mode

Connection Client can be installed for you only, or for all
users (requires administrative privileges).

— Install for me only (recommended)

% Install for all users

Annuler

Note: For this pop-up to appear, you will need not to have the Connection Client installed already. Y ou can also, during
an ingtallation using commandline, specify which mode you want to use with the argument /ALLUSERS or

/CURRENTUSER to install respectively for al users, or for the current user.

Note: Since TSplus 12.40, The Client Setup Program and the RemoteA pp client setup have been merged and can be
deployed with one single setup - so if you download the Connection Client Setup, there will be no need to download

the RemoteApp Client one.
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Edit or Delete the Parameters of a Generated
Client

There are many reasons why you would want to change the parameters of your connection client: your TSplus server IP
address changed, you need to add printer's redirection, to change the universal printer settings or so on...

¢ You first need to create a shortcut of the ConnectL auncher.exe file, located on the RDP6 folder of the user's
profile:

Organize = 7 Open Include in library = Share with = New folder

-

- F. . Mame Date modified
w0 Favorites

Bl Desktop
4 Downloads

U
=l Recent Places

4 Libraries
3 Documents
J’ Music

| Pictures

E Videos

1M Computer
{ly Local Disk (C:)

?j Network

RDPE
File folder

AppData
. applist
i1 Contacts
mm Desktop
& Downloads
o Favorites
& Links
| My Documents
o My Music
= My Pictures
& My Videos

3/14/2017 3:17 PM
12/6/2017 12:29 PM
3/14/2017 3:33 PM
7/3/2017 10:41 PM
3/14/2017 3:33 PM
3/14/2017 3:33 PM
3/14/2017 3:33 PM
3/14/2017 3:33 PM
3/14/2017 3:33 PM
3/14/2017 3:33 PM
3/14/2017 3:33 PM

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

File folder

| |. RDPS

8/1/201812:23 PM

File folder

# Saved Games
L7 Searches

Date modified: 8/1/2018 12:23 PM

3/14/2017 3:33 PM
3/14/2017 2:33 PM

File folder

File folder
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f"_'\.. |

Organize

3 Favorites
Bl Desktop
4 Downloads

1= Recent Places

4 Libraries
@ Documents

Aﬁ Music

[ Pictures

B Videos

M Com puter
(#l Local Disk (C:)

?ﬂ Metwork

I: )_‘) Shortcut

Share with + MNew folder

-

- v Computer » Local Disk (C:) » Users » john » RDPG - Search RDP6

[ Open

MName Date modified Type Size
|| bkgsc.bmp 4/2/2001610:16 AM  Bitmap image 8 KB
& bkgscblue.bmp 4/2/201610:16 AM  Bitmap image &8 KB
|| bkgscgreen.bmp 4/2/201610:16 AM  Bitmap image 8 KB
|| bkgscpink.bmp 4/2/201610:16 AM  Bitmap image 8 KB
|| ConnectionClient.bin 7/30/2018 7:35 PM BIM File 570 KB
@ ConnectionClient.exe 7/7/201710:19 AM  Application 96 KB
@ ConnectionClientold.exe 7/7/201710:19 AM  Application 96 KB
|| ConnectLauncher.bin 7/30/2018 7:35 PM BIN File 8,188 KB
@ ConnectlLauncher.exe 7/8/2018 9:04 PM Application 96 KB
|2f) ConnectLauncher.exe - Shorteut 8/1/201812:13PM  Shortcut 2KB
+ | DroidSansFallback.ttf 4/2/2016 6:13 AM TrueType font file 3749 KB
& icodico 4/2/201610:16 AM  Icon 161 KB
@ icon.ico 4/2/201610:16 AM  Icon 54 KB
2 | languk.ini 3/25/2017 8:27 AM  Configuration sett... TKB
%) librmupdf.dil 8/14/2016 5:36 AM  Application extens... 5,095 KB
|| MyRemoteApp.bin 7/30/2018 7:35 PM  BIN File 6 KB
@ MyRemotelpp.exe 77772007 10:19 AM  Application 96 KB
£ MyRemotelpp.ini 8/1/201812:09 PM  Configuration sett... 1KB

ConnectLauncher.exe - Shortcut Date modified: 8/1/2018 12:13 PM
Size: 1.09 KB

Date created: 8/1/2018 12:15 PM

m

- Then, right click on it and hit properties. Place your mouse at the end of the "target" field and typein the client's path
followed by "/?", for example: " C:\Users\John\Desktop\clientname.connect /?":
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% Connectlauncher - Shortcut Properties *
Security Details Previous Versions
General Shortcut Compatibility

Iﬁi‘jﬁl Connect Launcher - Shortcut

Target type: Application

Target location: RDOP&

Target: |her.e:e C:sUsershJohn'Desktoptjohn connect f71|

Start in: |C:\Users'\.]nhn\HDF"E |

Shortout key: | Mone |

Bun: | Momal window W |

Comment: | |

| Open File Location | | Change lcon... | | Advanced... |
[ ok ]| cancal || ooy

Now click OK and double click on the shortcut. A list of switch appears :
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Remote Desktop possible parameters >

fclean : to reset user workstation parameters

Connection settings

-user: user logon

-psw: user password

-server: server |P adress

-port: ROP port number [3389)

-domain: Domain name

Display settings

-color Enter 8, 15, 16 ar 24 [bits)

full: 2 for full screen, else enter 1

-width: enter 800, 1024 or 1280

-height: enter 600, 7628 or 1024

-remoteapp: on/off to do Microsoft RemoteApp
-seamless: on/off to do seamless Remote Application
-dualscreen: on/off to use a dual screen

-alttab: 01 - 0 means Alt-Tab on the client side
-localtb: O or 42 - 0 means RDP will cover the local taskbar
-apppath: path of a specific RemoteApp

Local drives settings

-disk: on/off Disks

-printer: on/off Printers

-com: on/off COM ports
-smartcard: on/off Smart cards

Universal Printer settings

-preview: on/off Preview the prints on the local PC
-select: on/off Select a local printer

-default: on/off Print on the default local printer

-defaultsystem: on/off Print on the default local printer with the system
defined PDF reader

Security settings

-lock: lock the program on the workstation name
-serial: lock the program on the device serial number
-gatewayhostname: RD Gateway hostname
-gatewayusagemethod: RD Gateway usage method

Click OK, thelist of all the parameters appearsin a small window.

Y ou can now edit them to match your preferences, you will need to log off and log on again to apply the changes.

@ Changing the connection settings of this lo... — >

To modify the local connection settings
just replace the cument ones.

bith 42 full 2 remoteapp off seamless off -width 1024 -height 768 -smartsizing

QK Cancel
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Settings change

Change saved

Pt

Clean the Parameters of a Generated Client

After having launched the client at least once, you can clean the parameters by deleting the client.txt file located in the

RDP®6 folder:

« - v

| 4 [} = | ROPE

m Videos
4 Local Disk (C:)
PerfLogs
Program Files
Program Files
tmp
Users
admin
Default.mig
lohn
[25] Contacts
[ Desktop

Home Share

Ll

View

» ThisPC » Local Disk(C:) » Users » John » RDPG&

~
Name

bkgsc
@ bkgscblue

bkgscgreen

@ bkgscpink

D ConnectionClient.bin

@ Connectlauncher - Shortcut
D Connectlauncher.bin

@ Connectlauncher

+  DroidSansFallback

B ico2
john
B languk
I

27itemns  1item selected 310 bytes

v O

Date modified

8/20/2018 2:21 PM
G/20/2018 2:21 PM
9/20/2018 2:21 PM
8/20/2018 2:21 PM
11/14/2018 10:49 ...
11/29/2018 2:17 PM
11/14/2018 10:49 ...
G/20/2018 2:21 PM
G/20/2018 2:21 PM
G/20/2018 2:21 PM
11/29/2018 2:14 PM

9/20/2018 2:21 PM

Search RDP&

Type

EMP File
EMP File
BMP File
EMP File
BIM File
Shortcut
BIM File
Application
TrueType font file
lcon

Text Document

Configuration sett...

Size

KB
KB

2 KB
KB
580 KB
2KB
,233 KB
96 KB
3,743 KB
161 KB
1KB
TKB
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RemoteApp Connection Client

Y ou can choose between 2 display modes on the general tab of the client generator:

- A
Windows Client Generator
General Display Remote Desktop client  Local resources  Program  Securty  Load-Balancing
Server
Server address Port number
La-.qg 192.168.1.254 | [3389
User
i Logon Password
‘ * |John | |--u
Domain name (without extension)
|T5plu5 |
Pretemred display mode
(®) Remote Desktop client (") RemaoteAPP client
() Disable background & animations for better peformances (") Fast network or Fiber optic
Client location: |C:\L|sers‘.admin\Deslde | Browse
Create Client
Client name: |J0hn4-‘-’r.cunnect |

RemoteApp connection client
The RemoteApp connection client does not depend on the transparency color settings.
This allows for perfect application display as well as native Windows behavior.

¢ On the Client side, the installation of RDP6 or above is required.

¢ On the Server side, TSplus must be installed on a machine running Windows 7 to Windows Server 2019.
Note: RemoteApp is not supported on Windows 10 1803 et 1809 Home Windows 2019 Essentials Editions.

Y ou can change the RemoteApp client display and Printing preferences on the Web tab of the Admintool:
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T1 tsplus - Administration Console - ¥
Lite Mode
TS REMOTEACCESS e
elp nglis -
ﬁ HoME Web Portal
[ aprucaTions T wes portal N
eb Portal Design ‘S'. Web Credentials
@ FRINTER D ‘Web Portal Preferences _D_ Remotefpp Client
O " EEE Applications Paortal D HTMLS Client
B arm
tsplus Web App @ HTMLS Top Menu
2, SESSIONS
% SYSTEM TOOLS @ jr—
8% Apvancen -
iiil Web Server
4P ADD-ONS
D Lockout
(@57 LICENSE
. -
RemoteApp Client
Dizplay
Resolution: [ Remotefpp hi ]
Pixel Depth: | 32 bits - |
Web Printing Preferences
Choose your web printer: [F‘rirrt on the user default prirter - ]
Web prirnter will be used for all web connections using RemoteApp cliert.
Web prirter will not be used for HTML5 connections.
@ Help... @ Reset (ﬁg Preview @ Save |

Minimized applications can be found directly inside the Windows taskbar, like alocal application.
In this example, Firefox and Paint are launched locally; Notepad, Word and Foxit are launched remotely.

cheli=E

For the Remoteapp connection client, you can choose to publish one unique application to be launched
seamlessly at the user'slogon. Y ou can also publish applications with the T Splus Remote Taskbar, the Floating Panel

or the Application Panel.
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How to modify the TSplus client'sicon

Change your client'sicon

In order to change the generated client’ sicon, just create a shortcut of the client and go to the shortcut’ s properties:

Open with...

Share with b

Restore previcus versions

Send to k
Cut

Copy

Create shortcut
Delete

Rename

Properties

Open

Open file location

Open with...
Restore previcus versions
Send to 2

Cut
Copy

Create shortcut
Delete

Rename

Properties
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Target type: Connection Client File

Target location: Desktop

Target: r="Administrator admin-PCh\Desltop’john.connect

Start in: C:hUsershAdministrator admin-PCh\Deshktop

Shortcut key:  Mone

Bun: | Normal window -|

Comment:

Open Fie Location | | Change lcon.. | | Advanced.. |

OK || Gancel || ooy |

© TSplus - www.tsplus.net 156



SIRE MOTEACCESS TSplus Remote Access - Documentation

RPLUS

General | Shortcut | Security | Details | Previous Versions
@I john.connect - Shortout

| Target type: Connection Client File

Target| Change Icon [

Look far icons in this file:
ystemRoot%\system32VSHELL3 2. dll | Browse. .. I

B ) P o,
@ﬁgﬁﬁﬁw
1@@@
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Built-in Web Server Management

Y our Remote Desktop Server must be available, easy-to-access and safe. That’swhy TSplus utilizes a built-in Web

Server which helps you easily manage its status and operations.

A Management Console is available in the Administrator Tool. This Management Console enables you to view and

configure the status of Terminal Service Plus built-in Web Server.

When you install TSplus, web servers are listening on ports 80 and 443 by default. Make sure that the defined ports are

available and that Javaisinstalled on the server.

See the video about Web Features.

Web Server Components Status

The status of the Web Server main components are displayed on the AdminTool Home dashboard.

Tl TSplus - Administration Console

TS

{R HoME

O appucaTioNs
[Sp PRINTER
@ wes

B rarm

2, sEssioNs
& system To0Ls
83 ADvANCED
{7p ADD-ONS

(7 LICENSE

Remote Access Management Console

®© © ® 6

English

-

Computer name:  WIN-A1LOOCNOESE
Private IP 192,163,
PublicIP 78.133.

RDPport 3389

Connections: 1

[c} Session Manager

System Audit - Mo issues found on 1/7/2020 4:27:20 PM
Version 12.60.1.4 - You are using the latest version
License Activated - Enterprise edition - Unlimited users

End of support date: 7/11/2022

®

hitp://localhost
> o b

The built-in HTTP server is listening on port 50

The HTTPS server is listening on port 443

Read changelog

Help

Ports Considerations (Local Machine and Firewall / Router)

Terminal Service Plus only requires either Port 80 or Port 443 to be opened.

Port 3389 can stay closed.
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®

http://localhost
B = I

The built-in HTTP server is listening on port 30

The HTTPS server is listening on port 443

T TSplus - Administration Console
TSPLUS Remote Access Management Console
1} HoME
[ aprpucaTions m
[Sp PRINTER Computer name:  DESKTOP-SCVIIVH
Private IP 192.168.1.22
@ WEB PublicIP 78.
RDPport 3389
E FARM Connections: 1
2, SESSIONS
Qk SYSTEM TOOLS () system Audit - No issues found on -
ADVANCED
i§; @ Version -You are using the latest version
d7p ADD-ONS
@ License Activated - Enterprise edition - 25 users
(@57 LICENSE
@ End of support date: I &
English -

@He\p

Restart / Stop the Web Server Service

If you see that a serviceis not running, you may need to restart the Web servers by clicking on the "Restart Web
Servers button” which is represented by an arrow on the right, the Web Servers will be restarted and the service should

be running again.

Ta TSplus - Administration Console

TSELUS Remote Access Management Console

1 HomE
[ aprucanons D
(Sh PRINTER Computer name: DESKTOP-SCVIIVH

Private IP 192,168,122

o WEB Fublic|P 78,
RDPport 3389 2

E FARM Connections: 1 @,

-}
2 SESSIONS

% SYSTEM TOOLS @ System Audit - Mo issues found on + = = -
ADVANCED
@ @ Version 1.9 - You are using the latest version
> ADD-ONS
@ License Activated - Enterprise edition - 25 users
(7 LICENSE
@ End of support date:

English =

®

hittp://flocalhost

b o

The built-in HTTP server is listening on port 80

The HTTPS server is listening on port 443

(7) Help

If you click on the "Stop Web Servers' button, placed on the middle, the Web servers will be stopped. The HTTP and
HTTPS server status will now display in red indicating that the HTTP / HTTPS services are stopped:
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T TSplus - Administration Console - hes
TS Remote Access Management Console
1} HoME
[ aprpucaTions g @
[Sp PRINTER Computer name: DESKTOP-SCVIIVH http:/Alocalhost
Private IP 192.168.1.165
. b [o] o
@ WEB PublicIP 78.
RDPport 3389 /’ The built-in HTTP server is not listening on port 80
E FARM Connections: 1 Q The HTTPS server is not listening on port 443
2, SESSIONS
% SYSTEM TOOLS () system Audit - No issues found on
ADVANCED

@ @ Version = -You are using the latest version
d7p ADD-ONS

@ License Activated - Enterprise edition - 25 users
(@57 LICENSE

@ End of support date:

Help
English -
Tl tsplus - Administration Console - e
REMOTE
PLUS Help English -

{ HoME

O aprucaTions
[Sp PRINTER

® wes

B rarm

2, SESSIONS
ek SYSTEM TOOLS
8% ADvaNCED
{7p ADD-ONS
(@57 LICENSE

Web Portal

‘Web Portal Design

Web Portal Preferences

Applications Portal

tsplus Web App

HTTPS

Web Server

Lockout

Web Credentials

RemoteApp Client

HTMLS Client

HTMLS Top Menu

Y ou can change the ports during installation or at any time by clicking on the Web - Web Server tab. On thistab, you
can choose to use a different HT TP web server, modify the Web Server root path and the HTTP/HTTPS port numbers.
Make sure that these ports are available before changing them: if a conflict occur TSplus web server will not work.
Hereis anon-exhaustive list of TCP port that might be used by an application on your server. Once these modifications

done, click on save and the AdminTool will restart.
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Disable http only or http on https

See this documentation for more information on this topic.

For more in-depth information about server s customization and pr efer ences, see these pages.

Web Portal Preferences, Web Applications Portal, Web Credentials.

© TSplus - www.tsplus.net 161


/tsplus/enforce-https
/tsplus/webportal-preferences
/tsplus/web-applications-portal
/tsplus/web-credentials

1S R E M OT E TSplus Remote Access - Documentation

Web Applications Portal

Overview

Terminal Service Plus Web Application Portal provides asingle, flexible solution that can streamline application and
desktop deployment and life-cycle management to reduce I T costs. By centrally managing and web delivering on-
demand applications, IT can improve the success rate of application deployment providing role-based management,
application control, security and users support.

Terminal Service Plus Web Application Portal virtualizes and transforms Windows apps and desktops into a secure on-
demand service.

With Web Application Portal, you will be able to publish Microsoft Windows applications (business
applications, Office applications...) to the web.

Asin Citrix, your users can access their applications directly from the Internet, simply by clicking on the application
icon in the Portal web page, directly inside their own Internet browser.

Managing your Web Applications

The Web Application Portal featureisfully integrated in Terminal Service Plus. It means that all the applications
published by Terminal Service Plus Applications Publishing feature can be used in the Web Applications Portal.

If you would like to know more about this publication process, feel free to read our documentation about Application
Publishing and Assigning Applications to Users or Groups.

Designing your Web Applications Portal

In the Admin Tool, open the "Web" tab and click on the "Applications Portal" tile.
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12 REMOTE,

T1 tsplus - Administration Console - ¥

Lite Mode

o2 REMOTE

Help English

{2 HoME

Web Portal

O appucations Web Portal Design Web Credentials

[P PRINTER
© wes
B arm

‘Web Portal Preferences Remotefpp Client
Applications Portal HTMLS Client

tsplus Web App HTMLS Top Menu
o
2, SESSIONS

ek SYSTEM TOOLS
HTTPS

8% Apvancen
Web Server

4P ADD-ONS

Lockout

(@57 LICENSE

Applications Portal

Applications Partal
Enable Applications Partal

Applications Page

Title: Remote Applications Portal

Box Title: Applications

Booe Log OFf Texd: Log COff
HAMASRAL =
HCCCCCC =

o
@ Help... ‘ @ Reset ‘ 'xrn\g Preview @ Save ‘

To generate aweb access page with the Web Applications Portal feature activated, check the " Enable Applications
Portal" checkbox. You can customize your web access page to your liking, then click on "Publish” to publish this new

web access page.

Note: You can change the box and the box border colors only for the Classic themes which can be changed on the Web
Portal Design tile.

Using the Web Applications Portal

On this example we have published the new web access page with the default name "index".
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To accessit, open aweb browser and go to http://yourservername/ (in this example
from the server itself).

The first web page displayed is the standard Terminal Service Plus web logon page:

PLUS

Log on

TSPLUS ‘

| John | v

O HTMLS @ RemoteApp

Oncelogged in, anew web page is displayed, thisis the Web Applications Portal:

we use http://localhost , directly
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SPLUS =

Remote Applications Portal

Applications

L L B

Desktop folder Notepad

a .

Powerpoint

Asyou can seeg, the user gets an icon for every published application that he has access to.
The user can now click on one or more icon, in order to remotely open the matching application in a new tab:
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“

Web-L ockout

Since TSplus 11.40 release, brute-force attacks on the Web Portal are now blocked when users enter wrong credentials.
After 10 attempts during a period of 15 minutes, the Web Portal will prohibit the user to logon for 30 minutes

(customizable on the Advanced - Lockout tab of the AdminTool) :

(F @ http://localhost/software/htrml5.html v | |Q Rechercher | ﬁ E ‘ ‘ﬁ‘ | =
Do)\l 9 - - . s Bookl oft Excel = =
< Home l Insert Page Layout Formulas Data Review View @ - 2 X
= % Calibri A PR = 5 General - [ﬁ[undﬂiunal Formatting ~ = 5*=Insert = X - ﬂ [ﬁ
| J 53 "|B P '|A‘ A'| "'@' % % | | [G% Format as Table ~ || % Delete = "E' ) |
n g BT A o) [BA | Zease- H ot~ H et
Clipboard ™ || Font fa || Alignment fa|| Mumber T&|| Styles || Cells Editing |
Al - %] ¥
- e e e
1
| 2 |
| 3 |
| 4
| 5 |
| 6 |
| 7 |
& 2
| 9 |
10
11
12|
13
14
15
| 16 |
| 17 |
18
[leaorbi|_sheet1 T [
Ready [EEE e —e
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‘ TSPLUS

Iohn

‘ Headquarter

® HIMLS @ RemoteApp

Too many failed attempts.
Please retry later.

These are the default settings which are customizable on the hb.exe.config file located on the TSplus folder:
TSplus\Clients\www\cgi-bin\hb.exe.config in the "appSettings' paragraph.

Y ou can check all blocked connections and logs by users on the Lockout feature of TSplus:

T TSplus - Administration Console

sz REMOTE

{ar HOME

[ appucaTiONS
() PRINTER
@ we

B rarm

o
L sessions
E& SYSTEM TOOLS
83 ADvANCED

> ADD-ONS

(7 LICENSE

Reset

Mame Locked Consecutive Failures
DESKTOP-NQIKIV1\admin MNo 1
DESKTOP-NQIKIV1\edgar Mo 1
DESKTOP-MQIKIV1root Mo 1

— X

Lite Mode

Help English

First Failure

Thisfunctionality is visible and active after the first Web Portal connection.
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|mportant Notes

e The Web Applications Portal feature is compatible with Farm / Gateway configuration and it also supports |oad-
balancing.

¢ InaFarm/ Gateway configuration, the Applications must be published and assigned on every server of the farm
at the moment.

¢ Intermsof Terminal Service Pluslicensing, auser can open several applications at the same time without
counting for more than 1 user.
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Remote App Plugin

Since the new 8.40 version of TSplus, there is no need anymore for a Java plugin to be installed on the client browser.
Y ou can now access the Windows RemoteA pp client by downloading and installing a small Windows plugin viathe
Web Portal. This operation is fast and needed only once per client.

User name:

Domain:

@ HTMLS © RemoteApp

Windows Plugin not found

Download Plugin

plugin

og-on’ again

You can aso instal it on the C:\Program Files (x86)\T Splus\Clients\www\RemoteA ppClient folder.

When using firefox, this message will be displayed on your first connection. If you choose the *’ remember my
choices’’ option, the notification will be disabled upon future connections

Launch Applicatic

This link needs to be opened with an application.

Send to:

Windows Connection Plugin

Choose an Application

Remember my choice for rernoteapp links.

This can be changed in Firefox's preferences.

OK l ’ Cancel
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Note: Since TSplus 12.40, RemoteApp client setup and the The Client Setup Program have been merged and can be
deployed with one single setup - so if you download the RemoteApp Client Setup, there will be no need to download

the Connection Client one.
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TSplusWeb App

TSplus Web App is aProgressive Web App (PWA) that leverages modern browser APIsto deliver a seamless remote
access experience without cumbersome software installation or complicated connection clients. Designed to utilize
industry standard HTML5 display and communication protocols, The TSplus Web App appears as a native connection
solution, no matter what type of device you use.

Benefits

The new TSplus WebA pp offersimproved performance and value using the following improvements over legacy
applications and connection clients:

¢ Faster load times due to the small software footprint.
o Lower datausage - TSplus Web App leverages common browser based traffic management to minimize data

usage.
o Seamless user experience - from login display to application rendering, the TSplus WebApp offers the user the

appearance of native application use.
o No more browser tabs or lost sessions due to too many open browser windows. The TSplus Web App behavior
offers the same multitasking options as any other top level application.

Installation - PC

Navigate to your corporate TSplus Web Portal using your preferred common web browser (HTTPS configuration
required).

Click on the + button located on the right side of the navigation bar. When prompted, click on ‘Install’.
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@ Web docess x  +

L3 o B dsmo.tsplus.net @ 8

Install app?

TSplus - Web Shartcut
m dvlighuingt

PLUS

Loy o
Lser name:
Password: I

O HTMLS @ Remobenpp

Log on

et v oy

Theinstallation only takes a second. It will create an icon on your desktop:

Sereenstion2or type unknown

And the web app will open immediately upon completion:

Web Access

PLUS

Lo an
TSPLUS |

Johny | +

O HTMLS @ RemoteApp 1 X s

o W %
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Installation - Android Mobile Device

Navigate to your corporate T Splus Web Portal using your preferred common mobile web browser. HTTPS protocoal is
required on the T Splus server.

The Web Portal will offer the option to add the TSplus Web App to your home screen, by clicking on the "Add TSplus
Web App to Home Screen” message at the bottom of the window:

FT5R5 4 FI00% R 110 PM

{1t @ portalmycompany.com E :

Add TSplus Web App to Home screen b4

Or by clicking on the 3 dots menu on the top right of the window and clicking on "Add

After accepting the Add to Homescreen option, the user will see the following screen:
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3505 4 i TI00% 116 PM

{t i portal.mycom A S ) B

Hew tab

MNew incagnito tab
Bookmarks
Recent tabs
History
Downloads
Share..

Find in page

Add 1o Home screen I

Desktop site O

@ 130 MEB saved

since Apr 3

Tap onthe‘Add’ button and the process is compl ete:
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Add to Home screen

@ TSplus Web App

Canced

The TSplus Web App will now be accessible directly from the home screen of your mobile device.

J== R0 © %44% [#113:37

TSplus Web..

Installation - Apple iOS Mobiles

The Web App installation process on iOSis similar to the Android process. Just navigate to the TSplus Web Portal
using Safari Web Browser. Click on the Share button:
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Then click on "Add to Homescreen".

Note: Chrome browser doesn't support the Web App feature on iOS.

Management

Y ou can manage the Web App, by going to the TSplus Admin Tool Web - Web Portal section and clicking on TSplus

Web App tile:

u tsplus - Administration Console

- b

T2 REMOTEACCESS

{2 HoME

Web Portal

O aerucations T—" Web Portal Design

[Sh PRINTER
D Web Portal Preferences

© wes

Zii Applications Portal

B rarm

tsplus Web App

o
2, SESSIONS

SYSTEM TOOLS
ék 0 wrres

8% ApvanceD .
[] web server

> ADD-ONS
D Lockout
(@7 LICENSE

@ Help English

@ Web Credentials

o
O
&

RemoteApp Client

HTMLS Client

HTMLS Top Menu

L, Lite Mode

The Web App is enabled by default, but you can disableit. It is possible to modify the Shortcut name, background and

theme colors as well astheicon of TSplus Web App:
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T5plus Web App Management — >

@ Web App is enabled - Click to disable

This functionnality requires your TSplus web server to be accessible
from a domain using HTTPS protocol .

Shortcut name: |T5plus Web App

Background colar: |ﬁ2|“'-3443 | Select...
Theme color; |#2|"|-3443 | Select. .
lcon format

png/ sva/ webp == |\Gients‘-.www\pwa_icnn.png| Erowse...
1445144 piels):

Save

Just click on "Save" to record your modifications.
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Creating and Customizing HTML Web
A ccess pages using the Web Portal
Preferences and the Web Portal Design

Using the Web Portal Design and the Web portal Preferences, you will be able to create your own customized HTML

Web Access pages - and there is no need to be a web devel oper!

Web Portal Design

TA tsplus - Administration Console

ro2 REMOTE
{At HOME
Web Portal

D APPLICATIONS ‘Web Portal Design
[Sp PRINTER

Web Portal Preferences
® wes

Applications Portal
B rarm

tsplus Web App

% SYSTEM TOOLS
HTTPS

83 ADvANCED
Web Server

&L ADD-ONS
uuuuuuu

(7 LICENSE

Web Credentials

RemoteApp Client

HTMLS Client

HTMLS Top Menu

Help

English

With the Web Portal Design tab, you will be able to customize all the display and graphic settings, as well as add your
own logo. Y ou have the choice between a collection of 20 photos, or you can add your own. Y ou can aso set any color
theme with the background color of your choice or you can use one of the classic themes.
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—
Look & Feel
Page Header
Theme: Photo ~ Baseline: |)ple and Systems Through \memet| Size: 13
Phota: Coffes ~ @ Chaoose.. Background color; _ @ Choose...
Tile: [Web Access | Logo: [fiware'avatimg'header_neb pg| Browse |

Logon Display Text: |Log on |

SECURE REMOTE ACCESS 8
Background color: l:l IZl Choose.. p I l ' S

Text color: | HFFFFFF | & choose. |
Fort: Verdana Footer
Picture: software\java‘img‘footer png Browse..
Field Labels
Usemame: | User name |
Fassword | Password: |
Domain | Domain: |
2-Step Verification: |2-step verification |
Log-on Button |Lng on | @ Help... @ Reset Q Preview @ Save

Some advanced tips:

¢ You don't have to click on a"Choose..." button if you already know a color code: just typeit in the input.
o Be careful with the real size of the pictures. your page could be quite bad-looking if a pictureistoo big.
¢ Do not hesitate to use the "Preview" button on the bottom, it's fast and easy!

Web Access

[ € )@ | 127001/ preview.html

Log on

| User name:

Password: |

Domain: |

© HTMLS @ RemoteApp

P -

Saving typed values and Resetting to default ones

When you close thiswindow, al the values you typed and checked are saved.
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If you want to reset these values to values by default, click on the "Reset" button on the bottom.

Web Portal Preferences

n tsplus - Administration Conscle

@% Lite Mode

English

TS REMOTEACCESS .

1 HoME
Web Portal
APPLICATIONS

E ? ‘Web Portal Design \S: ‘Web Credentials
[Sp PRINTER

D Web Portal Preferences _D_ RemoteApp Client
® wes

2it Applications Portal D HTMLS Client
B rarm

A

‘_vl)i*j tsplus Web App 8 HTMLS Top Menu
o
2, SESSIONS

% SYSTEM TOOLS G’ HTTRS

83 ADvANCED

{7p ADD-ONS

(7 LICENSE
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-
Preferences
Default Values
Login: | |
Password: | |
Domain: | |
[ ] 5how the Domain field Remember last login
[ ] Hide server selection list
Advanced
Keyboard: |a5_bmwser
Access Type
Awvailable Clierts: HTMLS (iPad, iPhone, Android devices, computers)
Remotefpp  (Windows PCs)
Gateway Portal: [ ]Generate a Gateway Portal enabled Web Page
Upload: Folderto select files. Download: Folder for all received files
{®) User Deshiop (defautt) {®) User Deskiop (default)
(") My Documents () My Documents
() WebFile folder ) WebFile folder
() Custom folder: () Custom folder:
| Select... | Select...
Folder path from where the user will Folder where all downloaded files
select files to be uploaded. will be stored on the Server.
Downloaded files from the users PC will be stored in the specified folder.
(Drag/Drop from the user PC, Download button or File Transfer button)
(®) Use Explorer to select files () Use TSplus GUI
Windows password
[ ] Display Windows password reset button
[ ] Display an alertt when windows password expires in less than: days
@
Help... @ Reset (! & Preview Save

Thistile allows you to configure the Web Access page:

¢ "Default Values": you can specify adefault login, password and domain that will auto-populate the login fields.
All of the settings present here are saved in the index.html file, which can be copied and renamed to your
preference.

¢ "Show the Domain Field": when checked, the Domain field isincluded in the login information request.

o "Keyboard": only for advanced administrators who have special keyboard requirements.

¢ "Available Clients": choose between 2 types of web connection clients. If both are checked, the user will have
the choice.

e "Gateway Portal": check it to activate a Gateway Portal enabled page. This feature adds an extra authentication
step when you assign a server to a user or group. (More information on the Gateway feature can be found here).
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¢ "Upload - Download": choose source and destination paths for file uploads and downl oads.

Since TSplus version 14.60, the section “Windows Password” has been added.

From this section, you can now add an alert message showing during the connection through the web portal, to inform
the user about his password expiring date. For example, the following pop-up will show if the user’ s windows password
expiresin lessthan 3 days:

Expiration password reminder

Vour windows password expires in 2 days.

Would you lke to change it now?

Asmentioned it gives him the possibility to change it directly from the Web Portal using the pop-up displayed just
below:

Reset your Windows password

Y ou can also directly make the user able to change his windows at any time, by enabling the button “Reset your
Windows password” through the Web Portal preferences.
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Web Credentials

The "Web Credentials" section allows you to enable (or disable) the Web Credential s feature.

v v o Rt B b

When using Web Credentials, you might want to allow empty passwords. If you only have Web Credentials with empty
passwords, we recommend that you uncheck the " Show Password Field" option, in order to simplify even more the web

login page.

Tﬂ, tsplus - Administration Console

sz REMOTE

{2 HoME

Web Portal

O aprucaTons Web Partal Design
[Sh PRINTER

Web Portal Preferences
© wes

Applications Portal
B rarm

tsplus Web App
o
£ SESSIONS

e\ SYSTEM TOOLS
HTTPS

8 Apvancen
Web Server

b ADD-ONS
Lockout

(@7 LICENSE

Web Credentials

RemoteApp Client

HTMLS Client

HTMLS Top Menu

Help

Lite Mode

English

b

Remote App tile
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u tsplus - Administration Console

- X

1 HoME

O appucaTioNs
[Sp PRINTER
® wes

B rarm

o
2, SESSIONS
& sysTem T00Ls
83 ADvANCED

{7p ADD-ONS

(7 LICENSE

TS REMOTEACCESS

Web Portal

? ‘Web Portal Design
D Web Portal Preferences
2it Applications Portal

tsplus Web App

0 wrTes

i ! Web Server

D Lockout

‘Sf Web Credentials

@ Help English

% Lite Mode

D_ RemoteApp Client

D HTMLS Client

HTMLS Top Menu

Thistileisfor Windows clients specific settings.

Y ou can choose your display between RemoteApp (remote connection without the remote desktop) or Standard RDP.
Y ou can aso decide if you want documents to be printed on the user default printer, display aloca preview or the local

printer choice.

Dizplay
Resalution:

Pixel Depth:

Web Printing Preferences
Choose your web prirter:

RemoteApp Client

[ RemoteApp

| 32 bits

[F‘rirrt on the user default printer

o Y

Q Preview

Web printer will be used for all web connections using RemotefApp client.
Web printer will not be used for HTMLS connections.

@ Help...

@

Save

HTML5 client tile
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- X

TR REMOTEACCESS . %“.

T1 tsplus - Administration Console

{2 HoME
Web Portal
APPLICATIONS .
O =|-" Web Portal Design G",' Web Credentials
[P PRINTER
D \Web Portal Preferences D RemoteApp Client

© wes
B D HTMLS Client

Applications Portal
B arm

A
(5 tsplus Web App 8 HTMLS Top Menu

o
2, SESSIONS

Q\ SYSTEM TOOLS
e HTTPS

8% Apvancen -
[j Web Server

4P ADD-ONS
D Lockout
(@57 LICENSE

On thistile, you can edit the parameters for the HTML5 client web display. More information on this page.
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HTMLS Client

Menu bar:

File: Transfer:
Ctrl+Alt=Del:

Top menu preference:
Default Colors:
Connection Timeout:

Waming Messages:

Sounds:

Background Color Preference
Add a logo to the background:

Logon screen message:

|AII devices and computers w |

Enable File Transfer

Mobile devices only v|
== 2
16 bits v|
“0 v|

[ ] Hide Waming Messages

Play Sounds Theming: ]
I:I | Choose color... |
| Remave the logo |

|AEI LE BGCOLOR="AFFFFFFY BORDER=0 BORDERCOLOR=\H#FFFFFFY CELLF'J|

Change logon screen animated GIF:

Pointer settings
() No poirter () Small pointer

Transparency

Software keyboard settings
Use soft. keyb.

Transparency

E Smartphone and tablets Preferences

[ ] Automatically show the software keyboard
when the focus is in an entry field

@ = | D

Dizplay time msec.:

| IUze recommended values |

{J Large pointer

95 %

(®) Medium poirter

@ Save

HTMLS5 Top Menu Tile
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[ aprucaTions

[P PRINTER
© wes
B arm

2, SESSIONS
ek SYSTEM TOOLS
8% Apvancen
4P ADD-ONS
(@57 LICENSE

=|-" Web Portal Design
D \Web Portal Preferences
==E Applications Portal

tsplus Web App

e HTTPS

i ! Web Server

D Lockout

T} tsplus - Administration Console - -
;[L% REMOTEACCESS - ERr:neMode
m o Web Portal

&) Web Credentials
_D_ RemoteApp Client

D HTMLS Client

HTMLS Top Menu

Thistile enables you to choose the applications to display on level 1 or 2 on the Top Menu of your generated remote
web session. Y ou can also edit these applications in order for them to appear on a specific client type : pc, mobile, ios...

on or all of them.

TI HTMLS Top Menu

== Level 1
Let=3 Print

=4 Clipboard

== File Listing

-2 Level 2

Manage HTMLS Client Top Menu lcons

== File Upload to Server
=2 File Download to Client

== Right Click (maobile only)
‘=2 Mouse Drag [mobile only)

+ Add a new Application

Generating the HTML Web Access page
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We advise you to try a"Preview" before generating anew HTML Web Access page.

Once you are pleased by the preview, then you can click on the "Publish” button to generate and publish the page to
your web server's root folder.

You will be asked for a page name. If you want to overwrite your default page, use "index". In this case, the newly
published web page will be accessible at: http://your-server.com/index.html
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Web Credentials

Overview

Terminal Service Plus Web Credentials is a state-of-the-art unique feature, which allows users to connect with just an
e-mail address or a pin-code.

With Web Credentials, you can secure your server's access with the e-mail address of a user, or with a simple pin-code
generated by your business application. One of the great benefits of this feature is that these credentials (e-mail or pin-
code) are pure web credentials : the user will not know the Windows user account he is currently using, and he does not
need to know areal Windows login/password to connect to his application!

With Web Credentials, you will be able to define custom pure web credentials and match them to any existing
Windows / Active Directory user account. The user will then be able to connect using these custom credentials, instead
of the Windows/ Active Directory ones.

Managing your Web Credentials

In the Admin Tool, open the "Web" tab and click on the "Web Credentials" tile.

TI tsplus - Administration Console - x
Lite Mode

sz REMOTE

Help English

{ar HOME

Web Portal

D APPLICATIONS Web Portal Design Web Credentials

(Sh PRINTER
@ we
B rarm

Web Portal Preferences RemoteApp Client
Applications Portal HTMLS Client

tsplus Web App HTMLS Top Menu
=]
2, SESSIONS

ek SYSTEM TOOLS
HTTPS

83 ADvANCED
Web Server

{7 ADD-ONS
Lockout

(7 LICENSE

The Web Credentials Manager will open and display this window:
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Y ou can now create anew Web Credential by matching a custom login and (optional) password with an existing

m Web Credentials
Manage Web Users and Match them to Windows / Active Directory Users

Web Login Windows Login

Web Access Page

Enable Web Credentials
D Allow empty Password
Show the Password field
[ Mask Username field

o .
.t Addanew Web Credential

Preview

B Save

Windows/ Active Directory user account, as shown bel ow:

Since TSplus 9.50 version, you can a so decide the maximum number of concurrent sessions for a user.

Y ou can also edit and remove an existing Web Credential, thus changing or disabling any custom credentials you

configured.

Alternatively,

=2 Add a new Web Credential

Web Login: |Edgar

Web Password: |

[optional)

will match:
Windows Login: |Edgar |
Windows Password: |||-|||-|||-|||-|||-|||| |

Maximum number of concurrent session:

3

Save

Cancel

you can create web credentials via a command | i ne:

© TSplus - www.tsplus.net

190



TS

RPLUS

RE MOTE ACCESS TSplus Remote Access - Documentation

© TSplus - www.tsplus.net 191
- On the Wndows Start Menu, on the execute field, type in: 'cnd.exe' (or in Prograns/ Acc



TS

RPLUS

RE MOTE ACCESS TSplus Remote Access - Documentation

© TSplus - www.tsplus.net 192
- Then, in order to go to the right folder, type: cd "C.\Program Fil es (x86)\ TSpl us\ User I



TS

RPLUS

RE MOTE ACCESS TSplus Remote Access - Documentation

val i dat e

© TSplus - www.tsplus.net 193



TS

RPLUS

RE MOTE ACCESS TSplus Remote Access - Documentation

© TSplus - www.tsplus.net 194
- To add a new Wb Credential, type: Adm nTool.exe /webcredential s-add your web | ogin yol



TS

RPLUS

RE MOTE ACCESS TSplus Remote Access - Documentation

© TSplus - www.tsplus.net 195
- To add a blank credential, type two double quotes: "" to indicate a blank text.



TS

RPLUS

RE MOTE ACCESS TSplus Remote Access - Documentation

© TSplus - www.tsplus.net 196
- To delete a web credential, type: Adm nTool.exe /webcredential s-renove your _web | ogin



TSplus Remote Access - Documentation

2IREMOTE.

|mportant Notes

Please note the following limitations:

e '[','] and "' characters are not supported on the password fields.

e InaFarm/ Gateway configuration, Web Credentials only support the |oad-balancing mode (it does not work
with server-assigned mode).

¢ InaFarm/ Gateway configuration with load-balancing mode, the Web Credentials must be defined on every
server of the farm at the moment.

e 2FA isnot compatible with the Web Credentials feature.
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How to use |IS rather than Termina Service
Plus default Web servers

Pre-requisites

It can be agood ideato Update Terminal Service Plusto be sure that you get the latest TSplus programs.

1) 11'S configuration

e Instal I1Swith the following modules : CGI, ISAPI Extensions and | SAPI Filters.

gl

Turn Windows features on or off e.

To turn a feature on, select its check box. To turn a feature off,
clear its check box. A filed box means that only part of the
feature is turned on.

| Web Management Tools -
= [F] ] World wide Web Services
= | Application Development Features
[J| -NET Extensibiity
[]! asp =
[]) AsP.NET
). Cal
| ISAPI Extensions
| ISAPI Filters
[]| server-Side Includes
| Common HTTP Features =
oK Cancel

e Configuring the IS Port:

Access the |1S management console, expand the list below your server name, then Expand the "Sites' menu and right
click on "Default Web Site" and click on "Edit Bindings":
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o » WIN-URFCTRSQGDF » Sites » Default website »

File View Help

Default website Home
@-H &8 0
Start Page :
Filter: - ¥ Go - Show All |G by:
493 WIN-URFCTRSQGDF (WIN-URFCTRSQGDR\ Administrator) — e e -]
LZ} Application Pools ASP.NET ~ [
Sites - 4 .
b /@ Default websi 3 @ Q
4! Explore NET NET .NET Error Pages NET
Edit Permissions... ithorizati... Compilation Globalization
@ Add Application... FFEI &e) u% é& £
&1 AddVirtual Directory... ETProfile  NETRoles  .NETTrust  NET Users
| EditBindings... | Levels
Manage Website 2 _/‘J'E g nl:] ﬁ L
%3 Refresh pplication Connection Machine Key Pages and
oy Settings Strings Controls
K Remove . o
§ Install Application From Gallery L& % ‘
Rerame Providers Session State SMTP E-mail
B e on o, o aae

Click on "http" and "Edit". Change the port to 81 and click Ok, and then click Close:

Site Bindings o e

Type Host Mame Port IP Address Binding Informa... Add...
http 80 =

Remove

Type: IP address:
|http «-‘| |AI| Unassigned v| |3-|

|:g'WIH

Host name:

Example: www.contoso.com or marketing.contoso.com

H

Cl

[£]

(== [ v =B

Disable the 443 port or change this port for another free port.

Then, restart the I1S Manager.

2) Create virtual directory for CGlI

In the left panel menu, expand the menu under your server, then "Sites," and right-click on your site to add a new
"virtual directory”, as shown in the image below:
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e iz |8 S
- ﬁ‘i Start Page Filt
= i
4 --iﬂ WIN-URFCTRSQGDF (WIN-URFCTRSQGDR Administrator) o

- @ Application Pools Al
a-[&| Sites
[ Default websit-—
Explore
Edit Permissions... I
& Add Application...
|+ Add Virtual Directory... .
Edit Bindings...
Manage Website 2
i&3 Refresh b
K PRemove
Install Application From Gallery
Fename
ﬁéi Switch to Content View

On the window that will open fill in asfollows:
Alias. cgi-bin

Physical path: "C:\Program Files(x86)\T Splus\Clients\www\cgi-bin"

Site name:  Default website
!

Alias:

|cgi-bir‘|

Examnple: images

Physical path:
|C:‘1Prograrr| Files (28 TSplus\ Clients\wwwhcgi-bin

Pass-through authentication

Connect as... Test Settings...
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Then click "OK" and you will see that the "cgi-bin" virtual directory has been added to your 11S Web site. Now, right-
click this"cgi-bin" virtual directory and click on "Convert to Application". Click "OK" and accept the default settings.

Q-2 8 Bl <o
- ﬁ‘i Start Page Eilt
: ilter:
Fi iﬂ WIN-URFCTRSCGDF (WIN-URFCTRSCGE
- @ Application Pools ASP.NET
4-[@| Sites =]
4 6P Default website 3
[ cgi-bin RIET
& Explore
Edit Permissions...
|,§ Convert to Application
&P Add Application...
& Add Virtual Directory...
Manage Virtual Directory  »
Refresh
K Remove
[‘:‘:Ell Switch to Content View

T TOTITTE T ET

Site name:  Default website
Path: !

Alias: Application pool:
| |Default website
Example: sales

Physical path:
|C:"|.F"mgram Files (x86\T5Splus\ Clients\wwwhcgi-bin

Pass-through authentication

Connect as... Test Settings...

[] Enable Preload

Then select the "Handler Mappings' icon for this folder on the right side of the Manager window:
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I 5:‘] cgi-bin Home

Filter: - ¥ Go - gk Show All |

WIN-URFCTRSQGDF (WIN-URFCTRSQGH

[} Application Pools _ %
4.[8] Sites > é

4 o Default website Directory Error Pages Failed Request
0153 cgi-bin Browsing Tracing Rules

& 2

Handler HTTP Redirect  HTTP Response
Mappi Headers

[ Ly

IP Address and Logging MIME Types
Domain Rest...

i Er a=h
4= o=
Modules Output Caching Request Filtering

@

S5L Settings

Management

From the list of Handler Mappings, double click on "CGl-exe".

Then, search the hb.exe executable from the Executable property box and click OK.

Request path:

*.exe
Example: *.bas, wsvc.axd
Module:

Open Feature
ﬂ Explore
Edit Permissions...
Basic Settings...
Manage Virtual Directory (4

Browse Virtual Directory
Browse :81 (http)

Edit Virtual Directory
Advanced Settings...

@ Install Application From
Gallery

0 Help

CgiModule

Executable (optional):

"C\Program Files (x86)\TSplus\Clients\www\cgi-bin\hb.exe"

Name:

cail
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A prompt for confirmation appears. Click "OK" to alow this ISAPI extension.

Do you want to allow this ISAP| extension? Click “Yes" to add the
extension with an “Allowed"” entry to the ISAPI and CGI Restrictions list
or to update an existing extension entry to "Allowed" in the ISAP| and

CGI Restrictions list.

Now click on "Edit Feature Permissions’:

| path | state [ Path Type | Handler | Entry Type

154P1-di

Add Managed Handler...

Disabled File IzapitModule Local
Add Script Map. .,
Enabled Add wildcard Script Map...
OPTIONSYerbHand add Module Mapping. .. Enabled Unspecified PratocolSupport Moduls Local
TRACEYerbHander| Enabled Unspecfied ProtocalSupport Moduls Local
StaticFile Edit... Enabled File or Folder StaticFileMadule, DefaultDocume...  Local
Rename
Remove
I Edit Feature Permissions. .,
Revert To Parank
Wiew Ordered List..,
@ nep
Online Help

Check the "Execute" checkbox and click OK:

Edit Feature Permissions

Back to the "CGI-bin" Home, click on "CGI" to open the CGI properties:
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12IREMOTEACCESS

9 /cgi-bin Home

Filter: - (G5 Show All | Group by: Area - 8-
s -~
G 5 E & & B 31
5@!. cc1] ‘é‘ ) =) [ & " ” <
Authentic... CGl Compression  Default Directory  ErrorPages  Handler HTTP Logging MIME Types  Modules
Document  Browsing Mappings Respon...
* = &

Qutput Request  SSL Settings
Caching Filtering

Change the value of "Use New Console For Each Invocation™ to "True". Then, click "Apply" to save the changes.

Q ca
IS, v Apply
Display: Friendly Names ¢ Cancel
4 Behavior ® Hep
Time-out (hh:mm:ss) 00:15:00
Use New Console For Each Invocation True
4 Security

Impersonate User True

3) Configure CGI extension permission

Now, the last step isto allow the CGI extension to run on the server. Click on the "ISAPI and CGI Restrictions' icon.
This can be found by clicking on the machine name in the menu on the left side of the window.

| ﬁ;l WIN-08MP70OK44CH Home

-2 |8 |
: = —
P —Te] Piken = oo - g Show Al | Groupby: Area 2]
P us
p— e — - —
= Default Web Ske - 5 g z & ey & ? & I!IL
&P caitin D -— ;1' L =8 L | - & =] |
Authentication 6l Compressian Deefault Directary Error Pages Fashioal Handier HTTP H Logging
Document  Browsing Seltigs  Meppings  Respo.., |
= e = = (-a
! .
JE 4’1! e = » oty
MIME Typas Modules Cutput Request Server Warkar
Caching Filtering Certficates  Processes

Management
=] 1 3 &_ (¥=}

Configuration  Feature Shared
Ediar Delegation  Confuguration

On the "ISAPI and CGI Restrictions' page, click "Add ..." on the right side of the window. Now specify the full path to
the "hb.exe" file hosted in the TSplus folder. Be sure to check the "Allow extension path to execute" option, as

Illustrate the following images:
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Make sure that in CGI section of your server, "Default Web Site" and "cgi-bin" the setting "I mpersonate User” is set to
"True".

0§' ISAPI and CGI Restrictions

Idse this feabure o specify the ISAPL and CGl extensions that can run on the Web serv

Group by: Mo Grouping -

_Description +

| Restriction | path

Edit Feature Settings...

© rep
Cnline Help

1SAPI or CGI path:

| C\Program Files (x36\TSplus\ Clients\wwwh cgi-binthb.exe

Description:

|CGI

[v] Allow extension path to execute

G’a ISAPI and CGI Restrictions

Use this feature to specify the ISAPI and CGI extensions that can run on the Web server,

Group by: Mo Grouping

Descripfion Restriction Path

Active Server P... Allowed Sewindirfe\system32iinetsnAasp.dil

ASP.MET v2.0.5... Allowed Sewindirf\Microsoft. NET\Framework64\w2.0.5072 7\ aspnet_isapi.dil

ASP.NET v2.0.5... Allowed ewindir®e\Microsoft. MET\Framework\v2.0.5072\aspnet_isapi.dll

ASP.MET w4.0.3... Allowed ewindirfa\Microsoft. NET\Framework'w4.0.3031%aspnet_isapi.dll

ASP.MET w4.0.3...  Allowed Sewindir¥a\Microsoft. NET\Frameworke4\w4.0.303 19 aspnet_isapi.dil
lcal Allowed C:\Program Files (x36)\T5plus\ Clients\www cgi-binkhb.exe
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= Internet Information Services (IIS) Manager - o
@W |_§ » WIN-N2UEFVD2SBH » Sites » Default Web Site » cgi-bin » \m e -
File View Help
ST g cal
| ealf.- L= d
W SatBage Display: Friendly Names J
4 €5 WIN-N2UEFVDZSBH (WIN-N2UEI P
L5} Application Pools 4 Behavier i
o Ml Stes Time-out (rhemm:ss) 00:15:00
46D Default Web Site Use New Console For Each Invocation True
b cgibin 4 Security
Impersonste User True

Impersonate User

Specifies whether a CGl process is created in the system context or in the context of the requesting user.

< m | [l Features View |\"- Content View

Configuration: 'localhost' applicationHost.config, <location path="Default Web Site/cgi-bin"> @

Give full permission to user "[USR" in the directory "C:\Program Files (x86)\T Splus\Clients\www\cgi-bin"

Give full permission to user "IUSR" in the directory "C:\Program Files (x86)\T Splus\Clients\webserver\twofa'

4) Add Mimetypesin lIS

Open a command prompt as an administrator and run the following commands:
%SystemRoot%\system32\inetsrv\appcemd set config /section:staticContent
[+[fileExtension=".dat',mimeType="text/plain’]

%SystemRoot%\system32\inetsrv\appcmd set config /section:staticContent /+[fileExtension="",mimeType="text/plain’]

Restart 11S.

5) Configure 1S Directory Permissions

Give full permission to the group "Everyone" in the directory " C:\inetpub\wwwroot"

6) Configure TSplus

Go to the Web Server tab of the AdminTool, then choose the "Use a Different HTTP server" option:
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T1 tsplus - Administration Console

- X

{2 HoME

[ aprucaTions
[P PRINTER

© wes

B arm

2, SESSIONS
Qk SYSTEM TOOLS
8% Apvancen

4P ADD-ONS

(@57 LICENSE

12 REMOTEACCESS

Default HTTP web server

A built-in HTTP Web Server is provided with tsplus
However, you can use a different one (IS or Apache for example).

@ Use the built-in HTTP web server

O Use a different HTTP web server
‘When using IS or Apache, its HTTP port number must be set to 31,
(Tunneling forwards this 51 port into the public HTTP port 80}

Change the Web Server raot path

You can change the Web Server default root path.
The current Web Server root path is:
C\Program Files (x86)\tsplus\Clients\www

‘Web servers options

Change the HTTP/HTTPS port numbers
‘Will not change IS or Apache port settings

HTTP: |80 =

HTTPS: 443 =

% Lite Mode
() Help English -

Select a new Web Server root path

a Save and Restart Web Server

Then, in the same window, click on "Select a new Web Server root path”, and put the path of the I1S directory, which

should be something like: "C: \ inetpub \ wwwroot". Now click on " Save and Restart the AdminTool".

T} tsplus - Administration Console

— X

£y vome
[ appLCATIONS
S prINTER

© we

B Farm

2, SESSIONS
ek SYSTEM TOOLS
83 ApvANCED
&b ADD-ONS

(©7 LICENSE

TS REMOTEACCESS

Default HTTP web server

A built-in HTTP Web Server is provided with tsplus
However, you tan use a different one (IIS or Apache for example).

@ Use the built-in HTTP web server

() Use a different HTTP web server

When using lIS or Apache, its HTTP part number must be set to &1.
{Tunneling forwards this 81 port into the public HTTP part 50}

L, Lite Mode
@ Help English -

Change the Web Server root path
You can change the Web Server default root path,
The current Web Server root path is:
C:\Program Files (x86]\tsplus\Clients\wmw

Select a new Web Server roct path

‘Web servers options

Change the HTTP/HTTPS port numbers
‘Will not change IS or Apache port settings

HTTP: |80 =

HTTPS: 443 =

a Save and Restart Web Server

The following messages will appear:
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disabling Built-in HTTP >

| The built-in HTTP will not start anymore.
3N Make sure that one other HTTP web server is active on port 81

Your web root path is now:
Chinetpublwwwroot

Wait. The Admintool will be closed automatically. Then open the Admintool again and click on the Web tile.

Finally, restart the web servers:

T} TSplus - Administration Console

TSiEUS Remote Access Management Console

ot HOME
[ aprucaToNs Q @
[p PRINTER Computer name: DESKTOP-SCVIIVH hitp:/localhast

Private IP 192.168.1.22

- > o

O WEB PublicIP 78. 3

RDPport 3383 4 The built-in HTTP server is listening on port 80
E FARM Connections: 1 Q The HTTPS server is listening on port 443
]
2, SESSIONS
% SYSTEM TOOLS @ System Audit - No issues found on & e aed & et

8% ADvANCED , !
@ Version "% " © " -You are using the latest version

4<p ADD-ONS
@ License Activated - Enterprise edition - 25 users

(@7 LICENSE

@ End of support date: ™ =5 =

@ Help

English -

7) Test with local host

Warning: Use adifferent user account.
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If you try with your current user account from your own RDP session to the server, then you will be disconnected and
not be able to reconnect.

PLUS

Log on

TSPLUS ‘

| John | 4

O HTMLS @ RemoteApp
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How to use Apache rather than Terminal
Service Plus default Web server

Pre-requisites

It can be agood ideato Update Terminal Service Plusto be sure that you get the latest TSplus programs.

1) Start AdminTool and go to the Web Server Tab

Click On the Manage Web Serverstile, check Use a different HT TP web server because you want to use Apache.

Tl tsplus - Administration Console - e

Lite Mode

PLUS REMOTE Help English -

{t HOME

Default HTTP web server

A built-in HTTP Web Server is provided with tsplus
D APPLICATIONS However, you can use a different one (IIS or Apache for example).

@ Use the built-in HTTP web server
@ PRINTER O Use a different HTTP web server

‘When using IS or Apache, its HTTP port number must be set to 81.
(Tunneling forwards this 81 port into the public HTTP port 80}

® wes

Change the Web Server root path

B rarm
You can change the Web Server default root path.
The current Web Server root path is:
g SESSIONS C:\Program Files (x8€)\tsplus\Clientswww Select a new Web Server root path

R SYSTEM TOOLS

@ ADVANCED ‘Web servers options
Change the HTTP/HTTPS port numbers
{:J" ADD-ONS ‘Will not change 1S or Apache port settings
HTTPR: |80 =
@ LICENSE HTTPS: |243 =

Save and Restart Web Server

Then, use the button Select a new Web Server root path to tell TSpluswhere will be the new web folder root.
TSpluswill copy the requested files/folders into this new root folder and, at this point, the TSplus setting for Apacheis
near completion. A pop-up will recommend you to change Apache HTTP port to 81.:

disabling Built-in HTTP *

| The built-in HTTP will not start anymore.
. Make sure that one other HTTP web server is active on port 81
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It's now time to set up Apache.

2) Setting up Apache

Changethe HTTP from 80 to 81.
The specific way of doing this depends on your Apache version and your current Apache settings.

We advise you to backup any Apache settings file before modifying them, so you will have away to restore them if
needed.

Usually you can change Apache listening port by editing the file httpd.conf found in " Apache\conf" directory:
Li sten 81

Onceit isdone, restart the Apache service.

3) Going back to TSplus Web Servers Management tool

You can set the HTTP and HTTPS portsin TSplus Web Management tool. We recommend using standard ports, but
this feature can be handy when trying to avoid a conflict with an other process.

‘Web servers options

Change the HTTPA/HTTPS port numbers
Will not change 115 or Apache port settings

HTTP: =0
HTTPS: 443

4) Last steps

For the Universal Printer, we need to be able to write in the PRINTS folder.

So, verify that Everyone/Users... have full rights on .../prints folder.
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Organize « 7 Open Include in library = Share with « New folder
Y Favorites MName : Date modified Type Size  El
B Desktop . Backupparam 6/24/2015 4:05 PM File folder
& Downloads JJ Boot 4/20/201512:45 PM  File folder
% Recent Places 4. Documents and Settings 7/14/2009 6:53 AM  File folder
@ M50Cache 1/29/2015 3:01 PM  File folder
7 Libraries 1. Perflogs T/14/2009 4:37 AM  File folder
@ Documents . prints 1/30/201511:50 AM  File folder
! Music 1. Program Files 9/10/2015 5:03PM  File folder L
[&=] Pictures . ProgramData 9/10/2015 5:03 PM File folder 1
B videos 3. Recovery 2/24/2011 7:00 PM File folder
1. Shared Folder 6/5/2015 5:28 PM File folder
18 Computer . software 7/10/2015 4:03 PM File folder
[fl Local Disk [C:) . templates 7/10/2015 3:55 PM  File folder
L tmp 9/10/2015 5:03 PM File folder
€ Network 1| tmpsetup 6/23/20155:12PM  File folder
1 Users 6/12/2015 3:11 PM File folder T
b var 1/30/201511:50 AM  File folder
L Windows 6/25/201511:54 AM  File folder
| wsession 9/10/2015 5:03 PM File folder
%] grldr 2/24/2011 7:02 PM System file 200 KB
&) indev bl TANMS 4:02 PA Firefnv HTAMI Nine 14 KR i
) prints State: BB Shared Shared with: Remote Desktop Users; Tout le monde
File folder Date modified: 1/30/2015 11:50 AM

| General | Sharing | Security | Previous Versions | Custon'l.ize|

Object name:  C:h\prints

(Group or user Names:

52 Systéme

%Mministmturs {admin-PC* Administrators)
Users [admin-PChUsers)

2 Damnta Nacltan | loars imdAmin B Bamcte Dasltan oo |
€| m

To change pemissions, click Edit.

Pemissions for Users

Full control

Modify

Read & execute

List folder conterts

Read

Write v

For special pemissions or advanced settings.
click Advanced.

Leam abowt access control and pemmissions

OK

Then select the .html file you wish to use as a Web Access pagein:
C\Program Fil es (x86)\TSpl us\d i ent s\ www

and copy it asindex.html in your web root folder, typically thisis the "Apache\htdocs" directory.
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5) Specific Settings for TSplus Gateway Portal, Load Balancing
and/or HTML5 file transfer

If you want to use this Apache based system as a T Splus Gateway Portal and/or use TSplus Gateway Portal Load
Balancing feature and/or use HTMLS5 file transfer feature, you will need to allow the execution of TSplus GCI scripts
by Apache.

First, you must have the CGI module enabled in Apache.

Edit the file httpd.conf found in " Apache\conf" directory, and search for aline looking like:

; LoadModul e cgi _nodul e nodul es/ nod_cgi . so

Removethe";" to enable the CGI module:

LoadMbdul e cgi _nodul e nodul es/ nod_cgi . so

Then, find aline starting by:

AddHandl er cgi -scri pt

And add the .exe extension to authorize .exe files to be handled as CGI programs by Apache:
AddHandl er cgi -script .exe

Finally, you must tell Apache that the TSplus "cgi-bin" folder contains CGI programs. To do so, you must add the
following linein the file httpd.conf found in " Apache\conf" directory:

ScriptAlias /cgi-bin/ "C/ProgramFiles (x86)/TSplus/dients/ww cgi-bin/"
Onceit isdone, restart the Apache service.

If you face any issue setting up CGI on your Apache server, pleaserefer to the Official Apache documentation

Checking your settings: To validate your settings, please open aweb browser on your server and go to
http://local host/cgi-bin/hb.exe. If you get an Apache error page, you have an issue in your Apache configuration. If you
get aline of text/numbers, everything is finel
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Two-factor Authentication

Table of contents

Overview

Requirements

Activate your license

Enable two-factor authentication

Add users and groups

Edit users

Remove users and groups

Reset configuration for users

Enroll User for two-factor authentication
Receive codes with an authenticator app
Configure SM S to receive authentication codes
L ogin using two-factor authentication
Time synchronization

Settings

Overview

Two-factor authentication adds an extra layer of security and prevents accessto your users session even if someone
knowstheir password.

A combination of two different factorsis used to achieve a greater level of security:

1) something they know, a password.
2) something they have, adevice - such asa smartphone - with an authentication app installed..

Y ou can use one of the following authenticator apps to proceed. These apps are available across a wide range of
platforms:

- Authy

- Google Authenticator

- Microsoft Authenticator

Each time auser sign in to its remote session it will need its password and a verification code available from its mobile
phone. Once configured, the authenticator app will display a verification code to alow him or her to log in any time. It
works even if itsdevice is offline.

OR you can decide to receive verification codes by SM S. In this case, you will have to create a free account on Twilio.
The 2FA codes generated are TOTP (time-based one time password), and therefore are for single use.

Therefore, it is not possible to reuse a 2FA code that has aready been used. This prevents the theft and then the use of a
2FA code by observing the user while he enters his code.

Requirements

Two-factor authentication requires TSplus Remote Access M obile Web or Enter prise Editions.
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Two-factor authentication is supported by:

- TSplus Remote Access Web portal, for both HTML5 and Remoteapp connections

- TSplus Connection Client, for clients generated since version 15.30.3.15, with 2FA support explicitely enabled. See
Portable Client Generator Support for Two-factor Authentication

- 2FA isrelated to Windows Users and not Web credentials

This authentication mode does not support login through standard Microsoft Remote Desktop client (mstsc.exe).
In order to provide an even safer solution, RDP connections are denied for 2FA enabled users.

Asaprerequisite, TSplus server and Devices must be on time. See the Time Synchronization and Settings sections for
more configuration information.

Activating Two-factor Authentication Add-On License

The Two-Factor Authentication feature can be found on the Add-On tab of the AdminTool:

T TSplus - Administration Console - x

Lite Mode

sz REMOTE

Help English -

{ar HOME

TSplus Advanced Security - Protect your server

[ apruicaTioNs
Protect your server from brute-force attacks and foreign intrusions,
Block ransomwares befare they destroy your files.

Sh prinTER Restrict users access and lock them in a highly secured environment.

@ we

Two-Factor Authentication - Canfirm your users’ identity

E FARM Passwords can be lost, stolen by phishing attacks, and very often they can even be cracked in a matter of minutes.
Twao-Factor Authentication solves this problem simply and effectively, and provides an additional security layer - sending a code to
o the user mobile device.
2 SESSIONS

E& SYSTEM TOOLS
TSplus Remote Support - Remotely connect to your client PCs and provide instant assistance

@ ADVANCED A secure, web-based screen sharing and remote control solution designed for today's flexible support teams.

Securely connect to remote computers, take control of their mouse, access files and applications, and troubleshoot problems.
b ADD-ONS
(7 LICENSE

TSplus Server Manitaring - Monitor your server

Tsplus Server Monitoring helps to optimize software resources and to reduce unnecessary costs.
Give facts and data about server usage (CPU, Memory, /0, Disks).
Track changes, resources usage and events with real-time email alerts.

It isavailable as a 30-day trial for 10 users. To activate your license, copy the serial number you can find at the bottom
of the Hometile:
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RPLUS

REMOTEACCESS

) Two-factor Authentication Administration - TSplus

@ Two-factor Authentication Administration

i} HoMmE

O Disable two-factor authentication on this server.
2 MANAGE USERS

El COMFIGURE SMS (®) Enable 2FA for the TSplus gateway and stand-zlone application servers

82 sermnes
O Enable 2FA for TSplus application servers only

(©7 LICENSE

I @ Trial License : 0 days remaining. Click here to activate a new license, P I

@He\p

Then, connect to our Licensing Portal and enter your Order Number, your e-mail address, Serial Number and select
"Two-Factor Authentication” on the dropdown list below:

Licensing Management App Support

In case of any issue, please press CTRL F5 to refresh your web browser.

Get your License

Order Number
Please type the "Order Number" specified in the order confirmation email

Please type the email address used for your order

Email

Serial Number (PXX XXX XXX) Please type the Serial Number
Two-Factor Authentication ¥ | Please type the Software
Show license

SIS =il

Partners / Resellers

You will get your license.lic file. Then, go to the License tab and cick on the "Activate your license" button:
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) Two-factor Authentication Administration - TSplus - X

Two-factor Authentication Administration

1t HOME

Activate your License

0
2. MANAGE USERS
[ conrGure sms

82 sernGs License Status

Trial License

sesinumoer | (|

Computer name: = = == .

(@5 LICENSE

Activate License ot

When you did place your order, a license file named ‘license.lic’ has
been created for you.

Please browse to the location of this license.lic file to activate
two-factor authentication.

License pod

Your permanent license has been successfully activated!

serial Number: P

Enable Two-factor Authentication

Perform the following steps to enable two-factor authentication for your TSplus server or deployment. If your TSplus
deployment is configured to use multiple servers, perform thistask on the TSplus server exposed as the single point of
entry for users or having the reverse proxy role.

1) Open the two-factor authentication administration application. The two-factor authentication status and the license
status are displayed:
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RPLUS

REMOTEACCESS

) Two-factor Authentication Administration - TSplus - x
@ Two-factor Authentication Administration
i} HoMmE
O Disable two-factor authentication on this server.
2 MANAGE USERS
El COMFIGURE SMS (®) Enable 2FA for the TSplus gateway and stand-zlone application servers
@ SETTINGS
O Enable 2FA for TSplus application servers only
(©7 LICENSE
() Pemanent license activated.
@ Help
By default, 2FA is enabled for the TSplus gateway and stand-alone application servers.
You can enableit for TSplus application servers only, by entering the authentication server URL :
@ Two-factor Authentication Administration - TSplus — x
@ Two-factor Authentication Administration
() Authentication Server URL X
1 HOME
Authentication Server URL: [temir lus.ddns et | /" save

2 MANAGE USERS

El CONFIGURE SMS gzzer::e URL of the logon Web page without the page name (e.g. https://app.mycompany.com), a network name or an IP

83 sermines

@ Enable 2FA for TSplus application servers only
(@57 LICENSE

@ Permanent license activated,

@ Help

Or disableit:
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) Two-factor Authentication Administration - TSplus

@ Two-factor Authentication Administration

i} HoMmE

@ Disable two-factor authentication on this server.

o
£ MANAGE USERS

IZI COMFIGURE SMS (O Enable 2FA for the TSplus gateway and stand-zlone application servers

83 setmnGs
O Enable 2FA for TSplus application servers only

(©7 LICENSE

() Pemanent license activated.

@He\p

Add Users and Groups

Once two-factor authentication is enabled, you can configure users for two-factor authentication.

1) From the two-factor authentication administration application, click on the Manage Users tab.

o
2 MANAGE USERS

2) Then, click on Add to select users and/or groups of users. The Select Users or Groups box opens.
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3) Add as many users and groups as required and then click OK. The users and groups are added to the list and enabled
for two-factor authentication.

1t HOME

0
2 MANAGE USERS
[ conrGure sms

8% sermnes
(@57 LICENSE

Two-factor Authentication Administration

“ e e

Domain Name Activated Receive Code By
Users
WIN-PIKGOOLLUSD Iaura Mo App
Groups

‘WIN-PIKGOCLLUSD administrators

Send SMS

Phone Mumber

Select Users or Groups

Select this object type:

‘Users or Groups

From this location

‘W\N-PJKGOQLLUQD

Enterthe object names to select (sxamples):

Thomas

Advanced

| | Object Types

Locations.

Check Names

Cancel

Edit Users

On the samettile, you can edit the way users receive verification codes by selecting a user and clicking on the "Edit"

button:

The user receives verification codes on the authentication app by default. Y ou can choose that he/she receivesit by

1t HomE

o
S, MANAGE USERS
[ conrGure sms
8% serminGs

(@57 LICENSE

Two-factor Authentication Administration

Fee e femere

Send SMS

Domain Name Activated Receive Code By Phone Mumber
Users
2 WIN-PIKGOQLLUID laura No App

WIN-PIKGOQLLUSD thomas No App

Edit User — X

@ Use an authentication app to receive verification codes (default)

O Receive verification codes by SMS

Phone Number:

e.g. +14155552671

Edit User

SM S by selecting the option and adding the user's phone number on the field below.
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Remove Users and Groups

In order to remove users or groups, select the user or the group and then click on Remove. A confirmation messageis

displayed.

1} HOME

o
2, MANAGE USERS
El COMFIGURE SMS

83 semnes

(@7 LICENSE

Two-factor Authentication Administration

A - o e

Domain Name Activated Receive Code By Phone Number
Users

WIN-FIKGOQLLUSD Iaura Yes SMS
£ WIN-PIKGOGLLUSD\thomas Ho App +
Groups

WIN-PIKGOQLLUSD \administrators

Removing two-factor authentication
Do you really want to remove two-factor authentication for the selected
I useror group?
Yes No

Click Yes. The user or the group is removed from itslist and won't connect using two-factor authentication anymore.

Reset Configuration for Users

In the event of the loss of the authenticating device for a user, or if the user needs to display the secret QR code again,

you must reset the user authentication settings.

1) From the two-factor authentication administration application, click on the Manage Users tab.

2) Select one or multiple activated users and then click on Reset. A confirmation message is displayed:

© TSplus - www.tsplus.net

221



TSplus Remote Access - Documentation

= REMOTE

Two-factor Authentication Administration

fir Home Add Edit Remove Send SMS

Phone Number

2 MANAGE USERS
Domain Name Activated Receive Code By
EI CONFIGURE SMS Users
2 WIN-PKGOOLLUSD\aura Yes SMs +
@3 SETTINGS WIN-PIKGOOLLUSD thomas Mo App -+
Groups
E UCENSE WIN-PKGOOLLUSD administratars

Resetting configuration for user(s)

Do you really want to reset the configuration of the selected user(s)?
! The selected user(s) will have to configure their authentication device

upon their next logon.

3) Click Yes. The selected users will be presented a new QR code at the next login and will haveto scan it in their device's

authentication app.
Y ou can also modifiy the user's phone number, so that he can receive a verification code on his new device.

Enroll User for Two-factor Authentication

Once a user has been enabled for using two-factor authentication, an activation message will be displayed at his next
successful logon from the TSplus Web portal.
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Protect your account with 2-step
verification

Display the verilicalion code using an authenlication app

1. Open the authenticator app on your mobile phone
2. Scan the Qf code displayed below:

or recelve your verification code via SMS

1. Type your phone number below, -.r;inq the international
phone numbers format [&.9. +14155552671):

2. Click Send SMS button to register your phone number and
receive your verification coda.

| Receive M5 |

Validate your verilication code

validate |

In order to complete the required steps, you have two choices:. either generate codes via an authenticator app, either make
the user receive codes by SMS.

Receive codes with an Authenticator Application

The user must install an authenticator app on a portable device, such as his smartphone.

Y ou can use one of the following authenticator apps to proceed. These apps are available across a wide range of platforms:
- Authy

- Google Authenticator

- Microsoft Authenticator

Please use each app documentation for more details on how to proceed to add your T Splus account.
ConfigureSM'S

In order for the user to receive verification codes by SMS, you must first enable it. Click on the Configure SMStab:

Configure SViSype unknown

TSplus leverages Twilio in order to send verification codes by SMS. Twilio isathird-party cloud platform, not affiliated
with TSplus.

1) Just create afree account on Twilio by clicking on the button below "Start your free trial with Twilio":
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/) Two-factor Authentication Administration - TSplus

Two-factor Authentication Administration

1 HOME
TSplus leverages Twilio in order to send verification codes by SMS. Twilio is 3 third party cloud platform not affiliated with TSplus.
o
MANAGE USERS
= Start your free Twilio trial
EI COMFIGURE SMS I Click here to create your Twilio free trial account. Trial accounts are granted a preloaded balanee. I

Once you finish signup, your Account SID, Auth Token and trial Mumber are displayed on your Twilio dashboard.
8 sernGs

(&3 LICENSE
@ SMS is disabled. Click here to allow users to receive their verification code via SMS,

Configure SMS

Account SID: |

Auth Token: |

Phone Number: |

2) On your Twilio account dashboard, you will need to activate your Trial Number:

TRIAL

& Dashboard Account Dashboard

) Billing
Project Info
Usage
Settings TRIAL BALAMCE

Upgrade $15.50 Get a Trial Number

m}

TH TOKEM

3) The next step is only necessary for Tria versions. It allows Twilio to verify the actual phone number on which SMS will

be sent.

Enter this number under the "Phone Numbers' menu - "Verified Caler IDS' tab :

Verified Caller IDs
(+

MUMBER

FRIENDLY MNAME

+336 Thomas
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4) You will then be able to enter your account SID, Authentication Token and Trial Number as the Phone Number on the
Configure SMStab of TSplus:

Account Dashboard

Project Info

TRIAL BALANCE TRIAL NUMBER

$13.348 +33
@ Meed more numbers?
ACCOUNT sID
A
AUTH TOKEN
Hide b

@ Two-facter Authentication Administration - TSplus

@ Two-factor Authentication Administration
{ HoME
TSplus leverages Twilio in order to send verification codes by SMS. Twilio is a third party cloud platform not affiliasted with TSplus.
o
& MANAGE USERS Configure SMS

El CONFIGURE 5MS @ SMS is enabled. Click here to force users to receive their verification code via an authentication app.

8% sermnes Account SID: [«
@ LICENSE Auth Token: |h |
Phone Number: |+33 |
@ Save
Manage Twilio Subscription
@ Administration @ Service Status @ Support Center

Then, click on Save. The following message will be displayed:

Configure SISy pe unknown

Y ou can manage your Twilio subscription on the Manage Twilio subscription section, at the bottom of the Configure SMS
tab. Administrate your account, see the Service Status or reach Twilio Support Center just by clicking on the corresponding

buttons.

L ogin using Two-factor Authentication
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Once auser has configured his TSplus account in his authenticator app, he or she will be able to connect using its password
and the code provided by its authenticator app or by SMS.

From the T Splus Remote Access Web portal:

Protect your account with 2-step verification

Validate your verification code

| Validate |

From the T Splus generated client:

#4 2FA authentication 4

Please enter your authentication code.

Concel

Time Synchronization

TSplus application servers and client devices must share the same time. This means that the time and date of the server
must be synchronized with atime server. Client devices must aso have time synchronization, regardless of the time zone
on which they are configured.

If an authentication request comes from a Device whose date and time are not synchronized, or if the server's date and time
are not synchronized, this request may be rejected.

The validation of information between the Device and the server relatesto UTC time.
In the Settings section, the Discrepency parameter is used to manage the period of validity of the code, in intervals of 30
seconds.

Example of validation or valid authentication:

the server is synchronized with atime server, thetime zoneis UTC + 2, it is 2:30 pm
the Device is synchronized with atime server, thetime zoneisUTC + 1, itis 1:30 pm
the Discrepency parameter is configured at 60, i.e. a code validity period of 30 minutes
referred to UTC time, the Device time and the server time are identical.

Example of validation or invalid authentication:

e the server is synchronized with atime server, thetime zoneis UTC + 2, it is 2:30 pm
¢ the Deviceis not synchronized with atime server, the time zone is UTC-1, thetime is manually set to 1:30 pm
o the Discrepency parameter is configured at 60, i.e. acode validity period of 30 minutes
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o the server timereferred to UTC timeis 12:30 am
o the time communicated by the Device, referred to UTC timeis 2:30 pm
o thedifferenceis 120 minutes, the validation code is therefore refused.

Settings

5:9:3 SETTINGS

The Settings tab alows you to whitelist users, in order for them to connect using an RDP client, without the need to
enter a two-authentication code.

Click on the"Add" button to add a user and remove a user by selecting it and clicking on the "Remove" button.

Two-factor Authentication Administration - TSplus

Two-factor Authentication Administration

ﬁ HOME Add Remove

Whitelisted users below are abie to connect using an RDP client, without the need to enter a two-facter authentication code.

o
2, MANAGE USERS

[ conrcuResms 2, WIN-ALDBCNOESE\john £, WIN-A1LODCNOES6\Jaura

8 sermnes

Users

Advanced

(@ LICENSE

The Advanced tab allows you to configure Two-Factor Authentication in-depth settings.
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) Two-factor Authentication Administration - TSplus

Y

1 HOME

o
2 MANAGE USERS

EI CONFIGURE SMS

8 serminGs

Users

Advanced

(&3 LICENSE

Two-factor Authentication Administration

o G Name

Discrepancy

Issuer

Validity After First Session
Validity Before First Session
Digits

SMS Verification Code Message

Value

480

WIN-A1LO0CNOESE - TSplus
480

3600

6

Your %:I5SUER% verification c...

Discrepancy

Y ou can modify the Discrepancy value, which allows you to set the validation time of a verification code.

A discrepancy of 3 means that the same verification code remains valid 90 seconds backward and forward its origina 30
seconds validity period. Default is 480, which means 480 x 30 seconds= 4 hours.

“'3% Product

Mame Value

I Discreaang 430 I

[ TSplus - Edit Setting
Discrepancy

Description:

OOLLUSD - TSplus
e P

UERS: verification c...

The allowed discrepancy (in both directions) when validating a
verification code, A discrepancy of 3 means that the same
verification code remains valid 90 seconds backward and
forward its original 30 seconds validity period. Default is 430,

Save Cancel

I ssuer

A string indicating the name of the two-factor authentication service. The issuer is displayed on the client mobile app and
identifies the service associated with the generated verification code. By default, it is composed of the server's name with

TSplus.
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“E% Product

Mame

Discrepancy
Issuer

Value

480

WIN-PIKGOOLLUSD - TSplus I

[] T5plus - Edit Setting

Issuer

Description:

*

UERS: verification c...

cade,

A string indicating the name of the two-factor authentication
service, The issuer is displayed on the client mobile app and
identifies the service associated with the generated verification

Value:

[WIN PJKGOQLLUSD T5

Save

Cancel

Validity After First Session

Period during which a user can open a session without having to revalidate a previous two-factor authentication code. This
setting allows users to open applications from the Web application portal successively. Default is 480 minutes.

Validity After First Session

Description:

2, Product Mame Value
Discrepancy 480
Issuer WIN-PIKGOQLLUSD - TSplus
|‘Ja|idit3rAfter First Session 480
(] TSplus - Edit Setting X

pUERS: verification c..

application portal successively, Default is 480 minutes.

Period during which a user can open a session without having
to revalidate a previous two-factor authentication code. This
setting allows users to open applications from the Web

Value:

80

Save

Cancel

Validity Before First Session

Period during which a user can open a session after validating a two-factor authentication code from the Web portal or
from the mobile app, in secondes. Default is 3600 seconds.
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“‘3& Product

Period during which a user can open a session after validating a
two-factor authentication code from the Web portal or from the
mobile app, in secondes. Default is 3600 seconds.

Value:

3600

Save Cancel

Mame Value
Discrepancy 430
lssuer WIN-FIKGOQLLUSD - TSplus
Validity After First Session 430
| validity Before First Session 3600 |
TSplus - Edit Settin
P g % UER: verification ..
Validity Before First Session
Description:

Digits

The number of digits to display to the user. Please note that this setting may not be supported by authentication apps. This
number must be greater than or equal to 4 and lower or equal to 12. Default is 6.

“3% Product

The number of digits to display to the user. Please note that this
setting may not be supported by authentication apps. This
number must be greater than or equal to 4 and lower or equal
to 12, Default is 6.

Value:

E

Save Cancel

Mame Value
Discrepancy 480
lssuer WIN-PIKGOQLLUSD - T5plus
Validity After First Session 480
Validity Before First Session 3600
| Digits 6 |
TSplus - Edit Setting % BUERS: verification c...
Digits
Description:

SM S Verification Code M essage

Message sent to users requesting a verification code if they are configured to receiveit via SMS. This message must
contain the %CODE% placeholder which will be replaced by the actual verification code. Default is: Y our %I SSUER%

verification codeis;: %CODE%
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@% Product Mame Value
Discrepancy 430
Issuer WIN-PIKGOQLLUSD - TSplus
Validity After First Session 430
Validity Before First Session 3600
Digits &
I SMS Verification Code Message Your %IS5UERS: verification ¢., I
() TSplus - Edit Setting X
SMS Verification Code Message
Description:

Message sent to users requesting a verification code if they are
configured to receive it via SMS. This message must contain the
2eCODE%: placeholder which will be replaced by the actual

verification code, Default is: Your %el55UERS: verification code is:
%CODE%
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Web Lockout

TSplus Web lockout, introduced with Version 12.40, is a user interface for the Web Portal Lockout feature, to unblock

accounts and edit advanced settings:

'm TSplus - Administration Console

2 REMOTE

1} HOME Resst

[ AppuicaTions
Name

(h PRINTER

By rarm

2, SESSIONS
G‘.k SYSTEM TOOLS
8% Apvanceo
{7 ADD-ONS

(@@ LICENSE

DESKTOP-MCIKIV1'admin
DESKTOP-NQIKIV1\edgar

© wes DESKTOP-NGIKIVTiroot

Locked Consecutive Failures
Mo 1
Mo 1

Mo 1

- s

Lite Mode

Help English

First Failure

L ockout monitors failed Web Login attempts on your TSplus server. It logs attempts and automatically blocks the
corresponding user after the authorized number of failed attempts has been reached.

You will easily seeif an Address has been locked under the "Locked" column.
The next column indicates the numbers of consecutive failures for each user.

On the Web Portal, a message indicates the user that too many failed attempts were made:
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Users can be quickly removed from this list, unblocked and whitelisted from the easy-to-use management console in the

Conneckter

© HTMLS - ® Remotespp

Too many failed attempts.
Please retry later.

Web Tab of the AdminTool. Just click on the user you want to reset or unblock and then click on "Reset".

Tl TSplus - Administratien Console

a2 REMOTE

1A HOME

[ appucamons
(P PRINTER
© wes

B rarm

2, SESSIONS
Q’k SYSTEM TOOLS
83 Abvancen
{’p ADD-ONS

(@5 LICENSE

Reset

Name Locked Consecutive Failures

DESKTOP-MCIKIV1'admin Mo 2
DESKTOP-MQIKIV1tedgar Mo 1

First Failure

Help

X

Lite Mode

English

PN DESKTOP-NQIKIV\root Ho 1

The threshold for users blocking can be configured by the administrator, on the Advanced Settings Tab of the AdminTool:
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Tl TSplus - Administration Console - bt

TSECUS Remote Access Management Console

1Rt HOME

Backup / Restore your Server Parameters
[ appucaTiONS

Advanced Settings

(P PRINTER
Product Mame Value
Security Enabled Yes
Q® wes Session Limit 10
Login Interval 300
B rarm Contextual menu Lockout Period 1800
Logs
o
2, SESSIONS

& SYSTEM TOOLS
8% ApvANCED
{7p ADD-ONS

(5 LICENSE

Check the Documentation to configure Lockout Settings.

TSplus Advanced Security Integration with Lockout

If afailed login attempt has been detected on the Web Portal, TSplus Advanced Security will indicate the " L ockout
Event", corresponding to a user name on the Security Event Viewer:

© @ |

"A failed login attempt was detected from Web Portal for user ... 1 Failed login attempt were detected for this user since..."

TSplus Advanced Security BruteForce Defender

TSplus Advanced Security Brutefor ce Defender coversthe Client |.P. addr esses aspect. Hence, it also works for RDP
connections.

Failed Brute-Force connections attempts, are also visible on TSplus Advanced Security Event Log (private | P addresses are
excluded to avoid blocking proxy):

"A failed connection attempt was detected from IP address ... . This IP addressis not whitelisted and will be blocked
following several failed attempts to connect. Provided username: Harry."
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For More information about Lockout and BruteForce Defender, check this documentation and the Brute-Force Attacks
Defender documentation

© TSplus - www.tsplus.net 235


file:///home/runner/work/docs.dl-files.com/docs.dl-files.com/advanced-security
/advanced-security/bruteforce-defender
/advanced-security/bruteforce-defender

| REMOTLE

TSplus Remote Access - Documentation

TSplus Advanced Security

TSplus Advanced Security is available as an Add-On on TSplus AdminTool and is available on the Add-Ons tab of the 12

version:

'm TSplus - Administration Console

2 REMOTE

1 HOME

[ AppuicaTions
(h PRINTER

© wes

By rarm

2, SESSIONS
Qk SYSTEM TOOLS
8% Apvanceo
&> ADD-ONS

(@@ LICENSE

- s

Lite Mode

Help English

TSplus Advanced Security - Protect your server

Protect your server from brute-force attacks and foreign intrusions.
Block ransomwares before they destroy your files.
Restrict users access and lock them in a highly secured environment.

Two-Factor Authentication - Confirm your users’ identity

Passwords can be lost, stolen by phishing attacks, and very often they can even be cracked in a matter of minutes.
Two-Factor Authentication solves this problem simply and effectively, and provides an additional security layer - sending a code to
the user mobile device,

TSplus Remote Suppaort - Remately connect to your client PCs and provide instant assistance

A secure, web-based screen sharing and remote control solution designed for today's flexible support teams.
Securely connect to remote computers, take contral of their mouse, access files and applications, and troubleshoot problems.

TSplus Server Monitoring - Monitor your server

TSplus Server Manitoring helps to optimize software resources and to reduce unnecessary costs.
Give facts and data about server usage (CPU, Memory, /0, Disks).
Track changes, resources usage and events with real-time email alerts.

You can find its full documentation on this page.

L ockout Event

TSplus L ockout monitors failed Web Login attempts on your TSplus server.

TSplus Advanced Security will show a Lockout Event, after any Web Portal failed attempt like the example below:

o %)

"A failed login attempt was detected from Web Portal for user ... 1 Failed login attempt were detected for this user since...”

Brute-Force Attacks Defense

The Brute-Force attack Defender enables you to protect your public server from hackers, network scanners and brute-force
robots that try to guess your Administrator login and password. Using current logins and password dictionaries, they will
automatically try to login to your server hundreds to thousands times every minute. Learn more about this feature on this

page.
On the Web Portal
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Brute-force attacks on the Web Portal are blocked when users enter wrong credentials.
After 10 attempts during a period of 10 minutes, the Web Portal will prohibit the user to logon for 20 minutes:

TSFPLUS

John

| Headquarter

® HTMLS @ RemoteApp

Too many failed attempts.
Please retry later.

These are the default settings which are customizable on the BruteForce tab of TSplus Advanced Security AdminTool.

Y ou can check all blocked connections and logs on the |P Addresses tile of TSplus Advanced Security Ultimate Protection:

W TSplus Advanced Security - X

TSplus Advanced Security - Ultimate Protection

R Home =+ Add IP Address /' EditIp Address X Remove IP Addresstes) O WHoIS
q EVENT VIEWER iPs in the whitelist will be ignored by TSplus Advanced Security and will not be blocked by Homeland Access Protection or Bruteforce Attacks Defender features.
@ HOMELAND IP Address Status Date Description
= 213.146.20159 Blocked - BruteForce Defender 14 Mar 2019 040111
x BRUTEFORCE - 175.34.152.150 Elocked - BruteForce Defender 11 Mar 2019 21:38:55
B 55244117 214 Blocked - Homeland Protection 11 hMar 2019 04:26:57
== 49, 14.98.70 Blocked - Homeland Protection 11 Mar 2018 03:10:33
@ ESIRESSES B= 105.14.32.99 Blocked - Homeland Protection 11 hMar 2019 00:50:07
== 202,133.54.73 Blocked - Homeland Protection 10 Mar 2018 23:43:50
[ Permissions B 425121761 Blocked - Homeland Protection 10 Mar 2013 20:37:56
Bl 201156.104.200 Blocked - Homeland Protection 10 Mar 2018 17:35:18
—2.182.5.87 Blocked - Homeland Protection 10 Mar 2019 17:20:58
@ WORKING HOURS: i 196,189.44.50 Elocked - Homeland Protection 10 Mar 2019 17:19:15
B 4z 202.33.232 Blocked - Homeland Protection 10 Mar 2013 15:16:59
+5. SECURE DESKTOPS —117.224.202.156 Blocked - Homeland Protection 10 Mar 2019 14:18:03
s B 125.227,29.198 Blocked - Homeland Protection 10 Mar 2018 08:13:40
B 124.226.215.77 Blocked - Homeland Protection 10 Mar 2013 07:56:32
D_ ENDPOINTS . 109,186.131.204 Blocked - Homeland Protection 10 Mar 2019 06:18:58
== 190.60.108.18 Blocked - Homeland Protection 10 Mar 2019 05:46:16
I+065.145.140.120 Blocked - Homeland Protection 10 hMar 2019 02:23:04
El RANSOMWARE B 10123020189 Blocked - Homeland Frotection 10 Mar 2013 00:50:43
Bl 93.113.125.39 Blocked - Homeland Protection 09 har 2019 18:55:01
@ SETTINGS m— 31,220,43,113 Blocked - Homeland Protection 05 Mar 2018 18:07:53
(@ LICENSE
blocked

Thisfunctionality is visible and active after the first Web Portal connection.
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The complete TSplus Advanced Security documentation is available on this page.
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Free and Easy-to-install HTTPS Certificate

Overview

Starting with version 9.20, Terminal Service Plus provides an easy to use feature to generate of afree and valid HTTPS
certificate.

In 3 mouse clicks you will get a secured valid certificate, renewed automatically, and configured automatically into
Terminal Service Plus built-in web server.

This feature uses Let's Encrypt to provide afree and secure HTTPS certificate for your HTTPS connections.

Prerequisites
Please ensure that your Terminal Service Plus server meet these requirements before using the Free Certificate Manager:

e You must use Terminal Service Plusbuilt-in web server listening on port 80 for HTTP. Thisisrequired by
Let's Encrypt domain ownership validation process.

e Your server'sdomain name must be accessible from the public Internet. Thisisrequired as well to validate that
you are the real owner of the domain.

e You must run this program on the Gateway server or a Standalone server, not an Application server (except if
your Application Server is accessible from the public Internet and has a public domain name).

It isnot possible to get a certificate for an IP address, be it public or private.
It is not possible to get a certificate for an internal domain name (i.e. a domain which only resolvesinside your private
network).

Free Certificate Manager GUI

To open Terminal Service Plus Free Certificate Manager GUI, open Terminal Service Plus AdminTool, click on the "Web
- HTTPS' tab, then click on "Generate afree valid HTTPS certificate” as shown in the screenshot below:
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Tl TSplus - Administratien Console - ¢
REMOTE
LS Help English -
R HOME
Generate a free valid HTTPS certificate
[ appuicaTiONS
HTTPS Certificate Toolkit
(5P PRINTER
© wes
HTTPS Protocols and Ciphers
ﬁ FARM Protocols
[ ssLva [ Tis w1 B Tisvia M1 Tisvi2 [ Tisvi 3
o
SESSIONS
= Ciphers
[ 55L_DHE_DSS_WITH_3DES_EDE_CBC_SHA ~
ek SYSTEM TOOLS [] 55L_DHE_RSA_WITH_3DES_EDE_CBC_SHA
[] S5L_RSA_WITH_3DES_EDE_CEC_SHA
@ ADVANCED [] SSL_RSA_WITH_RC4_128_MDS
[] 55L_RSA_WITH_RC4_128_SHA
[ TLS_DHE_DSS_WITH_AES_128_CBC_SHA
{’p ADD-ONS TLS_DHE_DSS_WITH_AES_128 CBC_SHA256
TLS_DHE_DSS_WITH_AES_128_GCM_SHA256
TLS_DHE_DSS_WITH_AES_256 CBC_SHA
@ LICENSE TLS_DHE_DSS_WITH_AES_256_CBC_SHA256 v
Disable weak parameters Save

The Free Certificate Manager GUI will open and remind you about the prerequisites, as shown in the screenshot below:

Prerequisites >

This feature uses Let's Encrypt (http://letsencrypt.org) to provide a free
and secure HTTPS certificate for your HTTPS connections.
Cur Support Team might not be able to support this feature.

Requirements:

- You must run this program on the Gateway server or a 5tandalone
server, not an Application server

- ¥ou must useTSplus built-in web server listening on port 80 for HTTP
- Your server's domain name must be accessible from the public Internet

Please only click "OK’ if you fully understand the consequences,

Please read carefully and check that your server meet all the requirements, then click on the "Ok™ button.

Step 1: Enter your Emall

Thisemail will not be used to spam you. Actually it will not even be sent to TSplus or any third party, except the certificate

issuer: Let's Encrypt.

They will only contact you if needed, according to their Terms Of Service.
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Step 2: Enter the server's Domain Name

Thisisthe public Internet accessible Domain Name, something like gateway.your-company.com. Y ou can aso add another
domain name or a subdomain name after clicking on the "+" button.

Asexplained in the GUI, do not add a protocol prefix and/or a port suffix, just enter the clean domain name(s).

The certificate will be generated for this domain name, and it will only be valid on aweb page hosted at this domain name.
If your users connect to your Web Portal using https.//serverl.example.com:1234, then you must enter

"serverl.example.com".

Step 3: Choose aKey Algorithm

It will be used to create key pairs and perform digital signature operations.

Generate a free valid HTTPS certificate

Administrator Email

Server Web Domain Mame

Key Algorithm

ES256 (recommended)

Please enter a valid address.

Let's Encrypt will only contact you if required and only regarding
the certificate.

Please enter the fully qualified domain name of the current server,

This is the domain you are using to access this server from the
Internet, without protocol ['http://") and without port {443,

Choose a signing algorithm.,

RSA-algorithm enjoys wide compatibility across multiple
platfarms.

ES-algorithms provide the same security as the RSA-algorithm with
smaller keys and a gquicker process of signing and verification,
Larger key sizes provide greater security strength but result in
mare data being stored and transmitted,

Generate a free valid HTTPS certificate Cancel

Enjoy your Certificate!
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Finished >

Your free certificate has been installed successfully.
It will be automatically renewed every 2 months, without any downtime,

We strongly advise you to make a regular backup of the "C:\Program

Files [x286\T 5plusiUserDesktop'files\cert’ folder, as it contains your Let's
Encrypt account private key and your domain private key.

Terminal Service Plus Free Certificate Manager will now use all the datato connect with Let's Encrypt, validate that you
really own the domain name you typed, and get the matching valid certificate.

Once the program receives the certificate, it will automatically handle all the required file format conversions and softly
reload Terminal Service Plus built-in web server in order to apply the new certificate to every new connection. The web
server isnot restarted and no connection is stopped.

Certificate Renewal

Let's Encrypt certificates are valid for 90 days.

Terminal Service Pluswill automatically renew the certificate every 60 days for safety. A check is done at every reboot of
the Windows server, and then every 24 hours.

Y ou can manually renew your certificate by opening the Free Certificate Manager tool. It will display the domain name of
the certificate and its expiration date, as shown in the screenshot below.

- Certificate Renewal — O x
Email: .
Domain:
Expire: May 14 21:12:03 2022 GMT

Generated Certificates are valid for 90 days.
They will be automatically renewed every 60 days.

‘We strongly advise you to make a regular backup of the 'C:\Program Files [x26)\tsplus\UserDesktop‘files\cert’ folder, as it contains
your Let's Encrypt account private key and your domain private key.

Reset Domain

| Renew an existing certificate Cancel

To manually renew your certificate, just click on the "Next" button.
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The "Reset Domain" button on this window deletes the SSL certificate and reconfigure the Web Server to its original state
before using the Certificate Manager.

Best Practices

If no error occurs, Termina Service Pluswill renew the certificate automatically every 60 days. We recommend that you
check every 60-70 daysthat your certificate has been automatically renewed.

We also recommend that you backup at least every month the following folder and its sub-folders:
C.\Program Fil es (x86)\ TSpl us\ User Desktop\fil es\.|ego

Thisisaninternal folder, containing your Let's Encrypt account private key, as well asthe key pair of your certificate.

Troubleshooting

In case of an error, please contact support and email them the following log file:
C.\Program Fil es (x86)\TSpl us\ User Desktop\files\.lego\logs\cli.log

Thislog file (and maybe the other log files in the same folder) should help our support team to investigate and to better
understand the issue.

If you want torestore a previously used certificate, go to the folder:
C.\Program Fil es (x86)\ TSpl us\ d i ent s\webserver

It will contain every "cert.jks" files used. These are the "key store" files and we never delete them, we only rename them
with the date and time of their disabling.

Error Codes

o Error 801: Free Certificate Manager was not able to register your Let's Encrypt account. Check your Internet
connection. Check that your email is not already registered at Let's Encrypt. Try again with another email.

e Error 802 & Error 803: Free Certificate Manager could not retrieve Let's Encrypt Terms Of Service URL address.
Thisisanon blocking error: you can still continue and accept Let's Encrypt Terms Of Service - be sureto read them
from your browser first of course.

o Error 804: Free Certificate Manager was not able to validate your agreement to Let's Encrypt Terms Of Service with
Let's Encrypt servers. Check you Internet connection. Try again.

o Error 805 & Error 806: Free Certificate Manager was not able to validate that you own the domain you entered
during certificate creation (Error 805) or certificate renewal (Error 806). Check again all the prerequisites. Check
your Internet connection. Check that your web server islistening on port 80. Check that you do not use a third-party
web server such as 11S or Apache. Check that your domain name is accessible from the public Internet.
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HTTPS Certificate Command Line

Preparing the Certificate Configuration File

Inside the “ C:\Program Files (x86)\T Splus\UserDesktop\files\cert” folder, create afile named “ FreeCertificateM anager.ini”
if it does not already exist. Make sure your text editor and/or Windows file explorer does not add an ending “.txt”
extension.

Edit the file and write or update it so it has the following format, then saveit:
[ settings]

emai | = your. emai | @onpany. com

domai n = your-server- domai n- name. conpany. com

Creating the Certificate

As aserver administrator, run the following command:
"C:\Program Fil es (x86)\ TSpl us\ User Desktop\files\cert\CertificateManager.exe" /create
In order for this command to be successful:

o The “FreeCertificateManager.ini” file must exist and use the expected format
¢ Your TSplus Remote Access server must be up and running
¢ Your TSplus Remote Access Web Portal must be available with protocol

HTTP on port 80 from the internet public network, as TSplus HTTPS certificate provider will use that to validate the server
domain name

Renewing the Certificate

Once the certificate is configured and created, TSplus Remote Access will automatically renew it every two months to
make sure it never expires.
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HTTPS & SSL Third Party Certificates

Add your own certificate

If you already have avalid HTTPS certificate you can add it to your web server.

Open TSPlus AdminTool, click on the "Web" tab, go to the "HTTPS" menu and then click on "Add my HTTPS certificate"
as shown in the screenshot below:

TR TSplus - Administration Console - 16.40

n2 REMOTE

Lite Mode
Assist Me Help English -

@ > Web HTTPS

1 HOME

[ appucaTiONS Generate a free valid HTTPS certificate

(P PRINTER Add my HTTPS certificate

@ ‘WEB

E FARM HTTPS Protocols and Ciphers
Protocols

& SESSIONS 8 ssiv3 8 Tisvi @ Tisvia [ R Brsv3
Ciphers

E& SYSTEM TOOLS
(@ S5L_DHE_DSS_WITH_3DES_EDE_CBC_SHA

(@ 55L_DHE_RSA_WITH_3DES_EDE_CBC_SHA
81 ApvanceD @ S5L_RSA_WITH_3DES_EDE_CBC_SHA
(@ 55L_RSA WITH_RC4 128 MDS
(@ SSLRSA_WITH_RC4_128_SHA
¢ ADD-ONS (@ TLS_DHE_DS5_WITH_AES_128_CBC_SHA
(@ TLS_DHE_DSS_WITH_AES_128_CBC_SHA256

@ LiceNsE (@ TLS_DHE_DS5_WITH_AES_128_GCM_SHA256

@ TLS_DHE_DSS WITH_AES 256 CBC_SHA
@ TLS_DHE_DS5_WITH_AES_256_CEC_SHA256

Disable weak parameters Save

A window will open where you can select your certificate:

\dd my HTTPS certificate — O

Certificate Path Browse...

Password

Add my HTTPS certificate Cancel

Y our certificate file must use the ".pfx" format.

If your certificate is protected by a password, you can enter it in the corresponding field.
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Click on the "Add my certificate" button to add your certificate.

Please note that you will need to renew your certificate manually.

Additional links

Trusted SSL Certificate vendors. - GoDaddy - DigiCert

Y ou can convert your .pem in pfx format with Tools or online sites. For example, on this site:
https.//www.ssl shopper.com/ssl-converter.html

Y ou can use this SSL Server Test tool in order to validate the good quality of aweb portal in HTTPS.
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Choosing your Ciphers Suites to enhance
Security

Overview

TLS/SSL, the security behind HTTPS, can use severa different algorithms to secure, encrypt and authenticate a
connection.

The choice of the algorithm to use is decided by an agreement between the server and the client, depending on which
algorithms are available on each side.

A cipher suite is a named combination of authentication, encryption, message authentication and key exchange algorithms.

Terminal Service Plus server can handle alot of different ciphers suites. Some of them are more secure than others, but
some ol d/legacy browsers might require relatively weak algorithms to connect.

Thisisthe reason why Terminal Service Pluslet you choose the ciphers suites you want to enable. Of course, Terminal
Service Plus aso has an easy setting to disable the weakest algorithms, thus enhancing your connections security.

HTTPS Protocols and Ciphers Selection

To see Terminal Service Plus Ciphers Selection, open Terminal Service Plus AdminTooal, click on the "Web - HTTPS' tab,
where you will see HTTPS Protocols and Ciphers:

Tl TSplus - Administration Console - X
Lite Mode
L2 REMOTE
PLUS Help English
{r HoME
Generate a free valid HTTPS certificate
[ appucamions
HTTPS Certificate Toolkit

() PRINTER
@ we

HTTPS Protocols and Ciphers
EEI FARM Protocols

[ ssLv3 [ Tisw1 B Tisvia M Tisviz M Tisw 3
Q. SESSIONS
= Ciphers

[ SSL_DHE_DS5_WITH_3DES_EDE_CBC_SHA s
e& SYSTEM TOOLS ] S5L_DHE_RSA_WITH_3DES_EDE_CBC_SHA

[] S5L_RSA_WITH_3DES_EDE_CEC_SHA
@ ADVANCED [] SSL_RSA_WITH_RCA_125_MDS

[] S5L_RSA_WITH_RC4_128_SHA

] TLS_DHE_DS5_WITH_AES_128 CBC_SHA
{<p ADD-ONS TLS_DHE_DSS_WITH_AES_128_CBC_SHA256

TLS_DHE_DSS_WITH_AES_128_GCM_SHA256

[7] TLS_DHE_DSS_WITH_AES_256_CBC_SHA
(@3 LICENSE

TLS_DHE_DS5_WITH_AES_256_CBC_SHA256 w

Disable weak parameters Save
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Enabling/Disabling a Cipher Suite

Y ou can easily enable a cipher suite by checking its checkbox and disable a cipher suite by unchecking it.

When your selection is done, click on " Save".

Thiswill save your selection and reload the new configuration in Terminal Service Plus built-in web server. Y our new
ciphers suites selection isinstantly applied for every new connection to your server.

Recommended Ciphers Suites Selection

We recommend to most administrators to use our recommended ciphers suites selection, by simply clicking on the "Disable
weak parameters' button and then on the "Save" button.

This action will disable al ciphers suites which are currently known to be weak.

Y ou can check with SSL Labs Online Testing Tool: without those weak ciphers suites you should get the maximum grade:
Al
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Remote Connection from an i1Phone/ iPad /
Android device

Y ou can connect to your Terminal Service Plus server on any browser from any mobile device supporting the HTML5
technology, such as:

an iPhone

an iPad

an Android smartphone
an Android tabl et

Edit the preferences for Mobile devices

Since the 11.20 release, the TSplus HTMLS client has been greatly enhanced to offer the best possible user experience
even from Smartphones or tablets. The keyboard has been redesigned to automatically pop-up when the focusis over an
entry field. The mouse pointer has been redesigned to facilitate the selection of buttons and fields even if located on the left

or the bottom borders of a Smartphone.

Y ou can set up various different HTML5 settings for mobile devices or computers on the HTMLS5 client tile of the Web
Tab:

Tl tsplus - Administratien Console - b4

Lite Mode

PLUS QEMOTE Help English

1A HOME

Web Portal

APPLICATIONS
D Web Portal Design ‘Web Credentials

(P PRINTER
© wes
B rarm

‘Web Paortal Preferences RemoteApp Client
Applications Portal HTMLS Client

tsplus Web App HTMLS Top Menu

o
2, SESSIONS

Q\ SYSTEM TOOLS
HTTPS

83 Abvancen
Web Server

¢p ADD-ONS
Lockout

(@ LICENSE
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Waming Messages:
Sounds: Play Sounds

Background Color Preference

Add a logo to the background: Browse. ..

Logon screen message:

HTML5 Client

Menu bar: All devices and computers g
File Transfer: Enable File Transfer

Ctrl+Alt+Del: Maobile devices only w~
Top menu preference: Transparency w
Default Colors: 16 bits w
Connection Timeout: 40 w

[ ] Hide Waming Messages

Theming: ]

Choose color...

Remave the logo

|AE! LE BGCOLOR="AFFFFFFY BORDER=0 BORDERCOLOR=H#FFFFFFY CELLF‘J|

Change logon screen animated GIF: Browse...

|_| Smartphone and tablets Preferences

[+] Uze soft. keyb.

Transparency

@ Help... ‘ @ FRezet ‘

Display time msec.:

lUse recommended values

[ ] Automatically show the software keyboard
when the focus is in an entry field

35
]

Pointer settings

i) No pointer () Small pointer (®) Medium poirter (i Large pointer
Transparency a 55 %

Software keyboard settings

e
s

@ Save ‘

Enable or Disable File Transfer.

e The number of graphical color hits.
The Connection Timeout.

Show or Hide Warning Messages.
Enable or disable sounds.

Choose your favorite background color.
Add alogo to the background.

Smartphone and tablets Preferences:

Display the menu bar for al devices and computers or for mobile devices only.

Allow the Ctrl + Alt + Del shortcut on a specific type of device.
Choose your favorite Top Menu display between transparency and solid.

Change the logon screen message and animated gif, aswell asits display time in milliseconds.
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o |f the administrator uses the software keyboard, when it is hiding an entry field, the application is moved up and the

user is still able to see what he is typing.

e The administrator can select asmall, amedium or alarge size for the mouse pointer or no mouse pointer at all. It
makes intuitive for the user to navigate inside his application.

e He can aso select the level of transparency for mouse and keyboard.

Edit the HTML5 Top Menu

Onthe HTML5 Top Menu tab, you can add applications that will be displayed on the first or second level of the Top Menu
inHTMLS:

T4 tsplus - Administration Console - X

Lite Mode

PLUS REMOTE Help English

{} HOME

Web Portal

D APPLICATIONS Web Portal Design ‘Web Credentials

(Sh PRINTER
Web Portal Preferences RemoteApp Client

Q@ wes
B rarm

HTMLS Client

Applications Portal

tsplus Web App HTMLS Top Menu
2, SESSIONS

E& SYSTEM TOOLS
HTTPS

8% Apvanceo
Web Server

&5 ADD-ONS

Lockout

(@@ LICENSE

On level one, you can find the integrated HTML5 features: printing, file transfer and a clipboard. (For more information

about these features, go to theses pages:
Universal Printer for HTMLS5, Using file transfer and Using Clipboard.)

On this example, Foxit and Excel are published on level 2:
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] Enu
TI HTMLS Top M

Manage HTMLS Client Top Menu lcons

== Level 1
=31 Print
E File Upload to Server
=51 Clipboard
=31 File Download to Client
--1=31 File Listing
E Right Click [mobile anly]
== Mouse Drag (mobile only)
~i=3 Level 2

Add a new Application

Edit Application

Remove Application

Move Up

Move Down

And can be found under the integrated features on the top menu into the HTML5 session:

Furthermore, the top-right icon allows you to switch your session to fullscreen.

Terminal Service Plusbuilt-in HTML5 client provides the user a completely new menu on tablets and mobile devices.

With this new menu the user gets an easy access to mobile keyboard and right click, but aso to file sharing and to our

unique Universal Printing feature!
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A

Please refer to this documentation for how to use the mini mouse and keyboard.

L anguage selection

Y ou can now change the language with the language button at the right of the top menu:

Y ou can choose the language for the specific country you wish to on this menu:
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Language Locale Value
| © | Portal | as_portal |
| © | Browser | as_browser |
| © | Gateway | as_gatewaﬂ
| © | Arabic | ar_ar | 1025
| © | Belarusian | be be | 1059
| © | Bulgarian 'bg by | 1026
| © | Bengall 'bnbn | 1093

' © | Bosnian (Cyrillic)

| bs_cyrl_ba | 8218

| © | Bosnian (Latin)

| bs_latn_ba | 5146

| © | Catalan | ca ca | 1027
| © | Czech |cs_cs | 1029
| @] lescz | 1029
- © | Welsh lcygb | 1106
" © | Danish |dada | 1030
| @] \da_dk | 1030
| © | German (Swiss) |dech | 2085
| © | German |de_de | 1031
| © | Divehi ldv.dv | 1125
| © | Greek | el_el 1032
| @] lelgr | 1032

© | English (Canada) en_ca 4105
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HTMLS5 Client: Supported Browsers

If your browser shows red warning on start by using HTMLS5 client

It means that your browser does not support Websockets or your browser does not support Canvas.
Such browsers that do not support these technologies are |IE6, I1E7, IE8, IE9 and need FLASH to emulate these features.

Browsers supporting Websocket and Canvas

Browsers |Canvas Websocket
FireFox Full Full starting with version 4
Chrome Full Full in most known versions on PC's
Opera Full Full in newest versions
IE6 Flash Flash (emulated and no proxy support)
Flash XHR (with proxy support)
IE7 Flash Flash (emulated and no proxy support)
Flash XHR (with proxy support)
IE8 Flash Flash (emulated and no proxy support)
Flash XHR (with proxy support)
IE9 Flash Flash (emulated and no proxy support)
Flash XHR (with proxy support)
IE10 Full Full
Android native| Full XHR
Operamobile | Full Full in newest versions
Firefox mobile| Full Full

Safari mobile | Full | Full in newest versions up iO$4, else emulated via XHR

Also see: What's the difference between websockets and XHR?

If your browser automatically reloads the pages to HTTPS address

It means that Websockets transport is not supported. Thisis the case on several Android native mobile browsers.
It is dueto the fact that the browser automatically switchesto XHR transport.

But because this transport layers on long distances with HTTP protocol, each request creates new connection. It isvery
slow and unstable to create new connections (up to 20 new connections per second), therefore to avoid this instability the
program is conceived so that the page reloads automatically to HTTPS address to enforce HTTPS connection.

Physically you also get mostly persistent secured connection and much more stable on long distances. So the logic of
browser reuses already established SSL connection instead of creating a new connection like by the use of HTTP protocol.
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This behavior can be changed by the following option on the setting.js file located in the TSplus program folder under this
path: Clients\www\software\html5\settings.js:

forcessl forxhr = fal se;
But it is absolutely not recommended to disable the use of SSL in XHR maode.

*|f you do not have afile named "settings.js’ in the "C:\Program Files (x86)\T Splus\Clients\www\software\html 5" folder,
then your TSplus version is older and this documentation does not apply. Please update your system first or contact
support.

© TSplus - www.tsplus.net 256



1S @ E M @‘T‘ E TSplus Remote Access - Documentation

HTML5 Client: Using Gestures on mobile
devices (Touch)

Using screen area:

APODNPRE

oo

8.

Easy touch on screen = mouse move to touched position and |eft mouse click

Fast double tap on screen = mouse move to touched position and |left mouse double click

Touch and hold for one second on screen = mouse move to touched position and right mouse click

Touch and move outside of cursor area = scrolling the visible session frame (this is native browsers behavior for
scrolling especially after pinch-zoom)

Touch in cursor area and move = mouse cursor moving only

Double tap inside cursor area and move = left mouse down and mouse moving Useful for moving window, moving
elements, resizing.

Double tap on screen(outside of cursor area) and move finger down/up = middle mouse scrolling Useful for
scrolling pages or view pdf's.

Pinch zoom with two fingers = zoom the RDP session frame (this is native browsers behavior)

Using mouse pad ar ea - additional functionsin the middle point of mouse pad:

1
2.
3.
4.

Easy touch in the middle = left mouse click

Double tap in the middle = left mouse double click

Touch and move in the middle = mouse move and mouse pad moving
Touch and hold for one second = right mouse click

Keyboard mode on:

1

2.

Easy touch on screen = focus lose, keyboard disabled (this is native browsers behavior) but thiswill fire mouse
move and left mouse click.

Fast double tap = mouse move and left mouse click (without keyboard disabling) Useful to reposition the cursor, set
focus on different character and stay at the same time in keyboard mode.

+Functions of mouse pad described above
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HTMLS5 Client: Using File Transfer

File Transfer can be donein multiple ways on TSplus: since Version 12.50, a contextual menu is available to download
filesfrom the server to thelocal pc:

I F ] = | Products - o .

Home Share View . ]

bl » Documernts » Products w @ Rechercher dans : Products =

-~

) Mom Modifiz le

¢+ Documents and Settings

Lags % TSplus-Products-Catalog |

g
Perflags T TSplus
Open

Print

Products

More information can be found on this documentation.

Using the top menu for file transfer:

SO N HD F

)

Unlike real RDP session the browsers do not allow to access the hard drives directly, the file transfer is emulated.

The sub-folder of gateway gets mounted as a WebFile device into your RDP session. Inside the RDP session you can
accessit via Explorer by clicking on "WebFile" or call "\\tsclient\WebFile" directly:
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B Select one remote file to be transferred From Server --» To your local PC x

« =3 « 4 g » This PC w 0 Search This PC o

Organize * EE~ @
~ = = N
I This PC ~ Devices and drives (4)

[ Desktop
Documents
; Downloads H
J'ﬁ Music ‘,,;ﬂ* Floppy Disk Drive (4:)
[&] Pictures

B Videos == E——
= WebFile on .OKUW2ASWITHOKN " 373 GB free of 595 GB

w WebFile on OKUW2ASWITHOKN

Local Disk (C:)

i Foatiekis) €D Nrive (N w2

File name: V| i.AH " "i

| Open | : Cancel |

Gh | = | \tsclient\WebfFile - o x

Home Share View - o

« v P o« tsclient » “Atsclient\WebFile v O Search Wtsclient\WebFile y-

e

o) Mame Date modified

[ This PC
[ Desktop @ TSplus-solutions-for-BYOD-era
Documents
“ Downloads
) Music
[&=] Pictures
m Yideos
== WebFile on .PLNCEPQ5KIZUOY
e Local Disk {C:)

;_’ Metwork

1 item f=2)| =

There are 3 different possihilities to transfer afile:

e From thelocal computer to the server:
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&) Open X
D - :—] =
« « A & « Users » john » Documents v B Search Documents -l
[3 127.0.0.1/socket.io/uploadb?path=PLN
Organize + MNew folder == + [N a
Click here to select your file! I This PC A Name - Type
127.0.0.1/socketio/uploadb?path=PLNCGPQSKS... I Deskiop 05 TSplus-for-Windows Microsoft Word [)
- Iﬂ Documents TSpIus—get—started Microsoft Word [)
* Dowdoads ’. TSplus-solutions-for-BYOD-era Foxit Reader PDF
g | TSplus-User-Guide Foxit Reader PDF
J’! Music
&=/ Pictures
[ Videos
i, Local Disk (C)
e v € >
File name: | TSplus-get-started v| All Files B
e From the server to the local computer:
B Select one remote file to be transferred From Server --> To your local PC x
T |§| <« Local Disk (C:) » Users » john » Documents v Search Documents 2
Organize « MNew folder =z + [H 9
~
john ~ Name Date modified Type Size
[23 Contacts TSplus-for-Windows 3/15/2016 55 PM  Microsoft .. 606 KB
I Desktop @5 TSplus-get-started 3/15/2016 652 PM  Microsoft .. 78 KB
@ Documents | TSplus-solutions-for-BYOD-era 3132016 PM  Foxit Read... 401 KB
3 Downloads % Tsplus-User-Guide 311572016 PM  Foxit Read... 2183 KB
Favorites
F Links
Jl Music
& OneDrive
. v £ >
File name: | TSplus-for-Windows v| lanes v

¢ The file manager which enables you to transfer files from the local computer to the server, with an history of the
transferred files:
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Click or drop files to upload

File Name Mar| Size Action
TSplus-Flyer pdf 534, X
TSplus-User-Guide pdf 213.. X
TSplus-solutions-for-BYQD-era pdf 400.... X

On the browser side the files are showed inside the browser's list menu. It can be opened via action menu or with Shift +

F12.

o When you copy files with Explorer into the WebFile folder, this triggers automatically the event about the creation
of anew filein the WebFile folder and the browser menu opens/refreshes automatically to show the new file:

C | [4 127.0.0.1/software/html5.html

< | WebFile on PLNCEPQSKIZUO4
Share View

v A == 5 ThisPC > WebFile on PLNCEPQSKIZUOS

~ Mame

B This PC %) TSplus-solutions-for-BYOD-era

[ Desktop

|=| Decuments

4 Downloads
D Music

&=] Pictures

B videos
== WebFile on .PLNC6PQ5KI9ZUC4
‘i Local Disk (C:)

¥ Network

TSplus-solutions-for....pdf

v O Search WebFile on .PLMCEPQ...
Date madified Type

Foxit Reader PDF ...

Click or drop files to upload

File Name Size Action
TSplus-solutions-for-BY OD-era. pdf 400.75KB X

¥ Showall downloads... X

When using a custom folder, make sure this folder exists on client and server sides. Y ou can set the upload/download
destination folder on the Web Portal preferences tile on the web tab of the Admin Tool:
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-
Preferences
Default Values
Login:
Password:
Domain:
Show the Domain field Remember last login
Advanced
Keyboard: as_browser
Access Type
Auvailable Clients: HTMLS (iPad, iPhone, Android devices, compiters)
Remotefpp  (Windows PCe)
Gateway Portal: [ Generate a Gateway Portal enabled Web Page

Upload: Folderto select files. Download: Folder for all received files
i@ User Desktop (defautt) i@ User Desktop (default)
(71 My Documents (71 My Documents

(71 WebFile folder (71 WebFile folder

(7 Custom folder: (7 Custom folder:
Select... Select...

Folder path from where the user will Folder where all downloaded files
select files to be uploaded. will be stored on the Server.

Downloaded files from the users PC will be stored in the specified folder.
{Drag./Drop from the user PC. Download button or File Transfer button)
@ Use Edplorerto select files (71 Use TSplus GUI

If you want to avoid this behavior, set the following line on the setting.js file which path is by default: C:\Program Files
(x86)\tsplus\Clientswww\software\htmi 5\settings.js :

-,

P
Q Preview

dr opboxonnewfile = 0O;

Additionally you can set:

sharedf ol der = "yes";

to show shared folder and share your files with other users (disabled by default).

If you do not have a file named "settings.js" in the " C:\Program Files (x86)\TSpl us\Clients\wwwAsoftwar e\ntml 5" folder,
then your TSplus version is older and this documentation does not apply. Please update your systemfirst or contact
support.
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o By default, explorer is used to transfer files. You can aso directly download your files from server to client by
checking the "use TSplus GUI", and copy any filesinto the webfile folder:

= x
Preferences
Default Values
Login:
Password:
Domain:
Show the Domain field Femember last login
Advanced
Keyboard: as_browser
Access Type
Awailable Clients: HTMLS {iPad. iPhone, Android devices, computers)
Remotefpp  (Windows PCs)
Gateway Portal: || Generate a Gateway Portal enabled Web Page
|Upload: Folderto select files. Download: Folder for all received files
i@ User Desktop (defautt) @ User Desktop (default)
(71 My Documents (1 My Documerts
(7 WebFile folder (7) WebFile folder
(7 Custom folder: (7 Custom folder:
Select... Select...
Folder path from where the user wil Folder where all downloaded files
select files to be uploaded. will be stored on the Server.
Downloaded files from the users PC will be stored in the specified folder.
{Draa./Drop from the user PC. Download button or Fle Transfer button)
() Use BExplorerto select files i :
@ Help... | @ Reszet (r\'g Preview @ Save |
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HTML5 Client: Using Clipboard

The clipboard can be found on the HTML5 Top menu, with thisicon:

Most browsers except older MSIE browsers do not support the direct clipboard reading and writing due to security reasons.

4—1—» Clear  To IME | To clip | Close

Delete Enter Space mone ¥

To copy the text from session to clipboard use Ctrl+C and to insert the text from clipboard use Ctrl+V.

But pay attention when you copy the text with Ctrl+C, wait some time before releasing the pushed Ctrl+C buttons, because
if the requested clipboard text arrives after you release this key combination, the text will not be added to your environment
clipboard. Thisway uses a native browser clipboard copy support initiated by Ctrl+C.

Alternatively you can use the clipboard menu to copy from and to insert the text into RDP session clipboard.

There you can just insert the text into RDP session clipboard or add it to clipboard and auto-initiate Ctrl+C on RDP session
side to insert text. The clipboard menu can be opened via action menu or Shift + F11.

¢ When you copy the clipboard with mouse inside a RDP session, the text gets sent to browser and as soon as you go
out of browser focus, the clipboard menu appears automatically to inform you that there was a clipboard text and
that you did not add it to your clipboard environment.

To avoid this behavior set the following line on the Clients folder, by default, the path is: C:\Program
Files(x86)\tspl us\Clients\www\software\html5\settings,js :

openoncl i pblur = fal se;

*1f you do not have afile named "settings.js" in the "C:\Program Files (x86)\T Splus\Clients\www\software\html5" folder,
then your TSplus version is older and this documentation does not apply. Please update your system first or contact
support.
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HTMLS5 Client: Using two languages

By default the HTMLS5 client tries to recognize browsers default language and then use it inside RDP session. This
behavior is controlled by tag "ashbrowser" However you may find the full list of available language tags in http://***your
server*** [software/language.html under "L ocale”

Y ou have the choice to set fixed language either A: per client directly from HTML5 top menu.
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Locale YValue

Fortal

as_portal

Erowser as_browser
Gateway

Arabic

as_gateway

ar_ar 1025
Arabic (Algeria) ar_dz 5121
Assamese as5_as 1101
aZ_Cy 2092
az It 1063
be_he 1059
bg_bg 1026
bn_bn 1093
bo_bo 105
bs oy 8218
bs It 5146
ca_ca 1027
£S5 CS 1029
CS_CZ 1029
cy gb 1106
da_da 1030
da_dk 1030
de_ch 2055
de_de 1031
chv_chy 125
el_el 1032
el ar 1032

English {Canada) en_ca 4105

AT

Azer (Cyrillic)
Azeri (Latin)
Belarusian
Eulgarian
Eengali

Tibetan

Eosnian (Cyrillic)
Eosnian (Latin)
Catalan

Czech

Welsh
Danish

(German (Swiss)

Zernman
Divehi
Zreack

AIORIONIONONONONONONONONONHONONONONONONONONHONHONONONHONONO.

B: or from portal by setting it in AdminTool GUI which will be effective for everyone.
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Preferences B:

Default Values
Login: | |

Password: | |

Domain: | |

Show the ain field Remember last login

Advanced
Keyboard: |as_brc:wser |

Y ou should restart session if setting another language as main.

Remember: when using HTML5 client in mulitple language scenario go sure that language used inside Web-HTML5-RDP
session is synchronized with the language actually set on your PC/Laptop/Mac etc. Else some chars that are represented
and crossing in every language map may produce wrong char by sending scan code actual for another language. Also that
means, if you changed the language from English to German inside web-session then change it to German on
PC/Laptop/Mac too.

© TSplus - www.tsplus.net 267



TS

RPLUS

RE MOTE ACCESS TSplus Remote Access - Documentation

HTML5 : Changing language to Chinese

Y ou need Windows 7 Enterprise or Ultimate / Windows 8 Enterprise or Professional to use multi-language on one system.

You can install every language on the system if you need.

' ESa—~)

AR dRE S#3M IRD EEH

G =8 28 \ SEEERE + Window Updatr + UEEEEHER | 4 || ¥B=ES 2

AnTETROER
& : i * AHRTENER - w68 hEN
B n VVedews T Langusge Packs (35) - Pﬁﬁvﬂ::mm"utl
+HETENE® - 54 MEY Windows 7 Servicn Pack | (KEMEF19) L :'" R
B o - bl D Windows 7 Pack 1 (KRIEER R 2k - STk
— E:;:::ﬂﬂil‘::\ndml h\Tﬂ'url |:tazi-sa|3c::m :2:::& Wincdows 7 LRI I RN
MEE ' BE [RNE] 7 (- BRTE
TRHEIENES - & EE Windows T Service Pack | (KEMAFI 1) 485 MR SIS LTk L BT
EFNTENES - ol SR Windows T Senvice Pack | (KENAT ) 1.2 BEEm: 2011222
BETAENES - o &S5 Wndows T Sendoe Pack 1| (KBTS o Ed L] =
RASEITENES -l REN Windeas T ferace Pack | MEDAETLS)  ATME + ENCHEILTRE
| BEEZIEEES - RS Wiedows T Servece Pack | (KBEMATI5) sanm EERE
| EETEEE® - R Windows T Servce Pack 1 (KEMEILT) Ll M R
| ENSTTHEES -5 RiSH Windows T Senice Pack | (EMENT)  MOME o
| ETHEE® .4 RS Windews T Senace Peck 1 [KEMET139) 037 ME
| EETEEES 5 RE Windsws 7 Serdce Pack 1 (KEME3L39) 55 ME
] SEHTHEES - AR Windsws 7 Serace Pack | (KEDE3139) A ME
] ERETENEE - MEN Windows T Servion Pack | KEHEH I 555 ME
EEHEET - 5 LE Windowt T Service Pack | [KEMEIN2D) E1SME
ENRDTHNES - 6 MEE Windows T fervice Pack L (KEMETEH] 404 NS
—.n HXHEE S - il &EEF Window: T Senvice Peck 1 (KE2ET1) U615 ME
FETENES - o &S Windows T Servce Pack 1 (BRI S6LT =

TSRS - @?

Y ou could publish alanguage applet for usersto change their own O/S language of Ul and add IME (Input Method Editor).

T wEREnAREn =
_|': Haotepad =
2 ntemes Explorer g DO SR =
& eE
£ wordpad [ snam
B adobe Drarmmaver 0555
1 Adobe Dlsrazoe 551 —
B 2dobe InDesign C555 |_|) B R

B Adobe Photoshap C551 (84 5
BF] Mscrosoft Word 2013

ﬂ-_: Mazrasaft PowerPoirt 2013

3 Mezrosod Excel 2003

- PEREE g Appleates Levn TTART waia
B Tencern G0
Flun

A BuseCAD 2015 - MEET -

L]

WTER Eid
BilERER C AW insdere s Tl i [ |
MR AW mderediyremTd
R irume Mol R pioau s Langrucge
e P L L [ R S MRS RS
T L | B R 1

For Windows 7: control /name Microsoft.RegionAndLanguage

© TSplus - www.tsplus.net

268



TS

RPLUS

RE MOTE ACCESS TSplus Remote Access - Documentation

For Windows 8: control /name Microsoft.Language

Complete List: http://pcsupport.about.com/od/ti pstricks/tp/control-panel -appl ets-list.htm

Optional : thisis how to restrict the Control Panel behavior for users by GPO :

T e e 5= £y -~ |

aEEF EGW mAN RRERG AEW B - #x
% 5 BB T
1 Eenain BT . len
U SN HAENER ¥ e
. 4
g !'ql:;l i en ®zEn .
2 Wrtows BT IzEEARAA
40 REENET d ALY
Bl i L L] 1grm
| Whapsgel Eutel 20LD CEaEpeg
I Mook Offce 2215 I AT A0 FEET i
3 Momaok Sutlook J0L1 | 11wl p ] M AE (RAEwE B [ i
! Meastash Prpfoaet 3021 | - o R i malT {
i Micscack m":ﬁ ; FErEIrREedn En i
S re——
| Wirdow S
2 REREE
L RE
AR
.
=l
D EEAET
[ = '
F = + Eean
43T
R R e ROEECy AEGG  RWea R
2@ 0@ T
[ Wdoms BT - ez - u[E=
A rcay | L MEEEERESNnsswaed 6" i
3 Moeshtwa oy || L BEZECREA L] | mewa "
! Moot oiiee 2z || B T
3 Micsosch Outlook 3011 L L L LE b d o] BT B [ ] i
p TREPEEY P A g i ETAES RS vindow RS UL EE gy i Ll i ]
| Weeouch Progect LB i RN EE adow TERETE T ATEE LIRS i
3 Wecroacht Waeo 2003
3 Weoepaoh Word 2073
| ardow B
| BERNE v
2w
S ax
a [ mNw
1 ¥
I Emm
| rEiNEAR
S T
1e=R
SR il b
— "N " - -
- " '\I' .ﬂ._l

Users can change O/S language of Ul after logon system. (Users have to logout and logon again to take effect after
changing this setting)
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Pl W ERTEr & PN
210.242,196.117 [+) O &y
Web FE 2. 16858 com. Woridede. mEITEREN L3 B rer
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a
fsl] -
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2o
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The user has to select Chinese IME first to input Chinese chars.

Pga ¥ LTS P
210,242, 196117 [+ O
B . MANK - dua=n REFER wWeb FE AT 1688 com. Woridende LT b ] ] L3 E rer

~

W AR AWy WA ey

TN - R
» [l =zl -waw
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HTMLS5 Server Memory Usage

Terminal Service PlusHTML5 Server runs on JAVA. Understanding how JAV A handles memory help to understand
Terminal Service PlusHTML5 Server memory usage.

Assigned memory

When Javaruns, it tries to allocate 25% of the computer physical memory. This memory is "assigned" but not directly used
- it isnot the real memory usage that one can see in Windows Task Manager.

JAVA platform: 32-bit vs 64-bit
There is one big difference between these two platforms:

e JAVA 32-hit cannot handle more than 4GB of RAM by definition. Since it will allocate 25% of all available
memory, it will allocate at most 1GB, assuming there is 4GB physical memory. If thereis only 2GB physical
memory, it will only allocate 500MB, etc.

e JAVA 64-bit can handle alot more than 4GB (theoretically up to 16 exabytes), so the allocated memory will only
depend on physical memory.

JAVA memory management

JAVA isa"virtua machine". It means that JAVA handles memory management on its own. Once JAVA allocates some
memory, even when it does not need it anymore, it will not automatically give it back to the system. Thisisfor
performance reasons, as memory allocating and de-allocating are CPU intensive tasks.

JAVA will usuadly wait until it has a big chunk of unused memory before giving it back to the system. The size of this big
chunk directly depends on the size of the computer physical memory. The more physical memory on a computer, the more
memory is allocated by JAVA.

Terminal Service PlusHTML5 Server Memory Usage

All these technical details are the reason why one can open Windows Task Manager and think that Terminal Service Plus
HTML5 Server uses alot of memory, or that JAVA 32 bit uses less memory than JAVA 64 bit.

Actually, the memory really used by Terminal Service PlusHTML5 Server is directly related to the number of opened
HTML5 sessions. The more available memory on the computer, the more HTML5 sessions you can open.

HTML5 Session Memory Usage

The memory used by an HTML5 session depend on the user activities (applications and programs used, Word/Excel versus
drawing-intensive programs) and the connectivity method established between the Terminal Service PlusHTML5 Server
and the client computer.

In the general use case, an HTMLS5 session will use 30 MB of memory (standard use, binary websockets connectivity). In
the worst case, a session will use up to 100 MB of memory (intensive use, "XHR" fallback connectivity for older
browsers).
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TSplus App

The TSplus App allows you to connect to your TSplus server from any device, anywhere!
Just like TSplus, it provides fast and stable remote connections from tablets and smartphones to Windows desktops and

business applications.
Access your applications and business datain real time and easily print any document and photo you need on the nearest

local printer.

For more information and download links, go to the App page on our website.

Hardware Requirements and Operating Systems

The TSplus App is available on PCs, mobiles and tablets with the following OSs: Windows, iOS, Android from 4.4 version
and Linux.

Pre-requisites

e The host site must be a TSplus Mobile Web or Enterprise system.
e The 11.30 release (and over) must be installed on this host.

© TSplus - www.tsplus.net 273



TS

RPLUS

RE MOT E ACCESS TSplus Remote Access - Documentation

TSplus App Configuration

Manage your servers

The user interface and configuration are smple and intuitive.

My Home PC

Head Quarter

Accountancy

CRM and Inventory

First, add a TSplus server by clicking on the bottom right button:
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Flease start by adding a TSplus server with the bottom right button.

Then, add your server information and configure it:

e Enter itsits host name or IP address.
e SSL isdisabled by default, but you can choose to enableit.

Warning: SSL Activation only worksiif you installed avalid SSL Certificate on your TSplus server. See this
documentation for more information.

o Enter itsdisplay name, which is optional.
o Enter your user's credentials with the domain or user name and its password.
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* TSplu [ R

< Edit TSplus server < |

TSPLUS SERVER

Host name or IP address
accountancy tsplus net

Use 5517

Display name (optional)
Accountancy

CREDENTIALS

Domainwsername

John

FPassword

Then click on the top right button to save. Y ou can now click on your server to access your applications.

Accountancy
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<  Accountancy
Printing

Easily print on your local printer by using the Universal Printer.
Since TSplus App 11.40 version, printed documents open with the default PDF reader app.

Settings and Version

Under the top left menu, you can:

¢ Manage your servers
e Manage your settings
o Seethelegal information on the About section, and your TSplus App version.

m Servers

£t Settings

© About
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Settings

Various settings are avail able on the Settings window:

GLOBAL
Language English v
DISPLAY
Zoom level 50% ~
Reduce network usage D
Mouse pointer size Medium ~

¢ You can change the language.
o Modify the display settings by changing the zoom level at your convenience, reduce network usage or choose
between 3 mouse pointer sizes. small, medium or large.

Version

On the About window, you can see the legal information as well as your current TSplus App version :
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TSplus

11.40.1

Copyright 2017-2018
JWTS
All rights reserved
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Overview

Overview and Naming

The goal of TSplus Farm featuresisto allow the Administrator to manage all his TSPlus servers from a single server. This
server can be referred as the Farm Controller.

The TSplus serversin the Farm are named the Application Servers, or just Servers.

This Farm Controller, once having its farm populated with Application Servers, will also become a Gateway Server once
you enabled any of the Farm features such as:

¢ Load balancing
o Reverse Proxy
e Assign Servers

This Gateway Server will basically become the main entry point of all your users when either "Load Balancing” or "Assign
Servers' isenabled.

Finally, this Farm Controller will also allow you to monitor any Applications Servers, and easily push TSplus related
settings such as Applications and Advanced settings from your Farm Controller to your Application Servers.

Farm Controller

] ] ]

Application Server Application Server Application Server

TSplus Farm of Servers Architecture

There are 2 options to deploy a TSplus farms of servers:

Option 1: All your servers have public IP addresses and can be reached from the Internet.

OR

Option 2: Only the Gateway Portal can be reached from the Internet. The Gateway Server is providing a“ Reverse Proxy
Role".

In both options:

o Every server has the same TSplus configuration.

© TSplus - www.tsplus.net 280



1S R E M OT E TSplus Remote Access - Documentation

o Every server has the sasme HTTP/HTTPS ports.
e To publish anew Application just add it to your users/groups of users on the AdminTaool.

Of course, make sure that this application isinstalled on the targeted Application Servers.
All Web Access types are available without any specific configuration: RemoteApp and HTML5 clients.

Option 1 - All Servers have their own Public IP Address and can be
reached from the Internet.

This is the recommended architecture to use Terminal Service Plus Gateway.
This architecture follows best practices and allows the IT Administrator to industrialize its environment:

o Every server has the same Terminal Service Plus configuration
o Every server has the ssme HTTP/HTTPS ports
o Deploying anew Application server isonly amatter of minutes (just add the server to the farm in the AdminTool on

the Gateway server)
With this architecture, all access types are available without any specific configuration: Remoteapp and HTMLS5 clients.

This architecture is described in the diagram below:
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Internet

Gateway ‘

Public IP: 70.0.0.1
HTTP Port: 80
HTTPS Port: 443

Application Server A Application Server B
Public IP: 70.0.0.2 Public IP: 70.0.0.3
HTTP Port: 80 HTTP Port: 80
HTTPS Port: 443 HTTPS Port: 443

Option 2: Only the Gateway Portal can be reached from the Internet and
includes a“ Reverse Proxy Role”.

Terminal Service Plus Gateway can also be set up with only 1 Public IP Address.

The Gateway redirects any external connection request to any available server. If you do not use the load balancing feature,
users will connect to their assigned server(s).

This architecture is described in the diagram below:
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—

¥
Client configured to connect to 70.0.0.1

Cad
\y

Internet

Corporate Router
Public IP: 70.0.0.1
Part 80 is routed to 192.168.0.1:30

Legend

=
—— = Path took by the \ - 5}
S

client to access one of

"
Y
Private IP: 192.168.0.1
HTTP Port; 80
HTTPS Port: 443

9 b

ication Server A Application Server B
the farm servers. Private IP: 192.168.0.2  Private IP: 192.168.0.3

Application Server C
Private IP: 192,168.0.4

T !
Application Server D
Private IP: 192.168.0.5

For more information about the Reverse Proxy Role, see the Reverse Proxy Feature documentation.

Releases History

e API 1.5 (released with TSplus 15.50)

o Integrated Reverse-Proxy, Load-balancing and application server assignment configuration
o Added synchronisation between applications/settings of the farm controller and every application servers

e API 1.4 (released with TSplus 10.10)

o Load-Baancing centralized monitoring

o Enable/Disable a Server in TSplus Load-Balancing Manager

o Trangdlationsin multiple languages (T Splus language will be used)
o Severd settings added + display bugs fixed

o API 1.3 (released with TSplus 9.70)
o Settings centralized monitoring and management (Global settings/ Floating Panel / RemoteApp Client /

HTMLS5 Client)

o API 1.2 (released with TSplus 9.60)

o Farm Manager
o Servers centralized management (add/remove)
o Sessions centralized monitoring and management (messages/disconnect/|ogoff)

e API 1.1 (released with TSplus 9.30)

o Load-Baancing internals
o Load-Balancing Sticky-Sessions
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Prerequisites

Hardware Requirements

Farm Controller and Application Servers have the standard Terminal Service Plus requirements for hardware.

Operating System Requirements

Farm Controller and Application Servers must use one of the following Operating System:

Windows 7

Windows Server 2008 R2
Windows 8

Windows Server 2012
Windows 8.1

Windows Server 2012 R2
Windows 10 Pro
Windows Server 2016
Windows Server 2019

32 and 64-bit platforms are supported.

Network Requirements

Every Application Server must be accessible from the Farm Controller.

More specifically, the Farm Controller will issue requests to every Application Server on its API port (19955 by default)
and this port must be opened on any firewall standing between the Farm Controller and Application Servers.

The network latency must be low between the Farm Controller and Application Servers. A latency under 200 msis
recommended, alatency under 2 000 msis required.

Software Requirements

.NET 2.0 or higher isrequired - this should not be a problem as a compatible .NET version is enabled by default on every
Operating System supported for Terminal Service Plus Farm.

Terminal Service Plus License and Version Requirements

Terminal Service Plus must bein "Enterprise" edition on the Farm Controller and on all the Application Servers.

All the servers must also run the same version of Terminal Service Plus.
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Configuration Requirements

Farm Controller and Application Servers must have the same date/time configured. It is highly recommended to
synchronize the Windows clock of all servers with an Internet Time Server if not already done.

Users Requirements

An Active Directory is not required, however if you do have an Active Directory, then your Domain Administrators must
also be Local Administrators of the Farm Controller to be able to use Terminal Service Plus Farm Manager.
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Farm Setup

Overview

To create afarm, you simply need to add application servers from the TSplus AdminTool.

Y ou will be able to manage application serversin the section "Farm” of the AdminTool.

)

n2 REMOTE

@ > Farm
{mr HOME Applications Servers

Lite Mode

English

Mame Hostname Status Internal Name Private IP Address add
Enabled
[ server SN Up serverl

[ appucaTiONS

Edit

@ PRINTER E‘ server2 [ Down  server2
B eve: EEEEEEE Up  sewes
@ WEB Remove
Hi Farm Disable
o
SESSIONS
= Connedt
e& SYSTEM TOOLS
Legend
f:(? ADVANCED E| The server has joined ‘Waiting for the server 1 Update needed to g Cannot invite the server,
= thefarm to accept the invitation = version >= 1550 to
to join the farm invite the server,
¢p ADD-ONS
C LICENSE Reverse-Proxy Manitor Sessions
Load Balancing Synchronize Applications and Settings
Assign Servers Reset Farm

From this window, you will be able to perform several actions:

e "Add": add a new application server

o "Edit": edit the selected server.

¢ "Remove": permanently remove the selected server from the farm (you can still add it again later with the "Add"
button).

¢ "Disable/Enable": temporarily disable or enable the selected server (users will not be able to connect to this server).

¢ "Connect": open the default RDP client and connect automatically to the selected server. If your credentials are
saved in MSTSC they will be used, otherwise you will have to enter your credentials.

Y ou can also access these actions from the contextual menu displayed with aright click on a server.

On the bottom panel you will find a quick access to the main farm features available once application servers have been
added:

¢ "Load Balancing": allows you to redirect users connecting from the gateway server to the least |oaded server of the
farm

¢ "Reverse Proxy": allows you expose only the gateway server, and makes application servers accessible using URL
such as https.//gateway-server-domain-or-ip-address/~~appli cation-server-internal-name

e "Assign Servers': allows you to restrict user and groups available application servers when connecting from the
gateway server, making them able to choose the server they want to connect if multiple servers are assigned.
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e "Monitor Sessions'*: allows you to monitor current session and quickly perform actions such as disconnected,
logoff, send message, view session or control session.

¢ "Synchronize Applications and Settings**: allows you to push every advanced settings and published application to
the selected application servers

e "Reset Farm”: allows you to reset the farm, which will remove every servers and reset every farm feature
configurations e.g the "Reverse Proxy", the "Load Balancing” and the "Assign Servers' configurations

*: These features are accessible only for application servers which completely joined the farm for security reasons,
meaning you will need to accept first the invitation sent by your farm Controller, on the application server side.

Add an Application Server to the Farm

To add an application server, click on the "Add" button. The following window will be displayed:

g

General server information

Display Mame:

Haostname: eg: 1.1.1.1 or serverl.mycompany.com

Parts information

Web Port: 443 B Use HTTPS

ROP Port: 443 B uUse the Web Port
Reverse-Proxy information

Filling the Reverse Proxy information s optional if you don't intend to use it

Private [P address [LAM): eg: 192.168.10.101

Internal server name:

Save

Y ou will need to specify its Display Name and Hostname (you can type an | P or a domain name, without a port number).
Filling the Reverse Proxy information fields is optional only if you are not currently using the Reverse Proxy feature.

The internal name will be automatically filled with an available display name if empty to ease the overall server
configuration.

Enter the Application Server details, then click on the "Save" button. An invitation to join the Farm will be sent to the
Application Server added:
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12IREMOTE.
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(i) Add a new Server

An invitation to join the farm has been sent to the

Application Server.
Open the AdminTool on the Application Server and click
on the notification icon to accept the invitation,

[ ] Do not show again.

Accepting this invitation on the application server sideisrequired if you want to be able to use the "Monitor Sessions' and

"Synchronize Applications and Settings" for security reasons.
It is however not required if you only need to use the "Reverse Proxy", "Loadbalancing" and "Assign Servers' features.

To accept the invitation, open an Administrator session on the Application Server you added to the Farm. Click on the
alert button at the top right corner of the TSplus AdminTool, then click on"Yes":

Expert Mode
PLUS English -
Configure Domain Mame @ Publish & Assign Applications
http://localhost
Customize Web Portal S b 0o m :. D
n
HTTF listening on port 50 Assign users to Assign users to Add your
HTTPS listening on port 443 Full Desktop Floating Panel application
@ @ Permanent license activated. Enterprise edition. Unlimited users.
2FA TSplus Advanced TSplus Server
License Activated Security Manitoring
License Activated License Activated @ End of support date: 2022-11-26

o A new invitation to join a farm has been received

Do you want to accept the invitation from the farm
and confirm being the server |

Yes Mo Cancel

On the Farm Controller side, you can see the list of Application Serversin the Farm. They can have three states represented
by colored icons:
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o Uoioedht 'ooired: T he&Rpplication Server has fully joined the Farm by accepting the invitation

o Pending ourPending?The A pplication Server has partially joined the farm, waiting for the application server to
accept the invitation

o Update fieededyre urypdate needed: The Application Server has partially joined the farm, but the invitation cannot
be sent because the server is using a TSplus Remote Access version 15.50

o Unveachiabie or yrereachable: The Application Server has partially joined the farm, but the invitation cannot be
sent because the server is unreachable

Applications Servers

Mame Hostname Status Internal Mame Private [P Address
Enabled
% sril Up

srvd Up

a srv3 Down
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Reverse Proxy

Overview

Thisfeatureis available in the TSplus Enterprise Edition.

The Reverse Proxy system acts as an intermediary for its associated servers to be contacted by any client.

The advantage of using a reverse-proxy is simple: you will no longer need to create as many port redirection rules as your
number of TSplus servers.

Whether or not you are using the load balancing feature, you need to activate it in order to connect using the reverse proxy.
In TSplus, it provides a unique access point to afarm of load-balanced TSplus servers:

TSplus farm of
) load-balanced

Iternes

Firewall Firewall

This unique access point will be your Gateway Server TSplus Web Portal.
Since this server is going to be accessed remotely, you will need to set up one port redirection rule on your router,
including the http or https ports depending on your preference (80 being the default port for http and 443 for https).

Configuration

Y ou can access the Reverse Proxy configuration interface through the FARM tab:
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REMOTE
PLUS English -
@ > Farm
1 HomE Applications Servers
Mame  Hostname Status Internal Name Private IP Address !
[ appuicaTiONS Add
Enabled
[ server NSNS Up serverl
@ PRINTER E serverz NN Dovn  server2 Edit
B seves EENENEE Up  senes
@ WEB Remove
B Farm Disable
o
SESSIONS
= Connect
ek SYSTEM TOOLS
Legend
f:(? ADVANCED E‘ The server has joined ‘Waiting for the server E Update needed to EI Cannot invite the server,
—' the farm to accept the invitation version »= 1550 to %
to join the farm invite the server,
{’p ADD-ONS
: LICENSE Reverse-Proxy Maonitor Sessions
Load Balancing Synchronize Applications and Settings
Assign Servers Reset Farm
REMOTE
PLUS English -
ft > Farm Reverse-Proxy
1 HOME
APPLICATIONS
O (%) Reverse-Proyis disabled
(Sh PRINTER Gateway Server
Gateway Public P/ DNS:
WEB -
(A Protocol: O HrTP O HTTPS
B rarm
Apply
o
2, SESSIONS

E& SYSTEM TOOLS

83 Apvancep

{75 ADD-ONS

(&3 LICENSE

The reverse-proxy system acts as an intermediary for its associated servers to be contacted
by any client: you will no longer need to create as many port redirection rules as your
number of servers,

o Click on the "Reverse-Proxy is disabled" button to activate it.
e The Gateway Public IP must be set with afixed valid |P address or domain name.

e Select HTTP or HTTPS for your preferred connection method, the servers of your farm must be able to
communicate with eachother on either port 80 or 443, depending on which connection method you use. It isalso
important that your windows firewall don't block these ports.
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Once you completed your configuration, click on "Apply" to save these Reverse Proxy settings.

Access to application servers through Gateway Server

Once enabled and operational, the Reverse Proxy feature allows you to access to the application server using a special URL
formatted as follow:

(1):/1(2):(3)1~~(4)

with:

¢ (1): the Reverse Proxy protocol configured

o (2): the Gateway Server public IP address or domain name

¢ (3): the Gateway Server web port associated to the configured Reverse Proxy protocol
¢ (4): the application server's internal name used by Reverse Proxy

For example, assuming that:

o thereverse proxy protocol configuredisHTTPS

o your Gateway Server haspublic 1P 1.1.1.1

o your Gateway Server isusing the HTTPS port 443

o the targeted application server you want to connect uses the internal name "srv2"

The special URL to use in order to reach the targeted application server will be 1.1.1.1:443/~~srv2
As aresult, you can access the web portal of this application server using this special URL.

Y ou can also generate a Connection Client which will connect to this specific Application Server through the Gateway
Server using this same method Simply use the special URL in the server address field of the Connection Client Generator.

For example:

Windows Client Generator

General | Display | Remote Desltop client | Seamless client | Local resources | Program | Security | Load-Balancing

Server

Server address Port number
[
L;L._‘. 24614 245 12443/~ srv2 3389
User
@ I._cngon Password
i ’ john TI1]

Domain name (without extension)

Preferred display mode
") Remote Desktop client @ RemoteAPP client () Seamless client
(") Disable backaround & animations for better pefformances @) Fast network or Fiber optic

Cligrt name: john.connect ‘ B T ‘
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Load Balancing

Pre-requisites

Using this feature, you will be able to manage aload balanced environment.

It means that the load of all your users will be distributed between your servers. The workload will be shared between all
the servers of your farm.

Load Balancing enables to use an unlimited number of servers with load balancing, and is available with the Enterprise
edition (one valid license per server). This very powerful and advanced capability is to be used when alarge number of
userg/servers has to be deployed.

Important : Simply enabling Load Balancing will redirect usersto theleast loaded server of the farm regardless of
any assigned servers configured for the users. If you intent to use L oad Balancing AND Server Assignment, make
suretotick the checkbox " L oad balance on assigned servers"

TSplus

Server farm Windows

Active Directory

Usually we recommend using one server for 50 concurrent users. For standard commercia application writtenin VB, C,
C++, Delphi or Uniface you can go up to 100 concurrent users.

Generated Clients and Web Access

There are three ways to connect to a L oad Balanced cluster:

e Using a Generated Client (executable program, created by the Portable Client Generator)
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e Using aWeb Portal Access by activating it on the Web Portal Preferences window.
o With the TSplus App from your mobile device.

L oad Balancing Main Window

The Load Balancing Manager can be found under the Farm Tab of the AdminTool:

Lite Mode
2 REMOTE
PLUS English
ft > Farm
ﬁ HOME Applications Servers

Mame  Hostname Status Internal Mame  Private IP Address
[ appuicamions Add
Enabled

[ servert NEEEEENEN Up senverl
Edit

(Eh PRINTER B sever: NENEEEEN Down serverz

E‘ server3 _ Up server3
@ wes Remove
Ba rarm Disable
o
2, SESSIONS Connedt

% SYSTEM TOOLS
Legend

i§g ADVANCED E| The server has joined ‘Waiting for the server El Update needed to EI Cannot invite the server.
' the farm to accept the invitation version == 1550 to x
to join the farm invite the server.

{75 ADD-ONS

Reverse-Proxy Manitor Sessions

(&3 LICENSE

Load Balancing Synchranize Applications and Settings

Assign Servers Reset Farm

Thiswindow allows you to configure Load Balancing. It lists al the serversin your Load Balanced server farm and allows
you to enable, disable and configure the Load Balancing (more on this below).

Click on the buttons in the picture below to access the corresponding information:

ngad Balangingype unknown

Enabling/Disabling Load Balancing

On top of the Load Balancing window, you will see abig button:

¢ This button displays the current state of the Load Balancing.
¢ If you click onit, it will enable or disable the Load Balancing depending on its current state.

Hereis the button when the Load Balancing is Disabled. A click on it will activateit.

@ Load Balancing is Disabled

Here is the button when the Load Balancing is Enabled. A click on it will deactivateit.
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@ Load Balancing is Enabled

How does L oad Balancing choose a server?

When Load Balancing is enabled, the user will be sent to the less loaded server at the time of his connection.

Configuring the Computation of Servers Loads

To determinate which is the less |oaded server, the load of every server is computed using aweighted average between
severa performance indicators:

e number of connected users
e processor usage

e memory usage

o disk usage

Y ou can modify the weight (importance) of these indicators by using the following dliders:

Load Balancing Weights
Users: 0% ' 1008  Memory: 0% ' 1008

50% T0%% Back to Default Settings
CPL: 0% ' 100% 1/ 05s ' 1008

20% 30%

Using these dliders, you will be able to fine-tune the Load Balancing, and to optimize it to your own needs. For instance if
your users launch a business application with big memory requirements, it might be a good idea to increase the impact of
the RAM in the load computation using the "Memory" dlider.

Y ou can also reset these values by clicking on the "Back to Default Settings” button.

How is Server's Load computed?

The load of each server is computed when needed in order to decide on which server the user must be sent.
For this computation, we use aweighted aver age between 4 hardware metrics.
The 4 diders alow you to give more (or less) weight on each of these metrics, which are:

Users : number of connected users

CPU : percentage of non-idle processor time
Memory : percentage of used memory

1/O : percentage of non-idle disk time

For example, if you put the "Memory" slider on itsright side and al the other sliders on their left side, the load of each
servers will be computed using almost only the percentage of used memory - and your users will be sent to the server
having the most available memory.

e When adlider is completely on the left, the weight used in load computation will be 1.
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o When adlider is completely on the left, the weight used in load computation will be 100.

Moreover, the load of a given server depends on theratio [ used resources/ total resources] ; so if aserver A istwiceas
powerful as a server B, twice more users should be sent to server A than to server B (all other things being equals).

Servers

Y ou can see thelist of Load-Balanced Servers Status and details on the performances indicators of each server.

The servers are sorted from the less loaded to the most loaded according to your configuration.

Thelist of Load-Balanced Servers Status is automatically refreshed. This automatic refresh stops if the connection becomes
unavailable. Y ou can change the refresh rate at the top right corner of the " Server" box.

Lite Mode
2 REMOTE
PLUS English
fr > Farm Load_Balancing
{r HoME
Load Balancing is Enabled Balance on user's assigned servers Sticky Sessions are Enabled
[ appucamons @ g o g @ Y
Load Balancing Weights
@ PRINTER Users: % ' 100% Memory: 0% ' 1008
508 708 Back to Default Settings
@ WEB CPU; 3 . 100% IO s ' 100%
0% 30%
B rarm
Servers
Refresh rate (s): 512
o =
2, SESSIONS
Mame Hostname Status Users CPU (3] Memary (%) /O (%] Load (%)
% SYSTEM TOOLS Enabled
B s up 3 3 1 0 i
2 u 0 0 36 o 25
83 Apvancen B P
B s up 1 0 61 0 a3
> ADD-ONS
(@ LICENSE

L oad-balance only on user's assigned servers

L oad-balancing can also be done directly on user’s assigned server using the checkbox " Balance on user's assigned

servers'.
Asaresult, you will be able to load-balance on accounting department servers only for accountant users, once these

specific servers have been assigned to the accountant users.

B Balance on user's assigned servers

Activate the sticky session feature

© TSplus - www.tsplus.net 297



pJ I REMOTEACCESS TSplus Remote Access - Documentation

Y ou can activate the sticky session feature by clicking on the right button of the Load balancing window:

Activate the sticky session feature

You can activate the sticky session feature by clicking on the right button of the Load balancing window:

@ Sticky Sessions are Enabled

It will allow you to reconnect to a disconnected session instead of opening a new session on a different server.

Enabling existing sessions web listing isrequired for Load Balancing Sticky Sessions feature.
It will allow you to reconnect to a disconnected session instead of opening anew session on a different server.

https:.//docs.terminal servicepl us.com/tsplus/advanced-features-security

Disable existing sessions web listing

This listing is required for Load-Balancing Sticky Sessions feature and is enabled by default. If you wish to disable it, select the "No" value on this window, then click on save:

T4 TSplus - Edit Setting X

Disable existing sessions web listing

sions in public server heartbeat. This
for Load-Balancing Sticky Sessions feature.

L oad Balancing using a Connection Client

If you want to generate a Connection Client for a user to connect to the lessloaded server, you will need from the
Client Generator in the "Load-Balancing” tab to:

e Check the "Use Load-Balancing" checkbox
o Fill inthe "Gateway Web port number" field with the HTTP or HTTPS port used by your Gateway Server
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=1 x
Windows Client Generator
General Display Remote Desktop client Local resources  Program  Securty  Load-Balancing
Enable Load-Balancing 7
Use Load-Balancing Gateway Web port number
When "Use Load-Balancing' is checked, it enables using the Gateway
with Load-Balancing to connect to an Application Server of the fam.
Prior using this advanced feature, please read our documentation
Cligrt location: |C:\Users‘\admin'\Deslctop| | | Browss |
Create Client
Cliert name: |Johr1-44.cnnned |
e Usethe public IP address or hostname of your Gateway Server directly in the "Server" field.
. . -
Windows Client Generator
General Display Remote Deskiop client Seamless client  Local resources  Program  Security  Load-Balancing
Server
) Server address Port number
&_| |gateway.rn:.rcomparry.com| | |
User
Logon Password
|Johr| | |oooo-o-----ooo-o-----
Domain name (without extension)
Prefemed display mode
(@) Remote Desktop client () RemoteAPP client () Seamless client
() Disable backaground & animations for better peformances () Fast network or Fiber optic
Cliert location: |C:'\Users‘\.]ohn'\Desktnp | | Browse |
Create Client
Cliert name: |John.connect |
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Server Assignation

Overview

The farm controller can act as a Gateway Server, redirecting users upon connection to specific application servers of your

farm. You will be able to assign one or several serversto auser / alocal group / an Active Directory group.
Important: Assigning serversonly worksfrom the T Splus Web Portal, and not with connection clients.

If the user has more than one server assigned, he will be able to choose which server he wants to access in the list of servers

assigned to him.

If the farm is within a Domain, the Gateway will use his AD credentials and the user will connect with Single Sign-On

(SS0).
Otherwise, he must have the same local credentials on each server.

Assign Application Serversto Users or Groups

To assign servers, please click on the "Assign Servers' button:

o2 REMOTE
fr > Farm
ﬁ HOME Applications Servers
~
Mame  Hostname Status Internal Mame  Private IP Address

[ appucamons

Enabled

[ severt NENEEEEE Up serverl
@ PRINTER B serverz NN Down  server2

E‘ serverd _ Up server3
@ we
B rarm
o
2, SESSIONS
ek SYSTEM TOOLS

Legend
@ ADVANCED E| The server has joined ‘Waiting for the server El

~ the farm to accept the invitation

to join the farm

> ADD-ONS
C LICENSE Reverse-Proxy

Load Balancing

Assign Servers

Lite Mode

English

Add
Edit
Remove
Disable

Connedt

Update needed to EI Cannot invite the server.
version == 15,50 to *
invite the server.

Maonitar Sessions
Synchronize Applications and Settings

Reset Farm

To assign aserver to auser, simply select it with the "Select a User/Group" button and then check the server's checkbox in

the "Servers' list.

To remove a server assigned to a user, simply uncheck the server's checkbox in the "Servers' list.
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)

1t HOME

[ appuicaTiONS
(5P PRINTER
© wes

B rarm

2 SESSIONS
Q’k SYSTEM TOOLS
83 Apvancen
{’p ADD-ONS

(@5 LICENSE

n2 REMOTE

@ > Farm Assign Servers

Select a User/Group

[ L
@
[ il

Servers assigned to User = 0 - -

Select g user/group to dispiay and change servers assigned to it

Lite Mode

English

| mportant Notes

option "Load balance on assigned servers'.

The example above is for aDomain or a Workgroup.
If you use aworkgroup the users logins must be the same on each application server that you assign.

This Server Assignation feature can be configured and used simultaneously with the Load Balancing feature,
allowing the farm controller to load balance on assigned servers. To do so enable the Load Balancing and check the

loaded server regardless of their assigned servers.

Example of what you will get when users connect to the Gateway

John can select the server. He wants and he will get an auto-logon to this server:

If the Server Assignation feature and the Load Balancing are both enabled, unless the option "L oad balance on
assigned servers' in the Load Balancing configuration is enabled, the Gateway Server will redirect users to the least
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o Log on

| il:l|"|r'|

| Domain:

If he types awrong password, John will have to retype his password:

Log on

i ohn

‘ Domain:

‘ Headquarter I‘

© HTMLS @ RemoteApp
Invalid credentials

Juliahas adifferent list of possible servers:
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v Log on

julia
L L L1 1]

‘ Domain:

Someone tries to hack the Gateway. He does not see any server and the Gateway blocks his web access.

o Log on

hacker

‘ Domain: |

O HTMLS @ RemoteApp
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Monitor Sessions

Overview

Y ou can access the monitoring session interface through the FARM tab:

m T5plus - Administration Console - 15.40

— s

T2 REMOTEACCESS

@ > Farm

1nr HoME Applications Servers

Mame  Hostname Status Internal Mame  Private IP Address
Enabled
[ servert NEEEEENEN Up serverl

server2 [ Down server2
sever; I Up  server3

[ AppuicaTions
(h PRINTER

© wes

B rarm

o
2, SESSIONS

% SYSTEM TOOLS

% Lite Mode

English -

g\_md

Edit
Remove
Disable

Connedt

Legend
@ ADVANCED Q The server has joined ‘Waiting for the server E Update needed to EI Cannot invite the server.
the farm to accept the invitation version »= 1550 to *
to join the farm invite the server.
{7 ADD-ONS
S LcENSE =0 Reverse-frony I (Z)  Monitor Sessions I
&|&  Load Balancing (:1 Synchronize Applications and Settings

E Assign Servers O Reset Farm

Click on the "Monitor Sessions" button to display the following tab:
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)

Lite Mode

n2 REMOTE ot

@ > Farm Monitor Sessions

1t HOME

[ ApLicaTIONs -2 Farm D User Domain Status Session Client Name Client Address
B s 2 3 Active Consale

Connect to Server Disconnect Logoff Send Message... View - Remote Control - Refresh

(5P PRINTER
© wes
B rarm

2 SESSIONS
ek SYSTEM TOOLS
83 Apvancen
{’p ADD-ONS
(@5 LICENSE

In thistab, you can see the list of User Sessions on any Application Server of the Farm.
Click on an application server on the left panel to select it and display its current active user sessions. Once displayed, you
can select one or more sessions and perform several actions by clicking on one of the following buttons:

¢ "Disconnect”: disconnect the selected user session(s) (the user will still be able to connect back to his session).

o "Logoff": log off the selected user session(s) (every unsaved modification will be lost, applications will be shut
down abruptly).

"Send Message": display awindow to enter atitle and atext, then send this message to the selected user session(s).
"View": View a selected user session with/without* permissions.

"Remote Control": Remotely control a selected user session with/without* permissions.

"Refresh”: perform afull refresh of the list of user sessions for the selected server(s).

*: To view or control a session without permissions, you will need to change the following GPO on the application

server you want to view and/or control the sessions of.
GPO location: Computer Configuration> Administrative Templates> Windows Components> Remote Desktop Services>

Remote Desktop Session Host > Connections.
GPO key: Set rules for remote control of Remote Desktop Services user sessions

Thelist of User Sessionsis automatically refreshed every 5 seconds. This automatic refresh stops if the selected server
becomes unavailable. A click on the "Refresh” button will resume the automatic refresh.
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Applications and Settings Synchronization

Overview

i)

Lite Mode

o2 REMOTE o

fr > Farm
{n HOME

D APPLICATIONS @ This server is a farm controller

Applications Servers

(Sh PRINTER

@ WEE Enabled
H osm1 wp

Mame Hostname Status Internal Name  Private IP Address Add

w2 Up Edit
B rarm
snv3 Down
o Remave
2, sESsioNs
Disable
% SYSTEM TOOLS
Connect

83 Apvancen

> ADD-ONS

Reverse-Proxy Manitor Sessions

(@ LICENSE

Load Balancing Synchranize Applications and Settings

Assign Servers

Click on the "Synchronize Applications and Settings" button to display the following window:
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Synchronize Applications and Settings *
Servers
B Select All
Unselect All
Select the servers on which you want to
apply the same applications and settings as B Apply

the farm contraoller,

Check all the servers on which you want to apply the same settings and publish the same applications as the Farm
Controller's, then click on "Apply".

The following window will be displayed, allowing you to monitor the task progress:
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Synchronize Applications and Settings

Servers

" o=ned

Select All

Unselect All

[=  Finish
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Manually enable/disable the Gateway Server

Overview

Based on your farm configuration, the Farm Controller will automatically changeits own Web Portal settingsto
become a Gateway Server, allowing users connecting from the TSplus Web Portal of the Farm Controller, not to connect
directly to the Farm Controller itself, but to one of the application server of the Farm.

However, if you want to manually change this behaviour, you can do so by clicking on the "WEB" tile, then on the Web

Portal Preferences button.

Tl tsplus - Administratien Console

o2 REMOTE

1Rt HOME

[ appucaTiONS
(P PRINTER

@ ‘WEB

Ba rarm

& SESSIONS
E\ SYSTEM TOOLS
81 Apvancen
{7p ADD-ONS
(5 LICENSE

Web Portal

‘Web Portal Design

Web Portal Preferences

Applications Portal

tsplus Web App

HTTPS

Web Server

Lockout

‘Wehb Credentials

RemoteApp Client

HTMLS Client

HTMLS Top Menu

Help

Lite Mode

English

X

o Check the "Generate a Gateway Portal enabled Web Page" box if you want the Gateway Portal of the Farm
Controller (the current server you are configuring now) to become a Gateway Server and redirect usersto

application servers of the farm.
¢ Uncheck the "Generate a Gateway Portal enabled Web Page" box if you want the Gateway Portal of the Farm

Controller to redirect to the Farm Controller itself, thus bypassing any farm configuration.
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Preferences

Default Values
Login:

Password:
Domain:

Show the Domain field Remember last login

Advanced
Keyboard: as_browser

Access Type
Auvailable Clients: HTMLS (iPad, iPhone, Android devices, compiters)

RemotefApp  (Windows PCs)

Gateway Portal: Generate a Gateway Portal enabled Web Page

IUpload: Folderto select files. Download: Folder for all received files
@ User Desktop (default) @ User Desktop (default)
(™) My Documents 71 My Documents
i) WebFile folder i7) WebFile folder
(™) Custom folder: (7 Custom folder:
Select... Select...
Folder path from where the user will Folder where all downloaded files
select files to be uploaded. will be stored on the Server.

Downloaded files from the users PC will be stored in the specified folder.
{Drag./Drop from the user PC. Download button or File Transfer button)

@ Use Edplorerto select files (71 Use TSplus GUI
@ Save

@ Help... | @ Reset Q Preview

Click on "Save" to save this setting.
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Prevent RDP access and allow HTTP on the

Gateway Server

There are 2 ways to access the Gateway Server:

¢ HTML5/HTML

e RDP Session (viathe Gateway IP/DNS — Port number)

How to LOCK DOWN HTML/HTML5

We can use mstsc with a PORT number and RDP into a TSplus Application / Gateway Server.

However, if we use these advanced Security tools located the T Splus Admin Console on the Gateway Server, by going on
the Security tile/tab, then clicking on the Advanced Security optionstile...:

T Server advanced security options L= [ = ]

.

Microsoft Remote Desktop Client Restrictions

Deny access from Microsoft RDP client
Deny access from Outside {onhy LAN)

[] Limit access to the members of Remote Desktop Users
[T Encrypts end4o-end communications

[] Block all incoming access to this server

Disable UAC and enhance Windows access

Alow Windows Key
[ Allow onby users with, at least, one assigned application

Allow CUT/PASTE within a session
Web Portal Access Restrictions
71 Mo Restriction

71 'Web Portal Access is mandatory for evenyone

@ Web Portal is mandatory, except for Admins!

[] Prohibit the Web Portal for Admins accounts

...the access is denied when trying to connect with RDP. To avoid this behavior, on the Gateway Server, you will have to

do the following:

¢ Go to Gpedit.msc, then under Computer Configuration, click on the Administrative Templates folder, on the

Windows Components folder and on Remote Desktop Services:
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=[ Local Group Policy Editor

File Action View Help

=[ Local Computer Policy
4 (% Computer Configuration
[» [ Software Settings
i+ | Windows Settings
4 [ 7] Administrative Templates
= | Control Panel
[ 2] MNetwork
| Printers
p [ System
i+ | Windows Components
[ All Settings
a % User Configuration
i[5 Software Settings
> [ Windows Settings
i [ Administrative Templates

Setting

j Internet Explorer

[ Internet Information Services
"] Location and Sensors

] NetMeeting

] Network Projector

] Online Assistance

] Parental Controls

[ "] Presentation Settings

State -

Remote Desktop Services

I RSS Feeds

] Search

=] Security Center

[ Shutdown Optiens

] Smart Card

] Sound Recorder

[ Tablet PC

[ Task Scheduler

< [}

Extended )\ Standard /

e Then, click on the Remote Desktop Connection Client folder, double-click on the "Allow .rdp files from unknown
publishers" setting and enable it, as well as the "Configure server authentication for client":

= oo I =

Eile Action View Help

e 2E =z Em T

1 Metwork Projector
| Online Assistance
] Parental Controls
[ ] Presentation Settings

4[| Remote Desld:oE Services
| RD Licensing

a4 [ | Remote Desktop Connection Client

| RemoteFX USB Device Redirection
> | Remote Desktop Session Host

| RSSFeeds

==

* || Setting

[ RemoteFX USB Device Redirection

| Allow .rdp files from valid publishers and user's default .rdp ...
Allow .rdp files from unknown publishers

E (i Do not allow passwords to be saved

1= Specify SHAL thumbprints of certificates representing truste...
|iz| Prompt for credentials on the client computer

State

Not configured
Enabled
Not configured
Not configured
Mot configured

| Configure server authentication for client

Enzbled

[ i

4 1

Extended )\ Standard /‘

¢ Under the Remote Desktop Client menu, click on the Remote Desktop Session Host folder, then on the Security
folder. Enable the "Require user authentication for remote connections by using Network Level Authentication”

setting.
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T

File Action View Help

K |

4 | Remote Desk‘tog Senvices
7] RD Licensing
i+ [] Remote Desktop Connection Client
4 [ | Remote DesktoE Seszion Host
| Connections
|| Device and Resource Redirection
] Licensing
1 Printer Redirection
[ Profiles
7| RD Connection Broker
| Remote Session Environment

Time Limits
[ ] Temporary folders

] RSS Feeds

[ Search

7] Security Center
ol i,

Setting
i) Server Authentication Certificate Template
Set client connection encryption level
Always prompt for password upon connection

Require secure RPC communication

Require use of specific security layer for remote (RDP) conn...

Do not allow local administrators to customize permissions
@ Require user authentication for remote connections by

State
Not configured
Not configured
Mot configured
Not configured
Not configured

Not configured

1[a .

Extended A Standard /
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Using servers behind Reverse Proxy

It is possible to use servers behind reverse proxies via xhr-polling, with some limitations.

As described, Websockets are not part of HTTP protocol, even if first http request looks like http request, actualy, it isn't,
therefore most known reverse proxies do not support Websockets and drop many important areas of first Websocket
request.

If you know that the server is behind reverse proxy, disable Websockets by setting this option in
Clientswww\software\html5\settings.js :

di sabl ewebsocket = true;
That will enforce the usage of XHR-polling and avoid time delay when connecting.

If you do not have a file named "settings.js" in the " C:\Program Files (x86)\TSpl us\Clients\wwwAsoftwar e\ntml5* folder,
then your TSplus version is older and this documentation does not apply. Please update your systemfirst or contact
support.

Please note that the usage of XHR-polling is not as stable as Websockets due its connection nature.

The other limitation using Xhr polling viareverse proxy is the poor support on files upload. While working with XHR in
direct connection, done for example via Apache reverse proxy, Apache can accidentally interrupt the file's upload.
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Logon Ticket and Load-Balancing

L ogon Ticket creation on the Gateway Server

Y ou can create alogon ticket on the gateway with:
/ socket . i o/ LPWPW nUser =DOVAI N\ LOG N&W nPasswor d=PASSWORD

But it will only allow you to connect on the gateway server itself.

Logon Ticket creation on an Application Server

Y ou can also create alogon ticket on areverse-proxified application server with:
[ ~~srv4/ socket . i o/ LPWW nUser =DOVAI N\ LOG N&W nPasswor d=PASSWORD
(assuming ~~srv4 is the internal name of the application server as configured in TSplus reverse-proxy)

But it will only allow you to connect on this specific application server.

Logon Ticket and L oad-Balancing

So if you want to use logon tickets and |oad-balancing, you might want to do an additional HTTP request first:

htt ps://your-gat eway-server. coni cgi - bi n/ hb. exe?acti on=l b& =LOG N&I=DOVAI N&t =TI MESTAMP
Thiswill return an answer like this one:

| oadbal anci ng- on| APP SERVER 4| your - gat eway- server.com ~~srv4| htt ps| 443|

Y ou can parse this answer to retrieve the application server on which TSplus L oad-Balancer would recommend you to
connect this specific user.

i.e. it will recommend the less-loaded server on your TSplus farm, if sticky sessions are enabled on your TSplus gateway, it
will take existing active sessions into account, etc.

Y ou can then create alogon ticket on this specific application server and connect to user to it.

Thisis precisaly the http request done on TSplus Web Portal logon page.

Using a Logon Ticket to Open a User Session

Now that you have avalid logon ticket, you can open a user session using thisticket by opening a browser window to this
URL:

htt ps://your-gat eway-server.conl ~~srv4/ sof tware/ ht mM 5. ht m ?2user =* XXXXXXXX
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where “xxxxxxxx” is the logon ticket.
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TSplus - Backup Settings

On the TSplus tab, you can configure TSplus settings.

Y ou can Backup or Restore T Splus data and settings by clicking on the button "Backup/Restore" on the top:

b}

TS REMOTEA

“\ Lite Mode
#) Help English %

At ° Advanced

1 HOME
[ appucaTiONs -} Backup /Restore your Server Parameters
@ PRRVHR Advanced Settings
@ 2, product Hame Value
'WEB y
¢ Secu.rlty Administrator pin code Default )
= Session Use RDS role Default (Noj
E FARM W Lockout AdminTool Language English
, Virtual Printer Contribute to improve product by sending anonymo...  Default fes)
* Contextual menu
2, SESSIONS Logs

Tl TSplus - Backup / Restare your Server Parameters X

QK SYSTEM TOOLS
Backup your Server Parameters

83 Apvancen Bettip
47> ADD-ONS No backup found Restore
(@5 LICENSE

Backup your Server Parameters

Backup I
Backu
Restore your Server Paramet P X
20190207 _12-57-36 Restore

Backup completed

The command usage is described below:

e Backup:
admintool .exe /backup [optional path to a directory]
By default, the backup will be created in the archives directory located in TSplus TSplus Security setup folder.
However, the backup may be saved in a specified folder. Relative and absolute paths are allowed.
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e Restore:

admintool .exe /restore [ path to a backup directory]
The specified backup directory must contain a data and a settings folder, as created by the /backup command.

Please follow the steps below to migrate T Splus from computer A to computer B:

1

2.

On computer A, please click on the Backup button to create a new backup. Settings and data will be saved in the
archives directory, located on the C:\Backupparam folder.

Copy the newly created backup folder (e.g. named backup-2021-01-29 15-01-29), including all content, from the
archives directory on computer A to the archives directory on computer B.

On computer B, from the Backup / Restore window, in the "Restore" section, select the relevant backup name to be
restored.

Then, click on Restore Settings Only to restore the settings. Alternatively, it is possible to click on Restore to restore
all data and settings, which is not recommended for a migration but useful to restore TSplus on computer A.

Please wait at most 2 minutes for the settings to be reloaded by TSplus features.
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Advanced Features - Product

Overview

On this tab, you can modify TSplus settings by adding an AdminTool Pincode, use the Windows RDS role and customize
the background color and language of the AdminTool.

Th TSplus - Administration Console

TSEE Remote Access Management Console

{ar HOME

Backup / Restore your Server Parameters

[ appucamons

Advanced Settings

(P PRINTER -
=, Product Hame Value
@ SE‘“_”tY Administrator pin code Default )
Wwes Session Use RDS role Default [No)

Lockout AdminTool Language English
Contextual menu

B rarm
Logs

o

2, SESSIONS

% SYSTEM TOOLS
83 Apvancen
7> ADD-ONS
(@ LICENSE

Administrator Pin Code

The Administrator can secure the Administrator Tool access by setting a pin code which will be asked at every start, on the
Advanced tab of the AdminTool, under the Product Settings:
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T2IREMOTE

m'E:.s Administration Console - %
TSECUS Remote Access Management Console

it HOME

Backup / Restore your Server Parameters
[ aepLicaTioNs

Advanced Settings

[Ch PRINTER
"‘Engduct MName Value

Security Administrator pin code Default (|

@ WEB Session )
a T1 TSplus - Edit Setting X
B rarm Al Administrator pin code
Description:

& SESSIONS AdminTool will ask for a password if this value is not empty.

% SYSTEM TOOLS

83 ApvaNcED

47p ADD-ONS Value:
[1234
(57 LICENSE

Use RDSrole

Multi-session role and Windows RDS role are not compatible. Y ou can either select the Windows RDSrole, or TSplus
Multi-session role.

¢ When using Multi-session role, the Windows RDS role must be uninstalled.
¢ When using the Windows RDS role, this Windows role must be installed.

WARNING: changing role requires to reboot the system. When selecting the Windows Remote Desktop, only one user at
atime will be allowed on aworkstation system.

T8 TSplus - Edit Setting =
Use RDS role
Description:
Multi-session role and Windows RD5 role are not compatible. "~
You can either select the Windows RDS role, or TSplus Multi-
session role.
-When using Multi-session role, the Windows RDS role must be
uninstalled.
-When using the Windows RD5 role, this Windows role must be
installed.
WARNIMG: changing role requires to reboot the system. >
Value:
Mo w

Save Cancel

© TSplus - www.tsplus.net 321



12IREMOTEACCESS

TSplus Remote Access - Documentation

To use the Windows RDS role, select the"Yes' value and Save.

Modify the AdminTool Background color

Customize AdminTool's background color using an hexadecimal code (for example: OXFFFFFF).

m T5plus - Edit Setting

AdminTool background color

Description:

code (for example: 0xFFFFFF].

Customize AdminTool's background color using an hexadecimal

Value:

DeFerer

Save

Cancel

Modify the AdminTool Language

Select your preferred language for the AdminTool among the 21 available.
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TI TSplus - Edit Setting *
AdminTool Language

Description:

Set the AdminTool interface language.

ttalian
Portuguese
Falish

Russian
|lkrainian

Traditional Chinese
Japanese

Korean

Arabic

Farsi
Hebrew
Amenian
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Advanced Features - Security

Overview

On the Security section of the Advanced features, you can block, disable or customize connection types for users.

'm TSplus - Administration Console

2 REMOTE

i > Advanced

1} HOME

[ AppuicaTions Backup / Restore your Server Parameters
PRINTER
@ Advanced Settings
@ Product Mame
WEB i
a Block standard RDP clients
Session Disable existing sessions web listing
By rarm Lockout o Web for Admins
Virtual Printer Block WAN RDP clients
o Contextual menu Only Web Portal
2 SESSIONS Logs Only Web Portal for Users

Only Users with Applications
‘Whitelist Admin without Applications
Disable RemoteApp Client auto update
Encrypt Web Credentials

8% ApvanceD Force HTTPS
Disable RDP forwarding

E& SYSTEM TOOLS

{7 ADD-ONS

(@@ LICENSE

Assist Me

Value

No

Yes

No

Default (Noj
No

No

Default [No)
Default (Yes)
Default {Noj
Default (Yes)
Default (Noj
Default (No)

Help

English

s

Lite Mode

Block Standard RDP Clients

Select the"Yes' value if you wish to deny access to standard RDP clients such as mstsc to your users.
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TI TSplus - Edit Setting
Block standard RDP clients

Description:

Deny access to standard RDP clients such as mstsec.

Value:
Mo

Save

Cancel

Disable existing sessions web listing

Thislisting isrequired for Load-Balancing Sticky Sessions feature and is enabled by default. If you wish to disable it,
select the "No" value on this window, then click on save:

TI TSplus - Edit Setting
Disable existing sessions web listing

Description:

Do not list current sessions in public server heartbeat, This
listing is required for Load-Balancing Sticky Sessions feature,

Value:
Yes

Save

Cancel

No Web for Admins

Disable the Web Portal for Administrators by selecting the "Yes' value:
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TI TSplus - Edit Setting

Mo Web for Admins

Description:

Web Portal is forbidden for Admins accounts,

Value:
Mo

Save

Cancel

Block WAN RDP clients

Deny access from standard RDP clients connected from outside the LAN by selecting the "Y es' value.

TI TSplus - Edit Setting
Block WAN RDP clients

Description:

the LAN.

Deny access from standard RDP clients connected from outside

Value:
Mo

Save

Cancel

Only Web Portd

Make Web Portal access mandatory for every user by selecting the "yes" value.
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TI TSplus - Edit Setting *

Only Web Portal

Description:

Web Portal access is mandatory for every users.

Value:

Mo e

Save Cancel

Only Web Portal for Users

Make Web Portal access mandatory for every user, except the Admins by selecting the "yes" value.

TI TSplus - Edit Setting *
Only Web Portal for Users

Description:

Web Portal access is mandatory, except for Admins.

Value:

Mo e

Save Cancel

Only Users with Applications

Allow access only for users with, at least, one assigned application by selecting the "yes" value.
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TI TSplus - Edit Setting *
Only Users with Applications

Description:

Allow access only for users with, at least, one assigned
application.

Value:

Mo e

Save Cancel

Whitelist Admins without Applications

Allow access for admins even if they do not have any assigned application and "Only Users with Applications' is enabled.
Thisfeatureis enabled by default. If you wish to disable it, select the "No" value on this window, then click on save:

TI TSplus - Edit Setting *
Whitelist Admin without Applications

Description:

Allow access for admins even if they do not have any assigned
application and "Only Users with Applications™ is enabled.

Value:

Yes e

Save Cancel
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Advanced Features - Session

Overview

This section of the Advanced tab allows you to configure user rights and aspects on their sessions.

{ HomE

[ AppuicaTioNs
[P PRINTER
@ we

B rarm

2, SESSIONS
ek SYSTEM TOOLS
83 ApvANCED
&> ADD-ONS
(@5 LICENSE

T TSplus - Administration Console -

o2 REMOTE

Backup / Restore your Server Parameters

Advanced Settings

De

Product

Security

Lockout
Contextual menu
Logs

Name

Desktop for all users

Application Command Line

Remote Application Menu

Remote Application Menu Title
Background Color

Use "All Users” desktop shorcuts
Fallback application path if no assigned application
Disable Notification Center

Disable the daughter process handler
Force logoff if no assigned application
Printer: Reset User Settings on logon
Allow screen saver

Download Target Folder

Upload Target Folder

URL on Client - Enable “tel:” protocol
Use Windows Shell

Faorce WinXshell

Add a delay when the session is opening
Daugther Process Wait Duration

File Browser

Delete file after transfer

Use WinXshell when required

Value

No

No

Default (Yes)

Default (My Remote Appli...
Default (10841658}

Default (Mo}

Default [tes)
Default (Mo}

Default (Mo}

Default (No}

No

Default (3:DESKTOP)
Default (3DESKTOP)
Default (Mo}

Default (Yes)

Default (Mo}

Default [0)

Default (2000)

Default (Use Windows Ex...
Default (Mo}

Yes

Desktop for all users

Enable afull Desktop for all users by selecting the "Y es* value on this window, then click on save:
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TI TSplus - Edit Setting *
Desktop for all users

Description:

All the users will have a full desktop.

Value:

Mo e

Save Cancel

Application Command Line

Application Command Line can be specified on client side. This feature is enabled by default. If you wish to disableit,
select the "No" value on this window, then click on save:

TI TSplus - Edit Setting *
Application Command Line

Description:

Application Command Line can be specified on client side.

Value:

Yes e

Save Cancel

Remote Application Menu

Remote Application Menu will be added on user's PC. Thisfeatureis enabled by default. If you wish to disableiit, select
the "No" value on this window, then click on save:
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T8 TSplus - Edit Setting
Remote Application Menu

Description:

Remote Application Menu will be added on user's PC.

Walue:
fes

Save

Cancel

Remote Application Menu Title

Y ou can modify the title of the Remote Application Menu. The default oneis "My Remote Applications'. If you wish to

modify it, enter the desired title, then click on save:

T8 TSplus - Edit Setting
Remote Application Menu Title

Description:

Title to display in Remote Application Menu

Value:

r- r Remote Applications

Save

Cancel

Background color

Customize the user sessions background color using a COLORREF code (for example, the default oneis; 10841658).
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T8 TSplus - Edit Setting
Background Color

Description:

Customize the user sessions background color using a
COLORREF code (for example: 10841658),

Walue:

[10841658

Save

Cancel

Use"All Users' desktop shortcuts

Copy the shortcuts existing in Windows shared desktop in the Taskbar and Floating Panel. Enable this feature by selecting

the"Yes" value on this window, then click on save:

T8 TSplus - Edit Setting
Use “All Users” desktop shorcuts

Description:

Taskbar and Floating Panel.

Copy the shortcuts existing in Windows shared desktop in the

Value:
Mo

Save

Cancel

Fallback application path if no assigned application
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Run this application if no application is assigned to the user when helogsin. Thereis no value by default. Enable this
feature by entering a"Yes" value on this window, then click on save:

Tl TSplus - Edit Setting et
Fallback application path if no assigned application

Description:

Run this application if no application is assigned to the user
when he logs in.

Value:

Save Cancel

Disable the daughter process handler

Skip daughter process search when launching applications. It will cause premature logoff if a published application uses

daughter process. This feature is disabled by default. Enable this feature by selecting the "Yes* value on this window, then
click on save:

Tl TSplus - Edit Setting et
Disable the daughter process handler

Description:

Skip daughter process search when launching applications. It
will cause premature logoff if a published application uses
daughter process.,

Value:

Mo R

Save Cancel
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Force logoff if no assigned application

The user will be automatically logoff if he has no application assigned to him. Thisfeature is disabled by default. Enable
this feature by selecting the "Y es" value on this window, then click on save:

Tl TSplus - Edit Setting et
Force logoff if no assigned application

Description:

The user will be automatically logoff if he has no application
assigned to him.

Value:

Mo o

Save Cancel

Allow screen saver

Thisfeatureis disabled by default. Enable Windows screensaver by selecting the "Y es" value on this window, then click on
save:
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TI TSplus - Edit Setting
Allow screen saver

Description:

Disable Windows screensaver when set to "no”,

Value:
Mo

Save

Cancel

Download target folder

Downloaded fileswill be put on the Desktop by default. If you wish to modify it, enter the desired download folder's path,

then click on save:

TI TSplus - Edit Setting
Download Target Folder

Description:

Downloaded files will be put in this folder.

Value:

LOESKTOPY

Save

Cancel

Upload target folder

Uploaded files will be put in thisfolder. If you wish to modify it, enter the desired upload folder's path, then click on save:
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TI TSplus - Edit Setting
Upload Target Folder

Description:

Uploaded files will be put in this folder,

Value:

LOESKTOPY

Save

Cancel

Use Windows Shell

Define Windows Shell as default shell. This feature is enabled by default. If you wish to disable it, select the "No" value on

this window, then click on save:

TI TSplus - Edit Setting
Use Windows Shell

Description:

Define Windows Shell as default shell.

Value:
Yes

Save

Cancel

Force WinXshell

Thisfeatureis disabled by default. Force WinXshell alternate shell instead of the default shell by selecting the"Yes' value

on this window, then click on save:
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Description:

Force WinXshell

T8 TSplus - Edit Setting

Force WinXshell alternate shell instead of the default shell.

Walue:
Mo

Save

Cancel

Add adelay when the session is opening

Add additional waiting time at user session logon to get everything initialized. Default valueis 0. If you wish to modify it,
enter the desired value (in seconds), then click on save:

Description:

T8 TSplus - Edit Setting

Add a delay when the session is opening

Add additional waiting time at user session logon to get
everything initialized.

Value:

Save

Cancel

Daughter process wait duration

Time to wait (in milliseconds) before searching for a daughter process when lauching applications.
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T8 TSplus - Edit Setting
Daugther Process Wait Duration

Description:

Time to wait (in milliseconds) before searching for a daughter
process when lauching applications.

Walue:

oo

Save

Cancel

File browser

The selected application will be displayed to the user for file selection. Default browser is Windows Explorer. Y ou can use
the TSplusfile browser by selecting it, then click on save:

T8 TSplus - Edit Setting

File Browser

Description:

The selected application will be displayed to the user for file
selection.

Value:
lUse Windows Explorer

Save

Cancel

Use WinXshell when required
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Authorize system to use WinXshell aternate shell instead of the default shell when recommended. This feature is enabled
by default. If you wish to disable it, select the "No" value on this window, then click on save:

m T5plus - Edit Setting
Use WinXshell when required

Description:

Authorize system to use WinXshell alternate shell instead of the
default shell when recommended.

Value:
fes

Save

Cancel
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Advanced Features - Lockout

Overview

On this tab, you can enable/disable and configure T Splus L ockout settings.

Th TSplus - Administration Console

TSEE Remote Access Management Console

{ar HOME

Backup / Restore your Server Parameters

[ AppuicaTioNs

Advanced Settings

(P PRINTER
Product Name Value
@ SE(u.flty Enabled es
WEB Session Limit °
] Lockou] Login Interval so0
E FARM Contextual menu Lockout Period 1800
Logs
o
= SESSIONS

% SYSTEM TOOLS
83 Aovancen
7> ADD-ONS
(@ LICENSE

Enable/Disable L ockout Feature

The Lockout Feature is enabled by default. Y ou can disable it by changing the value from "Yes' to "No" value on this
window, then click on save.
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TI TSplus - Edit Setting

Enabled

Description:

Tsplus prevents brute-force attacks by locking accounts

following repeated failed login attempts through the Web
portal.

Value:
Yes

Save

Cancel

Limit

The Lockout Limit defines the number of allowed failed login attempts from the Web portal before the account is locked
out (default is 10). Y ou can modify this value by entering the desired value into the corresponding field and click on save.

TI TSplus - Edit Setting
Limit

Description:

The Lockout Limit defines the number of allowed failed login

attempts from the Web portal before the account is locked out
[default is 10}

Value:
10

Save

Cancel

Interval

The Lockout Interval specifies an interval of time between failed login attempts.
If afailed login attempt occurs after the Interval defined, then the counter of failed login attemptsisreset for the relevant
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user (in seconds, default is 900 seconds). Y ou can modify this value by entering the desired value into the corresponding
field and click on save.

Tl TSplus - Edit Setting et

Interval

Description:

The Lockout Interval specifies an interval of time between failed
login attempts. If a failed login attempt occurs after the Interval
defined, then the counter of failed login attempts is reset for
the relevant user (in seconds, default is 00 seconds).

Value:

|300

Save Cancel

Period

The Lockout Period specifies the duration an account is locked out and unable to login (in seconds, default is 1800
seconds). The period of time a user islocked out is the greatest value between L ockoutPeriod and Lockoutlnterval settings.
Therefore, when changing L ockoutPeriod's value, one should update the Lockoutlnterval setting with a smaller value to

ensure arelevant behavior. Y ou can modify this value by entering the desired value into the corresponding field and click
on save.

Tl TSplus - Edit Setting et

Period

Description:

The Lockout Period specifies the duration an account is locked
out and unable to login (in seconds, default is 12800 seconds).
The period of time a user is locked out is the greatest value
between LockoutPeriod and Lockoutinterval settings. Therefore,
when changing LockoutPeriod's value, one should update the

Lockoutinterval setting with a smaller value to ensure a relevant
behavior.

Value:
1800

Save Cancel
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Advanced Features - Contextual Menu

Overview

Since TSplus version 12.50, anew " Send to Client” menu can be enabled under the Advanced > Contextual Menu tab to
easily send files to client workstation. This feature works with all connections methods.

TS

{ar HOME

[ appucamons
(P PRINTER

© wes

B rarm

2, sEssioNs
% SYSTEM TOOLS
83 Apvancen
7> ADD-ONS
(@ LICENSE

Tl TSplus - Administration Console -

Remate Access Management Console

Backup / Restore your Server Parameters

Advanced Settings

Product Mame
Security Enabled
Session Position
Lockout

g CoTtextuzt mena|
Logs

Value

Default (No)
Default Top)

By default, this featureis disabled. Select the"Yes' value then click on "Save", in order to enableiit :
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TI TSplus - Edit Setting

Enabled

Description:

Add a button in the contextual menu displayed by right clicking
on a file, folder ora multiple selection in the File Explorer. It

allows users to quickly send selected objects to their local
computer.

Value:
Yes

Save Cancel

Y ou can also change its position. By default, it will show on top:

T8 TSplus - Edit Setting
Position

Description:

Position of the button in the contextual menu.

Value:
Top

Save

Cancel

Thisisaright-click contextual menu. Just select the desired folder or files, right-click on it, select the "TSplus" tab and
simply click on "Download":

(] = | Products

- o
Home Share View
- w » Documerts @ Products w & Rechercher dans : Products
~
+  Decuments and Settings *  Mom Modifié le
Logs 5 Tiplus-Products-Catalog |
TI Tsplus
Perflags
Products

Print
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Y ou will find your download into the Webfile folder and into the "Downloads" folder of your web browser:

= WebFile sur MITUTIBDTYQ7TH2

& v A ==y CePC » WebFile sur MITUTIBED7YQTH2
Documents ~ Nom Modifié le
=] Images @ TSplus-Products-Catalog
J5 Musique
‘ Téléchargements
m Vidéos
= WebFile sur MITUTIBDTYQTHZ

1 élément

v O

O X

Rechercher dans : WebFile sur... 0

Type
Foxit Reader PDF ...

Taille

1061 Ko
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Advanced Features - Logs

Overview

On this tab, you can configure T Splus Logs settings.
By default TSplus doesn't create logs, to avoid performance issues.

Logs exist to find more easily the origin of the errors encountered on TSplus and you can enable them by doing so:
e gotoC: \ wsessi on
o create the folder Trace'. Logs will automatically be created there, per user.

Y ou will need to activate the log generation in the AdminTool > Advanced > Logs

Tl TSplus - Administration Console

TS5 Remote Access Management Console

1A HOME

Backup / Restore your Server Parameters

[ appuicaTiONS

Advanced Settings

(P PRINTER

Product Hame Value
Security Web portal log WARN
@ WEB Session Session opening log Disabled
Lockout Session control log INFO
B raRm ﬁﬁeﬂual menu Load-Balancing log WARN
o AdminTool application log WARN
Contextual menu log OFF
2, SESSIONS

Qk SYSTEM TOOLS
83 Apvancen
{’p ADD-ONS

(@5 LICENSE

There are 5 types of logs:

e The Web Portal log,

¢ The Session Opening log,

¢ The Session control log,

e The Load-Balancing log and

e The AdminTool application (interface) log.

Log levels correspond to different components, our support team will tell you what value to put according to the problem

encountered.
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Here are the different log file names and locations:

Web Portal log: "C:\Program Files (x86)\T Splus\Clients\www\cgi-bin\hb.log"

Session Opening log: "C:\wsession\trace"

Session control log: "C:\Program Files (x86)\T Splus\UserDesktop\files\APSC.log"

Load Balancing log: "C:\Program Files (x86)\T Splus\UserDesktop\files\svcenterprise.log”

AdminTool application log: "C:\Program Files (x86)\T Splus\UserDesktop\files\AdminTool.log"

RDS-Knight / TSplus Advanced Security: "C:\Program Files (x86)\T Splus-Security\logs"

You can enable thelogs for Connection Client on the client side by adding the following registry key:
[HKEYLOCALMACHINE\SOFTWARE\Digital River\ConnectionClient] " Debug" ="true"

Thelogs are located in C:\Users\RDP6\ogs directory if installation is per user or in C:\Program Files (x86)\Connection
Client\RDP6\logs directory if installationis for all users.
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Web Applications Portal: Parametersin URL
address

If you want to bypass Terminal Service Plus standard logon Web Access page when using the Web Applications Portal and
go directly to the Web Applications Portal page, you must specify several parametersin the URL address:

user login

user password

user domain

server

port

client type (HTML5 or Windows)

Here is an example of afull URL address for user "demo" with password "demo" on our demo server withan HTML5
client:

https://demo.tsplus.net/index_applications.html 2user=demo& pwd=demo& domain=& server=127.0.0.1& port=3389& type=html5

The domain, server, port and type parameters being optional, the following URL address has exactly the same behavior:

https.//demo.tsplus.net/index_applications.html 2user=demo& pwd=demo

To use aWindows client, use:
&t ype=r enot eaccess
Using those parameters in the URL address, you can go directly to the Web Applications Portal page.

Y ou do not have to specify all these parameters at the same time: the parameters not specified will have their default
configured value.

If you wish to bypass Terminal Service Plus standard logon when using theconnect with the HTMLS5 client, check this page.
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Web |logon page: How to close the Logon form
after logon

Overview
On the Web logon page, when the user clicks on the "Log on" button, the chosen client (HTML5 or Windows) is opened in
anew browser's tab.

Sometimes, and more specifically when using the Windows client, you might want to hide the logon form to the user, for
instance in order to avoid the user to click again on the "Log-on" button.

Depending on the Internet browser used, you have two choices on how to change this default behavior. Both solutions
requires you to modify a JavaScript file.

Solution A: Closing the Logon tab - For Internet Explorer only

In this solution, when the user clicks on the "Log on" button, the chosen client will be opened in anew browser's tab and
the Logon tab will closeitself. Depending on the Internet Explorer version, a small message window might be displayed to
the user, asking him to confirm that he wants to close this tab.

Edit the file "common.js"' file which is stored into the "C:\Program Files (x86)\T Splus\Clients\www\software" folder. We
advise you to use atext editor such as Notepad or Notepad++ (do not use Word).

Search for these lines:

p = 'software/renoteapp. htm";
wi ndow. nane = " " + wi ndow. opforfal se;
if (cpwin != false) {

cpwi n. nane = wi ndow. opf orf al se;

cpwi n. | ocation. repl ace(host Gateway + jwtsclickLi nkBefore(getside(), p));
} else {

wi ndow. open( host Gat eway + jw sclickLi nkBefore(getside(), p), w ndow. opforfalse);
}

And replace them by those lines:

p = 'software/renoteapp. htm';
wi ndow. nane = " " + w ndow. opforfal se;
if (cpwin !'= false) {
cpwi n. name = wi ndow. opf or f al se;
cpwi n. location.repl ace(host Gateway + jwtsclickLi nkBefore(getside(), p));
} else {
wi ndow. open( host Gat eway + jwt sclickLi nkBefore(getside(), p), w ndow. opforfalse);

wi ndow. open('',' parent','");
wi ndow. cl ose();

Werecommend you clear your browser's cache after saving the changed JavaScript file.
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Solution B: Redirecting the L ogon tab to another web page - For all
browsers

In this solution, when the user clicks on the "Log on" button, the chosen client will be opened in anew browser's tab and
the Logon tab will automatically navigate to another web page.

Y ou are free to use any existing Internet address (URL) such as "http://google.com” or
"http://your_intranet/your/page.ntml”, or you can create your own web page by using "thankyou.html* as the URL and
creating afile named "thankyou.html” in the "C:\Program Files (x86)\T Splus\Clients\www" folder and putting HTML
content in it.

Edit the file "common.js"' file which is stored into the "C:\Program Files (x86)\T Splus\Clients\www\software" folder. We
advise you to use atext editor such as Notepad or Notepad++ (do not use Word).

Search for these lines:

p = 'software/renoteapp. htm";
wi ndow. nane = " " + wi ndow. opforfal se;
if (cpwin != false) {

cpwi n. nane = wi ndow. opf orf al se;

cpwi n. l ocation.repl ace(host Gateway + jwtsclickLi nkBefore(getside(), p));
} else {

wi ndow. open( host Gat eway + jw sclickLi nkBefore(getside(), p), w ndow. opforfal se);
}

And replace them by those lines:

p = 'software/renoteapp. htm';
wi ndow. nane = " " + w ndow. opforfal se;
if (cpwin !'= false) {
cpwi n. name = wi ndow. opf or f al se;
cpwi n. l ocation.repl ace(host Gateway + jwtsclickLi nkBefore(getside(), p));
} else {
wi ndow. open( host Gat eway + jwt sclickLi nkBefore(getside(), p), w ndow. opforfalse);

wi ndow. | ocation. href = "http://google.coni;

Werecommend you clear your browser's cache after saving the changed JavaScript file.
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Web logon page: How to change the logon
Splashscreen

Overview

When the remote connection is loading, the HTML5 client is displaying a default splashscreen such as the screenshot
below:

Your online security is important to us.
Please wait while we secure your connection ...

)

Y ou can customize this content by modifying a JavaScript configuration file.

HTMLS Client

Creating your customized Splashscreen content

Any content in text or HTML can be used for the Splashscreen.

Also, if you need to use simple quotes (') or double quotes (") you will have to write a backslash before (\' and \" )
instead of just the quotes.

Finally, please note that the content must be written in only 1 line.
Thefollowing exampleisa valid content for the Splashscreen:
<h1>This is ny custonized splashscreen</hl>Pl ease say \"hello\"!<ing src="htm 5/ings/rinc

It will display atitle ("Thisis my customized splashscreen"), atext ("Please say hello!") and the animated ring picture asin
the standard T Splus Splashscreen.

M odifying the Splashscreen data to use your own content
If you do not have a file named "settings.js" in the " C:\Program Files (x86)\TSpl us\Clients\wwwAsoftwar e\ntml5* folder,

then your TSplus version isolder and this documentation does not apply. Please update your systemfirst or contact
support.
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Edit the file "settings.js" located in the "C:\Program Files (x86)\T Splus\Clients\www\software\html5" folder. We advise
you to use atext editor such as Notepad or Notepad++ (do not use Word).

Search for the line starting by this:

W spl ashscreencontent ="

Replace it completely by the following line:

W spl ashscreencontent = "your custom zed content here";
Do not forget the ending double quotes and semi-colon ( ;).

If you wish to lengthen the duration of the logon splashscreen in HTML5, you can do so by modifying the valuein
milliseconds:

W spl ashscreentime = 5000; //splash screen play tine.

Werecommend you clear your browser's cache after saving the changed html page.
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= REMOTE

HTML Pages and Customization

Y ou can edit the provided HTML pages with Notepad or Notepad++ to customize it user interface.

index.html page

The index.html islocated in Web Server root folder path.
C:\Program Fil es (x86)\TSpl us\d i ent s\ wwv

Index.html pageis the default web page. It's like afront-end Portal page with links to the connection pages which are
located in \www\ folder.

This web page can be copied and renamed to allow multiple configuration and / or logon information.

For example let's copy and rename index.html into index2.html, this page will be available using this url
http://localhost/index2.html

= = =
@\\Jv v Cornputer » Lecal Disk (C:) » Program Files (85) » tsplus » Chents » wwew » - | 43 W search www o
Organize = @ Open Primt Mews folder = - [l i@
=
Eavories Mame Ciate madified Type
Bl Desktop . cgi-bin File folder
& Deownloads . downloads T, File folder
&\ Recent Places . prms 27, File falder
. RernotedppClient 26 1 Filefolder
;, g Libranes software o) 1 File folder
*| Documents . ternplates 2 1 File folder
J Bluge var AR File Folder
= Pictures & index Firefox HTML Doc... 15 KE
B videos || indexhtrnlbak BAK File 15 KB
& index_gpplications Firefox HTML Doc SKE
/8 Computer || index_applicaticns.html.bak 2] EAK File SKE
s Locsl Disk (C2) & indes_redirection Firefox HTML Do 1KE
& index? 27, PR Firefox HTML Daoc.. 15 KE
l“lﬂ Netwerk || zjw.bime 142602 6AM  EIMFile 4 KB
2 items selected Date madified: 172772016 10:30 P Date created: 1,/26/2016 12-12 AM - 2/4/2016 £:34 PM

Beware that if you change the "index.html" file name to "index2.html" and that you are using the Web Applications Portal,

Size: 289 KB

Shared with: Everyone

then you must change the following variable on thisfile: "page configuration["applications portal"] =
"index_applications.html" to "index2_applications.html" then rename the "index_applications.html” file into

"index_2applications.html".

The default index.html includes all possible options:

o RemoteApp access to applications, connection outside the Web Browser

e Connection using HTML5 from any device

e Local printing preferences
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Y ou will be able to change header and footer in the Web portal design feature on the web portal preferencestile of the Web
tab.

By editing the index.html web page, you will have access to various settings.

] wmemmmmmmeeeee Access Configuration ---------------

var user =""; // Login to use when connecting to the remote server (leave "" to use the login typed in this page)

var pass=""; // Password to use when connecting to the remote server (leave "" to use the password typed in this page)
var domain =""; // Domain to use when connecting to the remote server (leave "" to use the domain typed in this page)

var server ="127.0.0.1"; // Server to connect to (leave "" to use localhost and/or the server chosen in this page)
var port =""; // Port to connect to (leave "" to use localhost and/or the port of the server chosen in this page)
var lang = "as_browser"; // Language to use

var serverhtml5 ="127.0.0.1"; // Server to connect to, when using HTML5 client

var porthtml5 = "3389"; // Port to connect to, when using HTML5 client

var cmdline=""; // Optional text that will be put in the server's clipboard once connected

R End of Access Configuration ---------------

For example | will preset demo/Psw as | ogin/password by editing:
var user = "Demo"; var pass = "Psw";

Doing so, pre-filled credentials are made visible at each visit of the portal.

Another very important configuration file is settings,js, located in C:\Program Files
(x86)\T Splus\Clients\www\software\html 5:

= e =
@\;_;.-ﬂ ¢ Local Disk (C:) » Program Files (6} » tsplus » Chents » waww ¢ software ¢ hitmls » - | [ Search htmis )
Organize @ Open - Print Mew folder =« [
i Fovarites Marme i Date miodified Type Size
M Deskiop | imgs 2/4/H16TASPM  File folder
& Downloads L Jweres 20472006 715 PM File falder
=4 Recent Places . lacales
-t
Al Libraries ﬂ autojumgp TEKE
| Dacumernts ;l dt_scan 3 KB
d"' husic || dymamicaudio Z KE
i=| Pictures | FlashScarmvas 32 KB
B videes | flashlOcarvas 32 KB
E flashcamsas 14 KE
-k lfclmpwleu & help 15 KB
ke Local Disk (C) [ jquery 158 KE
12| iquery-1.7.2.min 112 KE
ﬁ Metwork :3| s 179 KB
| 2] jweweb.core 2H KB
El language ZKE
2| sentings 19 KB
%] socket.in 40 KB
L WebSocketMain 204/ 2006 716 PM Shockwave Flazh 176 KB

settings State: B Shared Sze: 183 KB Shared with: Rernote Desktop Users; Everya...
_S Facript Script File Date modified: 2472016 716 PM Date created: 12602016 12:16 AM

Thisfile contains various settings for the HTML5 web client like disabling sound, clipboard or allowing session
reconnection if browser tab is closed.

¢ Disabling clipboard:

"W.clipboard = "yes"; //or "no" "
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Disabling sound is done with this setting:

"W.playsound = false;"

e Changing default resolution for Mobile devices:

"W.viewportwidth ="1024" " - The height gets computed by browser.

e Forcing HTTPS for remote connection

"W.forceaways sdl = true;"

Allowing session reconnection when browser tab is closed:

"W.send_logoff = false;"

Adding awarning pop up to prevent closing the browser tab:

search the "W.pageUnloadMessage = "" "' parameter.

I have set an example of message to be used below :

W.pageUnloadMessage = "Closing this tab will disconnect your remote session, are you sure ?'; //Dialog to return when
page unloads.

/1. Important notice, own dialogs are not supported in all browsers.

/2. HTML standard does not distinguish between page refresh and page close action, the dialog will popup on page refresh
too.

Confirm MNavigatien

Closing this tab will disconnect your remote sassion, are you sure T

Are you pure you want to leave this page?

Leawe this Page Etay on this Page

The general settings for the RemoteApp web page is stored on the software folder, in two different files: remoteapp.html
and remoteapp2.js.
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Crganize « & Open Moerw folder
5 Favorites Mame
B Deskiop 1. hitenls
& Downloads L java
| Becent Places ks
& clean
o Libraries & | comman
4 Documents [Z] common
o Music | 2] comenon_applications
= Pictures m common-backup
B videos &| html5
| htmis.htrlbak
‘B Computer & hmlS-backup
(i Local Disk (C:) &) index
A inside
o Metwork [Einsidech
& ingidex
&/ insidexe

A& javacannect

__| imacannect. htmibak
& remateapp

| remateapp html.bak
& remateapp?

(2] remateapp2

| webprint

&/ webpring_juts

= 2 mems selected Stete: BB Shared
.% Date modified: 2042006 7:15 P

@_D' . % Local Disk () » Program Files (38) » tsplus » Clients » woaw b sofbasre »

[rate modified

L2016 7415 PM
20472016 715 PM
2042016 745 PM
173572014 3:11 PM

242016 716 PM
1/26/2016 12:16 AM
1A26/2006 1216 AM
T/IZFA012 955 P
LT2015522 PM
T/32/3012 9:55 PM
273 F015 214 AM
2015 2:13 AM
27 AN6 715 PM
17362016 12:17 AM
L0/ 2016 715 PM

1L/262016 12:1F AM

242016 745 PM
1/24/2014 10:10 i
17242014 10:11 PR

Sipe 209 KB

Drate createc: 172672006 12:12 AWM

- |'F, | | Search software 2
= O @

Type Size

File folder

File falder

File folder

Firefoa HTML Doc... TKE
Cascading Seyle 5., 2 KE
Y5cript Script File I2KE
Seript t File 15 KE
IScript Scrpk File IZ2KE
Firefoe HTRL Do, 12 KE
EAK Fils 12 KB
Firefex HTML Do 12 KB
Firefox HTML Dox<... OKE
Firefoe HTRML Do 19 KE
IScript Script File 1KE
Firefex HTRAL Dot 2 KE
Firefox HTML Do<... 10 KB
Firefex HTML Dac... 15 KE
EAK File I5KE
Firefex HTML Dae... 17 KB
BAK File 17 KB
Firefex HTML Do, ZKB
Kcript Script File 14 KB
Firefee HTML Do, TEKE
Firafoe HTML Do<.., KB

Shared wath: Remote Desktop Users; Every..

Example of available settings present in remoteapp2.js:

/I Remote Desktop Server
var remoteapp2_server ="; var remoteapp2_port = '443;

// Windows Authentication

var remoteapp2_user ="; var remoteapp2_psw ="; var remoteapp2_domain =",

/I Optional Command Line Parameters
var remoteapp2_apppath =";

/I RemoteA pp mode

var remoteapp2_wallp = 'green’; var remoteapp2_remoteapp = 'on’;

I/l Screen

var remoteapp2_color = '32';

var remoteapp2_full ='2';

var remoteapp2_width =",

var remoteapp2_height =";

var remoteapp2_scale = '100';

var remoteapp2_smartsizing = '1’;
var remoteapp2_dual screen = 'of f';
var remoteapp2_span = 'off’;

/I Disks mapping (required for printing)
var remoteapp2_disk ='1";

/I Printing

var remoteapp2_printer = 'off";
var remoteapp2_preview = 'off’;
var remoteapp2_default = ‘on’;
var remoteapp2_select = 'off';
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/l Hardware

var remoteapp2_com ='0';

var remoteapp2_smartcard = '0';
var remoteapp2_serial = 'off";
var remoteapp2_usb = 'off’;

var remoteapp2_sound = ‘on’;
var remoteapp2_directx = 'off’;

/I Miscellaneous

var remoteapp2_alttab ='0';
var remoteapp2_firewall ='1";
var remoteapp2_localtb ='32';
var remoteapp2_lock = "off";
var remoteapp2_rdp5 = 'off';
var remoteapp2_reset = 'off';
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How to completely customize the Web Access
Page beyond the Web Portal capabilities?

Overview

By using the Web Portal you can customize Terminal Service Plus Web Access Pages in an extensive way.

However, in some cases, thisis not enough. In these cases, you can completely customize the Web Access Page, beyond
the Web Portal capabilities, by modifying by yourself the Web Access Page generated by the Webmaster Toolkit.

War ning, thisdocumentation isintended only for skilled Web developers.

Generating mandatory settings

In order to include the mandatory settingsin your Web Access page, we recommend that you start by generating your Web
Access Page by using the Web Portal.

Fileslocation
The Web Access Page will be generated in the "C:\Program Files (x86)\T Splus\Clients\www" folder, for instanceif you
choose "index" as the page name, it will be the file named "index.html™ in this folder.

It isastandard HTML file, so you can use al your knowledge of HTML, JavaScript and CSS programming languages to
develop your custom page.

All thefilesinclusion are written relatively to the "C:\Program Files (x86)\T Splus\Clients\www" folder. For instance, the
main CSS stylesfileislocated at " C:\Program Files (x86)\T Splus\Clients\www\software\common.css', so it isincluded in
the HTML Web Access Page file by the following line:

<link rel ="styl esheet"” type="text/css" href="software/ common. css" />

Minimal Web Access Page

Starting from an HTML file generated by the Web Portal Preferences, we will reduce it down to a minimal Web Access
Page. We advise you to use atext editor such as Notepad or Notepad++ (do not use Word).

After our work, it will look like the screenshot bel ow:
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Log on

® HTMLS client RemoteApp

First, you must keep everything that is between the

and HTML tags: - metatagsto force browsersto clear their cache - .jsfilesinclusions - JavaScript settings declarations
Then, you can reduce the content between the 'body’ and '/body’ HTML tags down to these few lines:

<body onKeyPress="CheckKey(event);" onload="setAll();" style="paddi ng: 20px; ">
<f or m nane="1 ogonf or ni' >

<di v><i nput type="text" name="Login" id="Editbox1l" onbl ur="onLogi nTyped();" val ue
<div id="tr-password"><i nput type="password" name="Password" id="Editbox2" onfocl
<di v id="tr-domai n"><i nput type="text" nane="Dorain" id="Editbox3" value="" /></¢
<i nput id="buttonLogOn" type="button" value="Log on" onclick="cplogon();" /><br/:
<br/>
<di v id="accesstypeuserpanel"” style="margin:0;">
<l abel id="Iabel accesstypeuserchoice_htm 5" for="accesstypeuserchoice_htm 5"
<l abel id="Iabel _accesstypeuserchoi ce_renoteapp” for="accesstypeuserchoi ce_re
</ div>

</ fornp

</ body>

Refresh the web page in your web browser, and you should get the minimal page of the above screenshot.

Werecommend you clear your browser's cache after saving any changed file.

Finally, it is now up to you!

Aslong as you keep the calls to JavaScripts functions on specific events and the given identifiers (id="..."), your fully
customized Web Access Page will be working fine!
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Web |logon page: How to open the HTML5
client in the same tab

Overview

On the Web logon page, when the user clicks on the"Log on" button, the HTMLS5 client is opened in a new browser's tab.

Y ou can change this behavior and have the HTMLS5 client to open in the same browser tab as the Web logon page by
modifying a JavaScript file.

Modifying the custom.jsfile

Edit the file "custom.js" file which is stored into the " C:\Program Files (x86)\T Splus\Clients\www" folder. We advise you
to use atext editor such as Notepad or Notepad++ (do not use Word).

Add thisline:
var openi nsanewi ndow = true;

Werecommend you clear your browser's cache after saving the changed JavaScript file.

Modifying the common_applications.jsfile

If you are using Terminal Service Plus Web Applications Portal feature, then you need to edit a second file. Edit the file
"common_applications.js" file which is stored into the " C:\Program Files (x86)\T Splus\Clients\www\software" folder. We
advise you to use atext editor such as Notepad or Notepad++ (do * not* use Word).

Search for these lines:

if (childurl I'="")
child = wi ndow. open(childurl, childnane);
chi | drenW ndows[ chi | drenW ndows. | ength] = chil d;

}

And replace them by those lines:

if (childurl '="") {
wi ndow. nane = chi | dnane;
| ocation. href = childurl + "#';

}

Werecommend you clear your browser's cache after saving the changed JavaScript file.
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How To: Add a Custom HT TP Header

Prerequisites

Thisfeatureis very technical and this documentation is only for technical experts.

Y ou should be familiar with HTTP protocol aswell asHTTP Headers.

Overview
Some use case might require that Terminal Service Plus web server returns one or more custom HTTP Headers in addition
to the standard ones.

This feature answers this specific need.

Setting up a custom HTTP Header

To add your own custom HTTP Header, you need to:

o Create thefile "headers.bin" in the folder "C:\Program Files (x86)\T Splus\Clients\webserver”
¢ Add the custom headers separated by new line, for instance case: header1=X-Frame-Options
o Restart webserver (AdminTool > Web > Restart Web Servers) to apply changes

Terminal Service Plus server will now respond to all queries with this custom HTTP Header in addition to the standard
ones.
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Enforce HT TPS protocol

Standard Case

Starting from Terminal Service Plus version 9.20, you can redirect every web request which usesHTTP to the HTTPS
secure protocol.

To activate this feature on a server, edit (or create) the file " C:\Program Files (x86)\T Splus\Clients\webserver\settings.bin"
and add the following line:

di sable_http_onl y=true

Save the file and restart Terminal Service Plus web servers (AdminTool > Web > Restart Web Servers or reread
configuration by accessing http://127.0.0.1/w0j 3?settings.bin).

Once thisfeature is enabled, you can try to browse to the insecure web page at:
http://your-server
and it will automatically redirect your request to the secure Web Portal page at:

https://your-server

Special case: Custom Web Ports

If you are using a specific port to serve HTTPS, then edit the file "C:\Program Files

(x86)\T Splus\Clients\webserver\settings.bin" and use the following line instead of the line described above:
di sable_http_onl y="donmai n. com 4431"

where domain.com is your own server host name and 4431 is your HTTPS custom port.

Savethefile and restart Terminal Service Plus web servers (AdminTool > Web > Restart Web Servers).
Once thisfeature is enabled, you can try to browse to the insecure web page at:

http://domai n. com

and it will automatically redirect your reguest to the secure Web Portal page at:

htt ps://domai n. com 4431

Comment: Even if thisis not secure but you wish to disable ssl/https on http port then edit the settings.bin file and add:
disable_ssl_on_http=true, save and restart the servers.

Disable http on https

By default it is alowed to access https://my-domain.com, https.//my-domain.com:80, http://my-domain.com:443 So it
allows http on port 443 or alow https on port 80, it does not have impact on security and makes it easy to fallback to
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degraded xhr-connection when no websockets support is possible But if wished to disable it, edit the settings.bin file and
add the following line;

di sable_http _on_https=true

Then restart Terminal Service Plus web servers (AdminTool > Web > Restart Web Servers or reread configuration
http://127.0.0.1/w0j 3?settings.bin)

HTTPS Enforcement and Free SSL Certificate Validation

Please note that this HTTPS Enforcement feature is fully compatible with our Free SSL Certificate feature.

© TSplus - www.tsplus.net 363


/tsplus/free-certificate-manager

1S R E M OT E TSplus Remote Access - Documentation

Enforce the use of web portal to connect to the
server

Starting from Terminal Service Plus version 6.60, you can block/disable any attempt to connect using mstsc.exe (or any
RDP clients) over the open/redirected port (80 or 443).

Thisfeature only allows accesses from the Terminal Service Plus Web Portal and disables any other RDP connection on
port 80/443.

To activate this feature on a server, edit the file C:\Program Files (x86)\T Splus\UserDesktop\files\AppControl.ini and
add/modify the following variable:

[ Security]
Bl ock_rdp_splitter=yes
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Web Autologon: connect from web without
portal

Overview

Terminal Service Plus Web Portal allows users to connect to their remote servers from any web browser simply by using
their Windows credentials.

Sometimes however, you want to connect automatically when you launch agiven URL address. Thisfeatureis called Web
Autologon.

With Web Autologon, you will connect using the settings (login, password, ports, ...) specified in specific Terminal Service
Plusfiles.

Web Autologon using HTML5 client

Y ou will be able to connect directly by browsing to http://your-server/software/html5.html

Y ou can modify the connection settings by editing the following file with Notepad or any text editor (such as Notepad++ -
do not use MS Word):

C.\Program Fil es (x86)\TSpl us\C i ents\wwA software\htnl 5\settings.js
Y ou will need to specify at least alogin and a password in order to benefit from Web Autologon.

Y ou might need to refresh the page on your web browser after modifying thisfile.

Web Autologon using the RemoteApp Web Client

Y ou will be able to connect directly by browsing to http://your-server/software/remoteapp2.html

Y ou can modify the connection settings by editing the following file with Notepad or any text editor (such as Notepad++ -
do not use MS Word):

C.\Program Fil es (x86)\TSpl us\ d i ent s\ ww\ sof t war e\ r enot eapp2.j s
Y ou will need to specify at least alogin and a password in order to benefit from Web Autologon.

Y ou might need to refresh the page on your web browser after modifying thisfile.

Enable multiple user sessions using the same credentials

If you want to enable multiple user sessions using the same credentials, then you can follow this procedure.

Y ou can copy the index.html file located in:
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C.\Program Fil es (x86)\TSpl us\ d i ent s\ www

as many times as your number of users. Y ou can rename it and then access it with the url:
http://nameofyourserver.com/renamedindex.html

Edit the paragraph corresponding to users credentias:

Access Configuration --------------- var user =""; // Login to use when connecting to the remote server (leave ™" to use the
login typed in this page) var pass =""; // Password to use when connecting to the remote server (leave "" to use the
password typed in this page) var domain ="";

Y ou can copy the index.html file as much time as you want, renaming it with the username will make it easier for you to
provide a personal link.
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HTMLS5 Client: RDP session resolution on
mobile devices

The common screen resolution by most devices, especially mobile phones is 320x480, but that is obviously not sufficient
to create the RDP session.

Therefore the resolution was preset to 800 in width. The height of resolution gets recomputed by hidden browsers native
logic. The higher the width the bigger the height.

o Asan example, standard resolution is 320x480, now when you set the viewport to 800, the browser recomputes the
value for height for example to 800x904, when you set the width to 1280, then it's 1280x1160 etc.

The height and width depend on landscape/portrait view of your device, like 800x904 or 904x800 etc. Each browser can
recompute it on its own logic to fit the rdp screen into the viewport of your device and may differ depending on the
browser even when used on same device.

If you set the height manually, then you will break the viewport ratio of your device and the final RDP session will be out
of your port view, and to reach these areas you will have to scroll to wished positions.

o Thereforeit is recommended not to set height manually, but let the device choose automatically the height.

If you need more height, increase the width!

By testing on maobile phone devices, the good value for width was 800. Though you must pay attention : the CPU's on most
mobile phones are usually slow, therefore when you increase the height, it will increase the CPU load. On tablet devices
the CPU's are faster, therefore it is recommended to set the width to higher value like 1280 and allow the device to
recompute the value for height.

Because some browsers like FireFox mobile do not allow the setting of viewport after page loading, this value was set
fixed into the Clientswww\software\html5.html file:

<neta nane="vi ewport" content="w dt h=800, maxi num scal e=1.4">
For example change it to:

<nmeta nane="vi ewport" content="w dt h=1280, maxi num scal e=1. 4" >
to increase width and at same time height recomputed by browsers native internal logic.

As a second example, changing it to :

<neta nane="vi ewport" content="w dt h=1280, hei ght =1400, maxi mum scal e=1.4">

would break viewport area and RDP session would not fit the screen.
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HTMLS5 Client: How to maximize the browser
window

Overview

The RDP protocol does not allow to resize while connected without a reconnection.

Please note that you will get the best experience possible from Terminal Service PlusHTML5 client by connecting
with a maximized browser.

However, if you want to force the browser window to be as big as possible, you can try to "force" the HTML5 window to
open with the maximum size (but not as a "maximized" window, due to internet browsers security limitations).

Maximizing the browser window
Y ou will have to modify the file " Clientsiwww\software\common.js" located in your Terminal Service Plus directory. We
advise you to use atext editor such as Notepad++ (do not use Word).

In order to have a browser window which uses al the screen, you will have to modify the ling(s) with "window.open” init,
and add the following text:

, "screenx=0, screenY=0, | ef t =0, t op=0, ful | screen=yes, wi dt h="+(screen. avai | Wdt h-5) +", hei ght

This allows |E/Chrome/Firefox/Safari to open the window with a screen size (minus Windows bar). Unfortunately it is not
possible to force aweb browser to "maximize" the window in a"fullscreen" Windows type.

Open the file and search "window.open("

Then add the new at the end before the brackets, for example:

wi ndow. open( host Gat eway + jw sclickLi nkBefore(getside(), p), w ndow. opforfal se);
will become:

wi ndow. open( host Gat eway + jwt sclickLi nkBefore(getside(), p), w ndow opforfal se, "screenX:

And again:

tmpwi n = wi ndow. open(p, ' _blank'); //Chronme needs _bl ank

will become:

tmpwi n = wi ndow. open(p, ' _blank', "screenX=0, screenY=0,|eft=0,top=0, full screen=yes, w dt h=
And again:

success = wi ndow. open(p, k);
will become:

success = w ndow. open(p, k, "screenX=0,screenY=0, | eft=0,top=0,fullscreen=yes,w dt h="+(scr
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And finaly :
cpwi n = wi ndow. open("about: bl ank", n);

will become:

cpwi n = wi ndow. open("about: bl ank", n, "screenX=0, screenY=0, | eft=0,top=0, full screen=yes, w
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HTMLS5 Client; Parameters in URL address

When using Terminal Service Plus HTML5 client to connect to aremote server, you can specify several parametersin the
URL address to override default parameters, such as:

e user login

user password

program to run

startup directory for the program to run
command line for the program to run

Run a Specific Application

Here is an example of afull URL address to open a remote session for user "demao" with password "demo" and by starting
standard notepad upon session opening:

https.//demo.tsplus.net/software/html 5.html 2user=demo& pwd=demo& program=c:\\windows\\system32\\notepad.exe& startupdir=c:\

Please note that in the URL address al slashes characters must be repeated 4 times.

Y ou do not have to specify all these parameters at the same time: the parameters not specified will have their default
configured value.

Connect with Web Credentials

If you want to use aWeb Credential to connect, you can passit in an URL by adding an"@" before the Web Login.

Here is an example of a URL address to open a remote session with the Applications Panel for Web Credentials "1234"
with password "demo":

https.//demo.tsplus.net/software/html 5.html 2user=@1234& pwd=demo

Restrict this usage to Users Default Applications

Y ou can disable the Application Command Line for users by going on the Advanced --> Session tab of the AdminTool,
double-clicking on the "Application Command Line" setting and setting the value to "No".
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Description:

TI TSplus - Edit Setting

Application Command Line

Application Command Line can be specified on client side.

Value:

Yes

Save

Cancel

© TSplus - www.tsplus.net

371



1S R E M OT E TSplus Remote Access - Documentation

How to setup Apache reverse proxy support of
Websockets

1. first of all change following variable to false www\software\html5\settings.js > W.xhrreverse = false; (if you don't
changeit to false, it will alwaystry xhr instead websockets, what we don't want anymore)
2. install Apache with proxywstunnel support (older Apaches without proxywstunnel are unsupported!)

3. alow in Apache config (httpd.conf etc.) following modules. LoadM odule proxymodul e modul es/modproxy.so

L oadM odul e proxyhttpmodule modul es/modproxyhttp.so L oadM odul e proxywstunnel modul e modules/modproxy
wstunnel .so

4. let's assume you want to access html5 main portal via subfolder "/html5/" As example http://yourip
or_domain.net/html5/ And Tsplusisinstaled in intranet on server "intranetxyz" then add to the config (httpd.conf
etc.) following
ProxyPass /html5 http://intranetxyz:80 ProxyPassReverse /html5 http://intranetxyz:80
ProxyPass "ws.//intranetxyz:80/socket.io/websocket_https"

ProxyPass "ws.//intranetxyz:80/socket.io/websocket”
ProxyPass "ws:.//intranetxyz:80/socket.io/flashsocket _https"

ProxyPass "ws.//intranetxyz:80/socket.io/flashsocket”

5. Restart Apache to take changes effect.
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How to mount alogical drive within a TSplus
Session
Thistutorial will cover the following aspects:

o How to deploy alogon script and have multiple logon scripts scenarii.

 Mounting a specific folder within a session from client or server side.

If you wish to publish afolder on alogical virtual drive for your users, just follow this procedure:

Prior to creating the script, open windows explorer and click on "Folder and search options’.

@thﬂ ¢ Libraries »

COrganize - = Open Share w
Cut .

Copy
Paste

Undo

Redo

Select all

L] Layout L

Folder and search opticns

75 Delete

Rename
Remowve properties

Properties

Cloze

Then, click on the view tab and uncheck the box "Hide extensions for known types':
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-

Folder Options ,.ﬂ

View | Search

Folder views

fou can apphy the view (such as Details or lcons) that
you are using for this folder to all folders of this type.

| Applyto Folders | | Reset Folders

Advanced settings:

Files and Folders -
[] Mlways show icons, never thumbnails
[ Mways show menus
Display file icon on thumbnails
Display file size information in folder tips
[ Display the full path in the title bar {Classic theme onfy)
Hidden files and folders
i@ Dont show hidden files, folders, or drives
(7) Show hidden files, folders, and drives

Wl Hide extensions for known file types I
Ide p DpEraLng system Tes ommended) T

[ Restore Defaults ]

m

ok [ Cones ] (oo

Create atext document and modify the extension by naming it “logon.bat":

Inside the file, enter for example this command to publish the Folder.exe folder:

"subst Y': \tsclient\C\Users\%USERNAM E%\Documents"
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E logon.bat - Motepad

File Edit Format

View Help

(= =)=

subst ¥: “A\tsclienth\chUsers " %USERNAMES DOCUmMEnts -

Then, on the start menu, type in gpedit.msc on the search taskbar. We are going to use local policy so that every user
connecting to this server launches the script.

Go into the user's configuration menu, then into the Windows settings, and finally, into Scripts (Logon/Logoff) Double
click on the Logon script, then click on "Add", then on "Browse".

|- Local Group Policy Editol
File Action View Help

= | #EE = HE

= Lecal Computer Palicy
4 & Computer Configuration
5[] Software Settings
=[] Windows Settings
=[] Administrative Templates
a R, User Configuration
=[] Software Settings
2 7] Windows Settings
&) Seripts (Logon/Logoff)
I By Security Settings
i+ ol Policy-based QoS
| =4 Deployed Printers
[ ﬁ] Internet Explorer Maintenance
= [ Administrative Templates

Display Properties

Description:

Contains user logon scripts,

| Scpts | PowerShell Scrts |

:::EI Logon Secnpis for Local Computer

Name
C:-\Users\Mdministrator admin-PC\DeskiopMogon bat

To view the script files stored in this Group Policy Object, press
the button below.

Show Files..,

\ Extended A Standard /

Then, click on "Show Files" button on the Logon Properties window and copy your logon.bat script into the path given by
the Policy Editor, i.e.: "C:\Windows\System32\GroupPolicy\User\Scripts\L ogon™
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( e ——

4 .« Windows » System32 » GroupPolicy » User » Scripts » Logon - Search Logon P
Organize ¥ Open Print  MNew folder = 0 @
=
7 . ) ~
Y Favorites MName Date modified Type Size
B Desktop | E logon 2/21/20188:41 PM  Windows Batch File 18|

@ Downloads
L Recent Places

[

4 Libraries
[ :] Documents
&' Music
[E=| Pictures
E§ videos Tl

% Computer
(i, Local Disk (C2)

= - logon Date modified: 2/21/2018 8:41 PM Date created: 2/21/2018 8:44 PM
gt Windows Batch File Size: 48 bytes

¢ You can copy thislogon.bat file in C:\ProgramData if you want this script to be executed for al of your users.
o If you need a specific logon script for each user then copy the script in C:\Users\Username\AppData\Roaming

Now how do we makethis'Y drive appear in the user session? There many ways to achieve this. Y ou can create a new
application within the admin tool and assign it to your users, doing so the shortcut will appear in the session:

= Commen Folder Settings — >

Path/Filename:

|C:‘\1|'Iﬁnduws‘\eaqalurer.exe | =
Start Directory:
|C:\1|"I.|"|r1duws | =
Display Mame:

|Cummur1 Folder |

Command line option:

[ |
Window State:

Default (Maximized f single application on Web./Mobile client) W
Folder:

{ropevel) v | ED

Save Test Cancel
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B CommoriFoldsr

If you connect to a session with mstsc.exe, don't forget to go to the options menu, and on the Local Resources tab, under
Local devices and resources, click on "More", then check the box "Drives".

If you want to assign this script only for non-admin users, follow this tutorial.
If you want to secure the access of afolder, see our documentation to publish a secured folder.
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HTMLS5 Client: What is the difference between
Websockets and XHR?

Websockets is the persistent connection that can be used to receive/send data without sequential order and without http
header.

Xhr-polling creates new request with http header and waits for answer with http header, also sequentia order.

Doing so, XHR data flow always looks like this:

HTTP_HEADER REQUEST -> HTTP_HEADER ANSVER
HTTP_HEADER REQUEST -> HTTP_HEADER ANSVER
and so on

also before the data can be downloaded, it must be requested with HTTP_HEADER, therefore its name: xhr-polling.

Websockets data flow may look like this:

FRAVE_DATA_SEND
FRAVE_DATA_SEND
FRAVE_DATA_RECEI VE
FRAVE_DATA_SEND
FRAVE_DATA_RECEI VE
FRAVE_DATA_RECEI VE

Also it is random data sending/receiving without special sequential order and without any http header data.

That makes the usage with reverse proxies impossible due to the lack of Websockets support by most known reverse
proxies; but half of the xhr transport may work with Apache reverse proxy.

Also see: HTML5 Client: Supported Browsers
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How To: Bind Web Server to Several Network
Cards

Overview

Some use case might require that Terminal Service Plus web server listens on more than one network card, for instance if
the server belongs to several different networks.

This feature answers this specific need.

Binding Web Server to Several Network Cards

To bind Termina Service Plus web server to severa network cards, you need to:
o Create thefile "settings.bin" in the folder " C:\Program Files (x86)\T Splus\Clients\webserver”
¢ Add the following line with al the local IP addresses for all the network cards you want to bind to, for instance:

bind_nic="127.0.0.3","127.0.0.4"
o Restart webserver (AdminTool > Web > Restart Web Servers) to apply changes

Terminal Service Plusweb server will now listen to all queries from al the binded network cards (in our example case the
binding would be done to 127.0.0.3, 127.0.0.4 and 127.0.0.1 automatically).
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Run Windows client under Proxy environment

Usually the SSH package support HTTP(S) proxies and this should be sufficient to over come most known proxies.

However, there are existing very difficult cases, where the proxy environment can not be properly recognized, is hidden
from third party software or the target servers are behind reverse proxies.

For such difficult cases the software contains Non-SSH sol ution called "Rescue mode”.

If you can establish HTML5 connection, then you can be sure this software will help you to establish native socket
connections through Websocket(FF, Chrome, Opera, IE10 etc) or XHR (IE6-IE9).

Be careful, some proxies allow Websocket/XHR traffic only viaHTTPS layer, so use https address instead of http.

If proxy does not ask for proxy authentication and you can access pages via browser:

1. Open http(s)://yourserver.com/softwar e/html5/jwres/

2. Wait for successful connection (and authorize Java execution if asked)

3. Click on thered text "open the link" to open the working web access page
4. Use Windows client access as usual

If proxy requests proxy authentication and you can access pages via browser:

1. Open http(s)://yourserver.com/softwar e/html5/jwr es/

2. If the proxy requests for authentication for java applets, press "cancel”

3. Click on"Download LocalWebserver", and execute it after successful download, that will start local http server on
port 18888

4. Click on "Force Applet loading from http://localhost:18888", this will reload the page with loading of jars from

local http server

Wait for successful connection

Click on the red text "open the link" to open the working web access page

7. Use Windows client access as usua

Sl
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Activating Mutual SSL Authentication

What is Mutual Authentication?

Many people are expecting extra security and Mutual authentication is already supported in Terminal Service Plus. It is
usually implemented by banks or government bodies.

To understand what that is, we can compare it to a standard SSL process where you will add extra check to verify if the
user web browser is allowing SSL connection. Y ou know what your server-side SSL certificate is. Imagine that the
certificate isimported into the web browser to ensure that this specific web browser istrusted to create a connection. In the
first step of communication, the web browser is acting as a client and in the second step, it is the reverse. At the end both
side, client web browser and web server, have accepted the authority and the connection can start.

A more complete definition: Mutual SSL authentication or certificate-based mutual authentication refersto two parties
authenticating each other through verifying the provided digital certificate so that both parties are assured of the others
identity. In technology terms, it refersto a client (web browser or client application) authenticating themselves to a server
(website or server application) and that server also authenticating itself to the client through verifying the public key
certificate/digital certificate issued by the trusted Certificate Authorities (CAs). Because authentication relies on digital
certificates, certification authorities such as Verisign or Microsoft Certificate Server are an important part of the mutual
authentication process.

trustStore g verifies
" certificate
e client.cert +
@ ‘u"en!@s
certificate
= | | server.cert
l u
Requests protected resource
Client g P * Server
2
: " Presents certificate
- u
2 Presents certificate )
_— ®
~ Accesses protected resource
t t
client.keystore server.keystore
‘ client.cert | server.cert

Activating it on T Splus

T Splus built-in web server enablesto setup mutual authentication.

To enable the mutual authentication follow this process:

You will have to install the |atest Java Devel opnent Kit (JDK), available fromhttp://]ja\

1. Create and edit with Notepad the following file:
C.\Program Fil es (x86)\ TSpl us\d i ent s\webserver\settings. bin
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Add these 3 |ines:

di sable_http_onl y=true
di sabl e_print_polling=true
force_mutual _auth_on_https=true

2. Renove cert.jks

In "C:\Program Fil es (x86)\TSplus\C ients\webserver" you will see the file cert.jks
Copy it in "C\ProgramFiles (x86)\TSplus\dients\"
Renove "C.\Program Fil es (x86)\TSpl us\d i ents\webserver\cert.jks"

3. Create the batch file
In "C\Program Files (x86)\TSplus\Clients' create a batch file, for exanple "createcert us

@em uncoment next line, if you want to generate new sel f signed cert.jks

@em keytool -genkey -v -alias jws -keyalg RSA -validity 3650 -keystore cert.jks -storej
@eytool -genkey -v -alias AliasUserl -keyal g RSA -storetype PKCS12 -keystore forBrowserl
ST=FR, C=FR' -storepass nypassword -keypass mnypassword

@eytool -export -alias AliasUserl -keystore forBrowserUserl. pl2 -storetype PKCS12 -store
@eytool -alias AliasCertUser2 -inport -v -file forCertUserl.cer -keystore cert.jks -stor
@lel forCertUserl. cer

This will automatically inport the cert key pair fromthe web browser into "cert.jks" aft
4. Restore the new created the nodified "cert.jks"

Copy "C.\Program Files (x86)\TSplus\Cients\cert.jks" into
"C.\Program Files (x86)\TSplus\Cients\webserver" and restart the Wb Servers.

5. Certificate inport and Testing

The provi ded batch exanpl e shoul d have generated a test file "BrowserUserl. pl2".

When you will open the HTTPS address, you will get a security nmessage and you will be un:
Wth Chronme or IE, you can click on this 'BrowserUserl.pl2' file to inport the certificat
Wth FireFox, you have to go to Settings and to inport this "BrowserUserl. pl2" file under
As soon as you have properly inported it, you will be able to access the HITPS address.
The admi nistrator can create a separate key pair file for each user.

For exanpl e:

f or Browser User 1. p12

forBrowser User 2. pl2

f or Browser User 3. p12

And he can export theses certificates into cert.jKks.

If he wants to disable the access to one user he will just have to delete this user from
Doi ng so, the user will lose his authorization and will not be able to access the web ser

This nmutual authentication only affects the HTTPS connecti ons and HITP connection will be
settings. bi n>di sabl e_http_onl y=true
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Volume Licensing

Volume Licensing is a scripting licensing solution powered by TSplus for its solutions. The following products supports
activation using Volume Licensing 2020 : Remote Access, Remote Work, Advanced Security (aka RDS-Knight), Remote
Support or Server Monitoring (formerly Server Genius).

When your Volume Licensing account is created on the Licensing Management portal, the Volume Licensing team will
provide:

1. Your Volume License Key (please keep this information confidential)
2. Your credentials to connect to the Licensing Management portal
3. ThisVolume Licensing 2020 Administrator Guide

VIRTUAL PRINTER ISNO LONGER LICENSED
Please note that since 15th of March 2022 and version 15.40.3.14, Virtual Printer is no longer licensed and isincluded in
all editions of TSplus Remote Access.

How to manage your Volume Licenses?

Y our Volume Licenses and credit balance can be reviewed and managed in the TSplus License portal.
The TSplus License portal is available at the following URL: https://license.dl-files.com

To connect and access to your account, start by clicking on Customer Portal to reach the customer’s section:

License Portal Support

Welcome to the License Portal !

If you just purchased a license and want to get access to your portal please click on the button Customer Portal

Cuslomer Portal Partners

Then, type your credentials to access your account:

© TSplus - www.tsplus.net 383


https://license.dl-files.com

TS

RPLUS

RE MOTE ACCESS TSplus Remote Access - Documentation

Customer Portal

Manage your Licenses
Purchase Upgrades of existing licenses
Renew Update/Support services

Enter Email

Enter Order ID

Find Purchase Order Number

(] Remember me

Once logged in, you will see the following table where all your Licenses are listed. It is the main page where you will be
able to manage al your Licenses. If you have not yet activated any Volume License, this page will be empty.
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Licensing Management App  Licenses  Supports  Resellers

Logout
= Available number of usersilicenses
Ll censes X@y.com, @y.com, serial number, order ret. | @ Global Search
TSplus 2 users available
&) Open in Excel RDS-Knight Ultimate Protection 2 licenses avallable
RDS-Knight Security Essentiats 0 licenses avallable
Find a Serial Number. POD 000 000 g o
ServerGenius Essentials 0 licenses available
Find an Email @
ServerGenius Startup 0 licenses available
Fing an Order Number;
ServerGenius Business 0 licenses available
Dale range: 2018-05-21- 2018-06-22 ¥ Firer
= RDS-WebAccess 0 users available
w Buy 50 more
Software Serial Days Users Edition Email Order Date Support? Actions Status ~ Comments
Number Number
RDS-Knight 1 - 2018- v F Enabled
unimate Protection 06-11 Rehost Disable
RDS-Knight 1 - - - 2018- x s Enabled
Ultimate Protection 05-31 Rehost
RDS-Knight 1 - - - 2018- X -
Ultimate Protection 05-31
TSplus 5 - 2018- X @
06-29 Upgrade - -

To review one License history details, click on the "Details" button of the License you want to study. Y ou will get the
License details page as shown on the picture below.

LICANGENG MONAGOMENT APD  LCHme  Sgpom  seen

Lo ry
License Detail Comments
L ko= S
Barinl Nt 3 A CoF
. R Suggested email to customer
o — ;
R ] Fieme Sn pewte 10 R g o eerea S (RS ACrage LSrmuse Prosecton

e

Lreas Sreralat ErdeTstoreaeed Lo
Lo scvle . WoEtaE Dease Sbve T e b0 el dua wnd G0 ol svaeTe £ e
ot Murrtret Retyrence ST Tt Ay T
RN T LSS BN e 56 (AL rOur LEOERSE DU
(9] gl 2 SLAR R HRL Folw Tet procpe I PR P e
magmcqna E
sth ey [
e

Erad  tecralins jarrises iy wel Cort B |l o
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How to install aVVolume License Server in one
step?

Toinstall aVolume License server in one step, you will need to:

e Download the Product Setup program
e Useyour Volume License Key
¢ Run the Setup program with your Volume License Key as a parameter

Y our Volume License Key isthe same one for any installation of any new server. If you do not remember it, connect to
your account in the License portal. Y our Volume License Key is displayed at the top on the home page (Licenses).

Toinstall and activate aVolume License from a script, run the following command line as an elevated Administrator:
Set up- TSpl us. exe /vol unel i censekey=VOLU- MELI - CENS- EKEY /users=unlimted /edition=Enterpri
The scripted activation using VVolume License 2020 is available for the following products and all their rebranded versions:

e Remote Access
o Advanced Security (aka RDS-Knight)
e Server Monitoring (formerly Server Genius)

Parameters

This command takes the following parameters:
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Setup-PRODUCT.exe The name of the setup program

/volumelicensekey=VOLU-MELI-CENS-EKEY  Your Volume License Key

Any number from 1 to 50 or “unlimited” for Remote Access
Any number from 1 to 50 for Remote Work
e v Any number from 1 to 25 for Remote Support

Any number from 1 to 10 for Server Monitoring

This parameter does not apply to Advanced Security and Server

Genius

“Desktop”, “MobileWeb” or “Enterprise” for Remote Access

“Essentials” or “Ultimate” for Advanced Security
[edition=Enterprise “Startup”, “Essential” or “Business” for Server Genius

This parameter does not apply to Remote Work, Remote Support
and Server Monitoring

Any number from 0 to 3
[supportyears=3
This parameter does not apply to Server Genius

This parameter only applies to Remote Access

“no” to ignore add-on activation
/activatesecurityaddon=Ultimate “Ultimate” to activate an Ultimate edition

“Essentials” to activate an Essentials edition

Specifies the comments to attach to the license on the License

Jeomments="Your comments”
portal

Execute the setup program silently. This enables the integration

JVERYSILENT of this setup program into your own initialization or
automatization scripts.

Scripting Methods

To start Setup-PRODUCT .exe with its correct command line you can use 3 methods:

1. Use your own management scripts methods

2. Create a shortcut of Setup-PRODUCT .exe and edit the properties to add the command line at the end of the path.

3. Simply open a"Command line" by pressing the Windows key and the "R" key simultaneously, then typing "cmd"
and pressing the "Enter” key to confirm. This method with the keyboard shortcut is working on every existing
Windows version at the time of writing of this document.

4. Once the prompt appears, change the current directory to the directory where is found your setup program (usually
your Downloads folder). For instance, type:

cd C:\Users\admin\Desktop

And finally type the full command to run the setup program with the following parameters, supplying the desired values:

Set up- TSpl us. exe /vol unel i censekey=VOLU- MELI - CENS- EKEY /users=unlimted /edition=Enterpri
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How to activate a VVolume License from the
Server after Setup?

If you have installed your product without any command line, then it isinstalled as atrial version.
To activate your Volume License, run the following command line as an elevated administrator:

Admi nTool . exe /vl [activate VOLU MELI - CENS- EKEY /users unlinmted /edition Enterprise /suj

Parameters

This command takes the following parameters:

The name of the administration program (see section “Find the

PRODUCT.exe relevant administration program”)

/volumelicensekey=VOLU-MELI-CENS-EKEY  Your Volume License Key

Any number from 1 to 50 or “unlimited” for Remote Access
Any number from 1 for Remote Work
IR T Any number from 1 to 25 for Remote Support

Any number from 1 to 10 for Server Monitoring

This parameter does not apply to Advanced Security, 2FA addon
and Server Genius

“Desktop”, “MobileWeb” or “Enterprise” for Remote Access
“Essentials” or “Ultimate” for Advanced Security
/edition=Enterprise “Startup”, “Essential” or “Business” for Server Genius

This parameter does not apply to Remote Work, Remote
Support, 2FA addon and Server Monitoring

Any number from 0to 3
/supportyears=3
This parameter does not apply to Server Genius

Specifies the comments to attach to the license on the License

/comments="Your comments”
portal
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How to Disable a License from the Server?

To disable a server which was activated with a Volume License key, run the following command line as an elevated
Administrator:

Adm nTool . exe /vl /disable VOLU MELI - CENS- EKEY

Parameters

This command takes one parameter:

VOLU- MELI - CENS- EKEY : use your own Vol une License Key
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How to Enable a License from the Server?

To enable aserver which wasfirst activated with a Volume License key and was later disabled, run the following
command line as an elevated Administrator:

Adm nTool . exe /vl [enabl e VOLU- MELI - CENS- EKEY

Parameters

This command takes one parameter:

VOLU- MELI - CENS- EKEY : use your own Vol une License Key
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How to Disable a License from the Licensing
Portal ?

Y ou must first disable the License on the Licensing portal, then make sure that the new statusis applied on your server by
updating its status from the administration application or the command line.

First, from both the Licenses list and the License details pages, you can click on the "Disable" button to disable the selected
License. The license will move from the “Enabled” statusto the “Disabling...” status, meaning that it is currently waiting
for the server to disable itself.

Then, the server will automatically disable itself following the next day if he has an internet access.

Y ou can aso do this manually by running the following command line as an elevated Administrator:
Adnmi nTool . exe /license /refresh

Note that it is not necessary to run the refresh command line for all installed software. The refresh is supported by all
products compatible with the 2020 licensing system.

The license will be accounted for in your license usage until your server has contacted the License portal and
acknowledged its disabled status.
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How to Update the Users of a Volume License
from the Server?

To change the number of users associated with your activated Volume License, run the following command line as an
elevated Administrator:

Admi nTool . exe /vl [update VOLU- MELI - CENS- EKEY /users 10

Parameters

This command takes two parameters:

- VOLU- MELI - CENS- EKEY : use your own Vol une License Key
- /users unlinmted : use any nunber from1l to 50 or “unlimted”

Please note that:

o This command does not apply to Advanced Security and 2FA addon.
o ServerGenius only accept the numbers 1, 5 and 10 corresponding to the three available editions of ServerGenius.
¢ Only TSplus Remote Work accepts a count of users greater than 50.
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How to Update the Edition of aVVolume
License from the Server?

To change the edition associated with your activated VVolume License, run the following command line as an elevated
Administrator:

Admi nTool . exe /vl [update VOLU MELI - CENS- EKEY /edition Enterprise

Parameters

This command takes two parameters:

- VOLU- MELI - CENS- EKEY : use your own Vol une License Key
- /edition Enterprise : use the nane of the edition

Please note that:

¢ This parameter does not apply to Remote Work, Remote Support, Server Monitoring, 2FA addon and Server Genius

¢ Possible editions are “ Desktop”, “MobileWeb” or “Enterprise” for Remote Access
¢ Possible editions are “ Essentials’ or “Ultimate” for Advanced Security
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Find the revelant Administration Program

The following programs supports V olume License commands. The program name and location depend on the product and
its setup folder:

Remote Access

oy AdminTool.exe C:\Program Files (x86)\TSplus\UserDesktop\files
Advanced Security TSplus-Security.exe C:\Program Files (x86)\TSplus-Security
RDS-Knight RDS-Knight.exe C:\Program Files (x86)\RDS-Tools\RDS-Knight
Remote Support RemoteSupport.exe C:\Program Files (x86)\TSplus-RemoteSupport
Server Monitoring ServerMonitoring.exe C:\Program Files (x86)\TSplus-ServerMonitoring
ServerGenius ServerGenius.Admin.exe C:\Program Files (x86)\RDS-Tools\ServerGenius
2FA addon TwoFactor.Admin.exe C:\Program Files (x86)\TSplus\UserDesktop\files

The program execution is silent. This enables the integration of your license activation process into your own initialization
or automati zation scripts.
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Troubleshooting activate, enable, disable and
update commands

Should you want to investigate any issue and/or when prototyping your scripts, you can get success and error messages by
looking at the VolumeL icensing.log file found at the root of the program.
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How to configure a Proxy Server for Internet
Access

Proxy settings defined during the installation are remembered and will be used to perform operations on licenses. If no
proxy settings were defined, then the Volume Licensing program will use Internet Explorer proxy settings (if any is
configured in the running session and/or for the windows service).

Y ou can also configure the proxy settings manually by running the following command line as an elevated Administrator:

Admi nTool . exe /proxy /set /host proxy.conpany.org /port 80 /usernane dunmy /password pass

Parameters

1 /set Action to be performed on the proxy settings

The destination host can be a predefined value (e.g. "ie" or "none") or a
2 /host (ie | none | custom) user-defined value (ex. 127.0.0.1 or proxy.company.org). This
parameter is mandatory.

The port number used to connect to the proxy server. Required if the

3 ort 80 i )
/p hostname value is a custom user-defined value.

4 Jusername dummy The username to connect to the proxy server. This setting is optional.

The user’s password must be supplied if a username has been defined.

3 e However, its value can be empty.
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How to get Support for Volume Licensing

Volume LicensingSupport & Services team will be more than happy to help you, should you face any issue or trouble when
installing and running Volume Licensing on a server.

The easiest way to contact Volume LicensingSupport & Services team is to open aticket on our online Helpdesk at:
https.//support.tsplus.net
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